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Petrography and Geochemistry of the Tufa from
Wadi Haufa — Wadi El-Arab Area, NW Jordan

Nazem El-Radaideh and Hakam Mustafa *
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Abstract

The field study of three outcropping sections representing the Wadi Haufa and the Wadi El
Arab tufas shows that these tufas are characterized by a terraced-mound morphology and mainly
composed of spherical-lobate, columnar-tube like and cylindrical structures with irregular bodies.
Also these tufas show no diversity in their petrographical characteristics, where most components
are related to botanical features, composed of encrusted plants, mosses, and algal components,
beside faunal-floral components, peloids and cementing materials. Geochemical analyses revealed
that these deposits are mainly composed of CaO with an average content of 35-39 wt% where
CaCO; formed about 71.2wt%, and revealed that these deposits are poor in Sr, Mn, Na, and K and
rich in Zn, Pb, Cu and Mo with respect to normal carbonates.

Keywords: Petrography, Geochemistry, Tufa, Wadi Haufa, Jordan.
Introduction:

Tufa and travertine are ideal types of terrestrial freshwater limestone deposits.
Pedely [1] defines tufa as “Porous or spongy freshwater carbonates rich-in microphytic
leaves and woody tissues”. Travertine is a freshwater accumulation of carbonates,
precipitated from water of streams and springs, which show a wide range of natural
conditions [2,3].

Tufa and Travertine are known to be formed in wide range of temperatures from 5
to 95 °C, but mostly between 10 to 30°C [4]. They can be formed on higher and lower
plants, but most commonly on Cyanobacteria, algae, mosses, hepatics and insect larval
carapaces (Chironomides). In some cases tufa can be fine laminated and considered as
stromatolites. Tufa and Travertine may be deposited organically by photosynthesis of
plants or inorganically by change in water turbulence and /or water temperature. Several
authors include also siliceous deposits in the term of tufa. They can be classified
according to type of plants and algae involved in their precipitation or according to
petrographic properties.

Travertine and tufa deposits are similar in many respects and often grouped together
by many geologists. After a review of their similarities and differences the distinction
between them becomes clearer, the main distinctions occur in lithification and
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depositional environment. Travertines display a more solidly lithified surface, having
undergone a higher degree of diagenesis, and are commonly found in thermal warm
water systems, whereas tufas are far more porous due to their various cool water
environments, boasting a greater diversity of organisms upon which they build [5].

Tufas can be precipitated in six known ways: (1) mechanical precipitation, where
wave energy breaks down shore line to form beach rock; (2) precipitation from
supersaturated hot spring water entering into cooler lake water; (3) precipitation in lake
bottom sediments which are fed by hot springs from below; (4) precipitation from
calcium-bearing spring water in an alkaline lake rich in carbonates; (5) precipitation
throughout the lake dries out; and (6) through the development of biofilms rich in
cyanobacteria, diatoms and heterotrophic bacteria [6].

The aim of the present study is to investigate the tufa of the Wadi Haufa—Wadi El-
Arab and to determine its chemical composition, petrography and diagenesis, in order to
construct a model for its formation.

Geological setting:

Wadi Haufa—Wadi El-Arab area is located In the NE part of Jordan, about 30 Km
west of Irbid, between 35 50 to 35 54 N and 32 51 to 32 57 E (Fig.1). The average
elevation of Wadi Haufa — Wadi El-Arab ranges from 300 — 400 m above sea level.

Wadi Haufa-Wadi El-Arab tufa is unconformably overlying the oil shale and chalk
marl of the Muwaqqar Formation (Upper Cretaceous and Palacocene).

Their high porosity, spongy appearance and high content of plant remnants
characterize the carbonate deposits in the study area. Similar deposits are termed by
many authors like Pedely [1] as tufa. The tufa deposits of Wadi Haufa-Wadi El-Arab
area are nearly horizontal or gently dipping to southwest by less than 10 degrees.

Methodology:

The exposed rocks have been described in the field by using normal field techniques.
Forty oriented samples from Wadi Haufa—Wadi El-Arab area were collected and
subjected to the following investigations:

1. Petrographic study in thin sections, using polarizing transmitted light Microscope
(PTLM). The relative abundance of the rock constituents was determined by a
visual modal analysis.

2. X-ray diffraction method was used for the determination of the mineral composition
of the tufa. 15 samples from the tufa, were examined by using Philips vertical X-
ray diffractiometer under the following conditions:

- Radiation: Stabilized copper filtered CuKao.
Time constant: 2.
Grain: 64.
Slit: 0.1
Speed: 2d/cm/minute.
3. The AAS (Atomic Absorption Spectrophotometer)
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Figure 1: Location map of the study area
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Lithology of Wadi El-Arab-Wadi Haufa Tufa:

The tufa in the studying area is partly covered by a thin layer of Mediterranean soil
and vegetation. Nearly all tufas in this area have a terraced morphology. They are
composed mainly of thick-bedded layers ranging in thickness from 1 to 2 m and partially
thinly bedded layers ranging in thickness from 10 to 40 cm and extending laterally
several tens of meters.

The lithology of the tufas is nearly similar in the field. They are mostly grayish
colored, microcrystalline, indurate, ledgy, and hard. In the middle part of section (2) and
(3), it is friable due to mixing with chalky marl sediments.

Description of profiles:

The following three sections (Figs.2 and 3) have been described from the study
area, from which 40 samples were collected systematically with 2 m spacing (Tab.1).

Table 1: the studied sections, their locations, thicknesses and number of samples.

Section No. Number of Samples Thickness in Location of section
meters.
Wadi Haufa (1) 14 42.0 Wadi Haufa, 800m N of
Wadi El-Arab dam
Wadi Haufa (2) 13 31.5 Wadi Haufa, middle part
Wadi Haufa (3) 13 41.5 Wadi Haufa, 500m N of El-
Shuna high way
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Figure 2: Geological map of Wadi Haufa —Wadi El-Arab area.
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The stratigraphic sequence of the deposits of Wadi Haufa-Wadi El-Arab tufa can be
summarized as follow: At the base of the Wadi there is an extensive outcropping of oil
shale beds ranging in thickness from 1 to 6 meters followed by less than 12 meters of
tufa, then 5 to 10 meters tufa rich in marly limestone deposits overlain by clean tufa
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deposits.

The tufa deposits at both sides of the Wadi are similar to each other in all
lithological and morphological properties. This indicates that the Wadi was configurated
after the deposition of tufa; it may be formed as a result of recent tectonic movements
and or by denudation processes. In all sections the tufa is interrupted by irregular
intervals of 10 to 50 cm thick horizons of gravels, of chert, limestone, oil shale,
phosphate and calcite particles. These gravels are subangular to subrounded, ranging in
size from 0.5 to 10 cm and show occasionally graded bedding. Some of them
precipitated as isolated pockets or troughs, of discontinuous horizons (PI.1, Fig. 2). They
are concentrated in the lower most layer of tufa and in the upper parts of all sections.

These terrigeneous pebbly layers can be explained as a flood of deposits caused by
unusually severe streams that transported an abundance of terrigeneous material from the
surrounding countryside into Wadi Haufa-Wadi El-Arab depression area. Three younger
palaeo-channels, filled by gravels, cutting the upper layers of the tufa; are ranging in
width from 3 to 5 m and about 4 m high, where one palaeo-channel is empty.

Structure of theWadi Haufa- Wadi El-Arab tufa:
Cylindrical-tube like structures:

All tubes are composed of internal concentric alternative laminar rings, surrounding
the moulds and casts of stalks, roots, and reeds of higher and lower plants (PL.1, Fig.3).

Most moulds and casts of these plants are partly or completely filled with calcium
carbonate deposits, others are empty, especially those in the lower layers as a result of
decaying of the organic matter or redissolution of the filling by stream flow. The
diameter of the holes ranges from 0.1 to 15.0 cm. All these plants are encrusted in situ.
The total thickness of each encrusted tube, ranges from less than 0.1 to more than 1.0
cm. The thickness of each internal lamina ranges from 0.1 to 5.0 mm. The growth rate of
the algae and mosses decreases in summer initiating precipitation of yellowish white
laminae, while in winter, the growth rate is increased, initiating a precipitation of dark
micritic carbonate laminae. The process is repeated seasonally or annually forming
multilaminar structure (P1.1, Fig.3).

Spherical-ellipsoidal structures:

The spherical bodies are composed of multilaminar structures. The casts and
moulds of algae and mosses can be seen at the lower plant surface of each lamina in all
sections. These structures seem to be similar to the bowl-shaped tufa [7] (P1.3, Fig.16) .

Nodular or lobate structures:

In this type of tufa the calcium carbonate is precipitated around pebbles (chert,
limestone, oil shale, calcite), ranging in size from 0.5 to 5 cm, while the thickness of the
precipitation reaches more than 20 cm. These structures are concentrated in the
lowermost layers of all sections (P1.3, Fig.18) .

Irregular structures:

These irregular structures display as chaotic beds and lenses, mostly widespread in
the lower members of section 1 and 2 (PIL.1, Fig.1).
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Laminated structures:

Laminated tufas are very limited; they are concentrated in the upper part of section
3, also in the lower and upper layers of the sections 1 and 2(Pl. 1, Fig.1). This type of
tufa consists of repetitive mode of lamination, in which the individual lamina - yellowish
gray in color - ranges in thickness from 3 to 4 mm.

Iron oxides are distributed as thin bands or disseminated deposits filling the voids
and vuggs between the tufa constituents forming iron oxide crusts. The thickness of each
band ranges from 10 to 20 mm, extending laterally to several tens of meters, and
alternating with tufa containing very fine white gypsum disseminated at the surface
voids of tufa or arranged in thin bands. It is originated mostprobably from groundwater
flowing through joints and fractures of oil shale, associated with pyrite, forming a
solution of CaSO,. nH,O, flows through the pores of tufa and precipitates upon
evaporation near the surface of exposures as white fine deposits filling small pieces of
roots, pores and voids of tufa.

H20 + FCSZ +02 —>H2$O4 +Fe (OH)2
HQSO4 +CaCO3—>Ca SO4.1’IH20+ C02+H20.

These bands and disseminating deposits of iron oxides and gypsum are
distinguished only in the upper part of section 2. Similar features were recorded by
Stephen E. et al., (2003) [8].

Facies of Wadi Haufa-Wadi El-Arab tufa:

The tufa of Wadi Haufa — Wadi El-Arab area can be subdivided according to
Pedely [1] into two facies types:

Tufa build-up (Phytoherms) facies:

In which the tufa is composed of encrusted plants still in life position, by
multilaminar growth of calcium carbonates. All the phytoherms are porous; much of
their porosity is primary inter-framework voids, beside mouldic porosity produced as a
result of oxidation and dissolution of the plant tissues (P1.1, Fig.2)

Macrophytes play an important role in the development of tufa at Wadi Haufa by
providing framework material for new deposit formation and growth of existing tufas
through bioprotection. The macrophytes may be incorporated with tufa deposits during
in life position or may provide woody debris that is later integrated into a tufa deposit.
The material in these deposits ranges in size from small leaves and twigs to large tree
trunks and forming phytoclastic tufa when calcified Taylor et al. [9] and Carthew et al.
[10].

Oncoidal tufa facies:

Oncoids are nodules formed by calcified cyanobacteria and contain preserved
calcified sheath material [11].
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Figure 4: oncoidal tufa, 40x .

The tufa of this facies is composed of oblate to subspherical stromatolitic structures
with diameter ranging from 1000 to 1500 p (Fig4). The -cementing
material of this type is precipitated by activity of cyanobacteria. Few intraclasts and
micritic tufa are associated with these deposits. Carthew et al [10] describe similar
structures. Oncoids indicate a shallow water environment.

Petrography:

The Wadi Haufa-Wadi El-Arab tufa shows no diversity in its petrographical
characteristic. Most of its components are related to botanical features, composed of
encrusted plants, and mosses, algal structure, cementing material, faunal-floral
components and peloids.

Encrusted plants:

Living plants in Wadi Haufa-Wadi El-Arab area are partially encrusted, mostly in
situ, by calcium carbonates, forming moulds and casts of significant and clear features in
the field, and widespread in the whole deposits. Their plant stalks and roots are
encrusted, vary in length and size; generally ranging in length from 10 to 100 c¢cm, and
from 0.3 to 13 cm in diameter (P1.1, Fig.3).

The organic tissues of these plants are partially destroyed or completely replaced
by calcite, which appears under microscope in three patterns: The first shows finger—
shaped patchy textures (Pl.1, Fig.4). The second pattern appear as an interfingering
calcite crystals within the surfaces of organic material, where the calcite grows as
elongated radial fibers, and commonly clustered to each other forming bundles or fan
rose shaped bodies. Some of them have drusy form (Pl. 1,Fig.5). The third shows two
stages of replacement includes an early stage which is characterized by the presence of
columnar calcite crystals and a late stage characterized by the presence of granular or
equant calcite crystals (P1.1, Fig.6 and P1.3, Fig. 13). The elongated crystals are clustered
into radiating bundles and fans. They range from nearly 0.2 to 1 mm in length, and 0.1 to
0.4 mm in width; the majority shows feathery, tabular and angular terminations. Within
these elongated crystals, small subcrysts or crystallinties, sinuous organic rich inclusion
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zones, and brownish tint organic materials could be observed. The thickness of each
included zone ranges from 3 to 6 um (P1.2, Fig.7). Many authors explain the presence of
these zones as marks of pauses in the growth of calcite crystals. Some algal filaments are
situated between these elongated crystals, which are also rich in rounded impurities of
different colors.

Encrusted moss tufa:

Mosses (Bryophyta) range in size between those forms, which are hardly visible to
the naked eye,as well as the forms, which grow to a height of 20 cm or more. Mosses are
important contributors to the formation of travertine in many localities. They played a
chief role to the formation of Wadi Haufa-Wadi El-Arab tufa, where these mosses
appear as calcified stems with branched leaves. The individual stem ranges in length
from 100um to more than 1.5mm with needle or tongue shaped leaves connected to the
stem. Two species of mosses were recognized in Wadi Haufa-Wadi El-Arab tufa; the
distinction between them is based on the length of stems, shape, and size of leaves, and
the degree of branching. The first one Cratoneuron Commotum has long stem up nearly
to 1.0mm and short leaves, nearly less than 0.1mm in length. While the second species
Bryum Pseudotriguetrum has short stems nearly less than 0.lmm and small leaves,
where the width of the individual leaf may reach 50 pm but mostly less than 30 um. The
two species are distributed homogeneously in the whole tufa of the studied area. These
mosses are similar to those described Emeis et al.[12], in Plitivice National Park,
Yugoslavia.

A microscopic examination of the stems, stalks, and molds of these mosses show an
arrangement of columnar tabular sparry crystals around them. Some of the columnar
crystals grow as fan shaped, ranging in length from 20 to 120 pm. After complete
replacement of the organic moss tissues by sparry calcite, they show the original form of
mosses with extinction limited to the boundaries of moss leaves or stalks under cross-
nicols (P1.2, Fig.8). The pore space between the encrusted mosses fragments are partially
or completely recrystalized by autogenetically deposited calcite.

Encrusted Algal tufa:

They are less in spreading than encrusted mosses and plant tufas, and include algal
tufa and Cyanoides (algal coated grains).

The microscopic study shows that the tufas are composed of alternating light and
dark laminae. Two forms of laminar structures have been distinguished, the first one is
composed of finer alternating laminar structures, in which the lighter laminae ranging in
thickness from 5 to 10 pm and the darker are thicker, ranging in thickness from 10 to 15
um with smooth surfaces and horizontal or wavy lamination (P1.2 Fig.8). The second
form is composed of alternating of light laminae ranging in thickness from 100 pm and
the dark laminae ranging in thickness from100 to 200um with roughly surfaces .The
alternating lamination has different crystal sizes ranging in thickness from micrite to
sparite and containing some porosity. Similar structures are described by Pedley et al. [3]
and Andrews and Brasier [13].
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Oscillatoriaceae form an alteration of white and dark laminae associated with
mosses and crossed by elongated radially sparry calcite distributed around moss stems
and leaves. The thickness of dark and light laminae is about 10 and 5 um respectively.

In the tufa of thicker laminar structure, the dark laminae are composed of
Cyanobacteria filaments in which each filament is surrounded by equidiminsional calcite
crystals [14] (P1.2, Fig.9). Some of the dark laminae composed of brownish micritized
dendtritic branching framework embedded within micrite and microsparrite show few
pore spaces between the framework .In few instances these structures resemble the
shrubs described by Pedley [15] (P1.2, Fig.10). The lighter laminae are composed of rosy
or fan shaped encased crystals, growing vertically toward the substrate. Braithwaite [16],
and Chafetz [17] drew a sketch illustrating the proposed neomorphic sequence of sparry
calcite growth encasing the algal bushes (Fig.5).

Unaltered Cyanophyte bushes

Spar columnar asicular crystal
encasing algal bushes

Figure 5: Asicular, fibrous, coarse prismatic and uneven crystal formation (Modified
after Braithwaite.[161).

Such rose and fan - shaped encrustation occurs in the lighter laminae of the studied
samples. The equidiminnsional euhedral to unhedral crystals surrounded the algal
filament are ranging in size from 5 to 15 pm (Pl. 2, Fig.9). In the laminated structure,
there are clear differences in the elongated crystals from one laminae to another. Love
and Chafetz [18] attributed this phenomenon to the change in precipitation condition.
The alternation of dark and light laminae could be partially formed seasonally as in
“Schwaebische” tufa where dark laminae are formed in winter and light laminae with
increased space between algal threads in summer [19].

Chafetz et al. [2] have related these couplets of light and dark laminae to the
unbranched cylindrical Cynobacteria Phoromidium which is present in the sparry
laminae, and Schizothrix filaments within the micritic laminae. Presence of Rivularia
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haematites, Phormidium foveolarum, P.incrustatum and Schizothrix calcicola has also
been associated with the formation of coarser sparry calcite bands within laminated
tufas[20]. In active or sub-Recent tufas these spar crystals appear to be primary
precipitates around cyanobacterial bushes [21], equant spar crystals are associated with
Rivularia and Dicothrix, and radial palisade crystals are associated with Schizothrix and
Phormidium[22]. Seasonal spring rainfall and drier summers are thus probably
responsible for most rhythmically banded ‘microbial-caddisfly’ couplets common in
European tufas [13].

Algal coated grains:

These structures are recorded in the lower part of section (2) in sample (12). They
are subspherical to ellipsoidal in shape, ranging in size from 0.1 to more than 2 mm,
showing irregular, pumpy surfaces and internally dark and light laminated structures; the
dark laminae consist of brownish tint to white sparry crystals growing vertically to the
core of these grains. Some of the grains show growth of rhombohedral calcite crystals at
the outer surfaces (P12, Fig.11). The nuclei of the coated grains may be composed of
micritic clasts. Love and Chafetz [18] first detected such structures during their work on
the travertine of Arbukle Mountain Oklahoma. They termed it Cyanoids (Algal coated
grains) with coating to nucleus thickness ratio ranging from 1:8 to 1:7 and containing
inorganic and organic nuclei. Li Guo and Riding [23] call similar structures coated
bubble travertine.

Peloids:

They occur in lower and middle part of section (3), in Wadi Haufa-Wadi El-Arab
tufa in samples (2, 3 and 9). These peloids are ellipsoidal to spherical in shaped ranging
in size from 30 to 70 pm (PL 2,Fig.10). Some of these peloids are clustered, as a result of
algal activity, Heimann and Sass [4] Pedley [24] related the formation of peloids and
micrite within Caerways tufa / North Wales to the effects of partial pressure variation,
brought about by the removal macrophyte and Cyanobacteria metabolic processes. This
explanation is supported by work on a living system in the “Plitvice Lake” by Emesis, et
al. [12] who also argued for considerable nonbiological saturation of waters with respect
to CaCOs, before biological activity initiated precipitation.

The peloids of Wadi Haufa-Wadi El-Arab tufa can be also related to algal activity,
where they are formed as spherolitic carbonate encrustation around nonfilamentous
coccoid Cyanobacteria or as organic detritus of algae.

Cementing material:

Two major types of cement were recognized in Wadi Haufa-Wadi El-Arab tufa;
they include the fibrous isopachous and granular - mosaic (drusy) cement.

1. The fibrous acicular isopachous cement shows crystals growing perpendicular to
the pore wall, or surrounding organic and inorganic constituents, or coating grains
and moulds of mosses showing radial calcite crystals. The isopachous cement is
composed of equant rthombohedral or bladed crystals. This cement is the first
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cement indicated by precipitation under phreatic conditions when the tufas are fully
saturated by water, either from stream flow or from groundwater (PL.1, Fig.6).

2. The granular-mosaic (drusy) cement is characterized by crystal size increasing from
pore walls to the center of the pore spaces (Pl. 3,Fig.13). It is composed of equant
euhedral to unhedral crystals occurring as pore — filling with no preferred
orientation. The granular mosaic cement could be considered as secondary cement.
Chafetz et al. [25] and Nelson [26] have concluded that the fibrous acicular cement
tends mostly to be present in meteoric — vadose zone, where the saturation index of
carbonate is very high, and where the fluid flow is agitated. The equant calcite of
granular cement tends mostly to be precipitated in meteoric-phreatic zone, in which
the carbonate saturation and fluid flow are lower than in meteoric — vadose zone.

Calcite crystal morphology:
The Wadi Haufa-Wadi El-Arab tufas contain calcite crystals with different
morphologies and sizes.

1. Equidimensinal-micrite-granular calcite crystals occur rarely and they are
frequently subhedral to euhedral (P1.3, Fig.14)

2. Bladed — fibrous calcite comprises one of the most common crystal morphologies.
These crystals occur early and always with their long axes oriented perpendicular to
the surface of grains. The crystals extend up to the top; showing curved surfaces,
and feathery, tabular or angular terminations (P1.1. Figs.4, 5 and and 6).

3. Columnar crystals are common; they are ranging in length from 0.1 to 1 mm and in
width from 40 to 100um with planner, jugged, and feathery boundary termination.
(P1.2, Fig.7). All crystals associated with algal structures are equidimintional,
micritic, and columnar, while the crystals associated with mosses have structures
like leaves, stems, stalks and other parts of mosses. They vary in size and form;
they are from subhedral to unhedral. Bladed to fibrous radially oriented sparry
crystals are common. All columnar, fibrous, bladed crystals tend to be clustered
into radiating bundles or fans. The crystals of the individual elongated bundle
ranging in size from 0.1 to 2 mm in length and from 0.01 to less than 0.1 mm in
width, showing feathery, tabular and angular termination and rugged to irregular
edge.

Diageneses:

The two diagenetic features neomorphism and cementation affected the Wadi
Haufa-Wadi El-Arab tufas.

Aggrading neomorphism is observed in Wadi Haufa-Wadi El-Arab tufa as micrite
aggrading into microsparite (P1.3, Fig.15). The algal activity may be the source of this
aggradation. Fluegel [27] concluded that algal activity may be the source of this process.

Dissolution of micritic groundmass leads to formation of the neomorphic well
shaped micrite. Fluegel [27] concluded that the algal and bacterial activity is the source
of this process. Dissolution of micritic groundmass leads to formation of the neomorphic
well shaped rhombohedral calcite cement around some algal structures like Cyanoids.
Neomorphism of microsparry crystals rich in iron oxide fill partially some pore spaces.
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Another shapes of neomorphism occur where some sparry crystals aggraded into larger
columnar crystals at the expense of overlying micritic crystals.

Fauna and flora:

The fauna remnants in Wadi Haufa-Wadi El-Arab tufa are not widespread. They
include benthonic and planktonic forams, Bivalvia, Gastropoda, and Ostracoda tests
associated with other extraclasts such as phosphatic, quartz and chert grains. These tests
and extraclasts seem to be liberated from the Amman Formation.

The floral remnants including mould of stalks and moss leaves are common in
Wadi Haufa-Wadi El-Arab tufa. They show no specific orientation. Complete mosses
are found in sample (15) of section (1) with length more than 1 mm with acicular leaves.
Microphytes may even actively cause calcite nucleation [10,9]. These are altered and
calcified by sparry calcite cement (PL. 2,Fig. 12). In addition, other parts of mosses and
microphyta can be distinguished, but all of these are partially or completely calcified.
The moss remnants show under the cross nicols the original form of the plants.

Discussion:

The Wadi Haufa-Wadi El-Arab tufas are mainly composed of spherical — lobate,
columnar tubes, cylindrical and irregular bodies.
The spherical-lobate structures formed as small concretions of microcrystalline and
micritic carbonate precipitated organically or ontogenetically around small subrounded 1
to 3 cm large pebbles of chert, limestone, phosphate and oil shale fragments, in which
the carbonate precipitation shows several alternating rings or multilaminar arrangement,
around these pebbles. The pebbles are transported from country side areas by flood of
old streams.

The cylindrical and tube-like structures are widely distributed in Wadi Haufa-Wadi
El-Arab tufa, they seem to be formed throughout deposition of organic CaCO; around
plant parts, roots, stalks and leaves showing internally concentric multilaminar
successions parallel to the cylinder axes. The individual lamina probably precipitated
seasonally or annually. These structures (P1.3, Fig.16). range in diameter from 2 to 40
cm and in length from 10 to 60 cm. Several authors have described similar structures
Pedley [24,3].

The high degree of porosity in the tufa can be considered as a result of inter—
framework primary porosity, and mouldic porosity produced by oxidation of vegetable
tissues, in addition to vuggs up to several centimeters to several decimeters as
nonselective dissolution of fabric elements.

The described thin horizons of palaecosol represent interruption stages in the
depletion of tufa as a result of depletion in watertable.

A thin crust of black colored encrusted plants similar to Chara-rich strata covers
several roofs of palaeocaves and vuggs; they may be precipitated in small ponds
containing in situ encrusted reed moulds formed in local depressions fed by a palaeo-
spring. Some fractures and joints particularly in the middle part of section (3) are filled
by black encrusted plants or by brownish tint pseudomorphic calcite crystals Imm in
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length and 0.3mm in width squared termination. These black deposits may be related to
high concretion of MnO,, they contain about 164 ppm Mn*". The relict orifice of the
palaeospring may be located in the vicinity of the black deposits, about 18m from the
base of the Wadi. There is at Ain —Ettahona which is located at the middle part of section
(1) a small pinnacle; its base issued apalacospring (P1.3, Fig.17). Scholl and Taft [28]
attributed the formation of similar features to the role of algal activity.

The Wadi Haufa-Wadi El-Arab tufa has a terraced morphology similar to those
described by Chafetz and Folk [29], Pedley [1] and Carthew et al., [10] (Fig.6).

Wadi Haufa-Wadi El-Arab tufa are encrusted insitu; where they are autochthonous
tufa according to Pedley [1], and phytoherm tufa according to Buccino et al [30] and
Violante et al. [31].

According to the perched springline model, when the water issues from a spring to
the air, inorganic sinter precipitation occurs as CaCOj; enclosing the frontal part of the
spring orifice where the water is energetically degassing at a very high rate as a result of
changing in temperature and water turbulence.
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As the water flows downward, a local paludal environment may developed in the
vicinity of the spring, followed by slowing rate of encrustation of bryophytes and reeds,
because these plants receive water of relatively low concentration in CaCOj3.1n the distal
part, a very low rate of encrustation may occur, this part is commonly composed of
detrital pieces of phytoherm eroded by waters from the proximal part. These phytoherm
pieces are commonly arranged parallel to the bedding plane, as can be observed at
several locations in Wadi Haufa —Wadi El-Area.
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Goulbic [33] pointed out that mosses and algae can only survive if they are able to
creep out of the encrusted layer by sliding out their trichome during growth.

The proximal parts rich in caves, hollows and palacokarst formed as a result of
decaying the encrusted plants, which are downward eroded, by water flow, similar to
those recorded by (Chafetz and Folk, [29]) (Banat, and Obeidat, [34]); Taylor et al., [9].
The mosses played an important role in the building up of Wadi Haufa-Wadi El-Arab
tufas, where two mosses species are relatively very abundant.

Emiess et al. [12] have suggested a mechanism of moss encrustion by organic and
inorganic processes which can be applied to the mosses of the studied area.

The microscopic examination of Wadi Haufa-Wadi El-Arab tufa revealed the
relatively high abundance of mosses with respect to algae that is due to the rapid
deposition of CaCOs; crust, which inhibits the creeping out of algal trichomes over the
dense carbonate crust.

The laminated structure detected in the travertine and tufa deposits are attributed to
the seasonal change in depositional environment as it has been reported by Chafetz et
al.[2].

The highly abundance of bladed calcite appearance with crystals branching from
either side of a central axis are the main diagenetic feature; they are termed “ray
crystals” or feathery crystals by Chafetz and Folk [29], Chafetz, et al. [2], Li Guo and
Riding [35]. These crystals contain crystallites and are rich in inclusions.

The mechanism of formation of a brown-tint inclusion rich zone within the feathery
crystals of Wadi Haufa-Wadi El-Arab tufa can be attributed to the growing of crystallites
in the surface of columnar crystals, which are laterally separated by space. If these
spaces are partially filled, an inclusion free zone is produced, and if the space is not
filled at all, acicular crystals will be produced [29, 2, and 35] Several authors detected
these organic — rich inclusion zones in many fresh water carbonate deposits such as
Leslie, et al. [36], Love and Chafetz [18]; who explained it as pauses in the growth of the
crystals.

There is a slight similarity between structures of Wadi Haufa-Wadi El-Arab tufa
and those studied by Binder et al. [7] at the west shorelines of the Dead Sea.

Conclusion:

The studied tufa is characterized by perched springline environment, terraced
mound morphology with small pinnacles at the end of the Wadi and by in situ incrusted
plants, high porosity, and spongy appearance. Its framework built mainly by
Cyanobacteria particularly by Oscillatoriaceae causes the alternation of pale and dark
laminated structure, encrusted plants, encrusted mosses, algal structures, cementing
material, other faunal-floral components, and peloids. The peloids are very limited; they
are concentrated in the middle part of section (3), and are related to algal activity. The
faunal components represented by benthonic and planktonic Foraminifera, Bivalvia,
Gastropoda, and Ostracoda are reworked from the Amman Formation (Upper
Cretaceous).

The original tissues of the encrusted plants are partially or completely replaced by
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calcite in patchy texture or are preserved as interfingring of calcite with other fabric
elements.

The main diagenitic features affected the studied tufa are aggrading neomorpism of
micritic materials into microsparite and cementation process including fibrous, drusy and
granular mosaic cement.

X-ray diffraction, petrographical, and mineralogical studies, shows that tufas are
mainly composed of low Mg-calcite (71.2wt %) with minor amount of detrital quartz as
non-carbonate mineral.

Trace elements study revealed that this tufa are poor in Sr, Mn, Na, K, and rich in
Zn, Pb, Cu, and Mo with respect to normal carbonate.
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Plates' Explanation:
Plate 1: (Figs.1-6)
Fig.1: Laminated and irregular structures variety of Wadi - Haufa Wadi el Arab tufa.

Fig.2: Gravels in a trough within tufa beds at SW bank of Wadi-Haufa- Wadi EI Arab
tufa bounded by tufa build up still in life position.

Fig.3: Cylindrical-tube like structures perpendicular to the bedding planes.
Fig.4: Finger- like shaped calcite crystals interfingering micrite-microsparite

Fig.5: Radial calcite crystals clusterd into fan with tabular wide termination replacing the
original pore space (black color), (Plan.pol.x40).

Fig.6: Triangular termination of bladed-fibrous calcite crystal (Plan.pol.x40).

Plate 2: ( Figs.7-12)

Fig.7:Columnar-bladed calcite crystals grow vertical upward from the inclusion rich
zone (black color), (Plan.pol.x40).

Fig.8: Alternation of fine and dark lamination (Plan.pol.x40).

Fig.9: Fragments of algal filaments surrounded by equidimensional calcite
crystals,(cross nicolsx100).

Fig.10: Shruppy texture with few peloids amoung shrubs (Plan.pol.x40).

Fig.11:Algal coated grains(cyanoids),with well rhombohedral isopachous calcite crystals
grow out of the outer surfaces of cyanoides (Plan.pol.x40).

Fig.12:Well preserved branched moss, with needle like leaves, interfingering with calcite
cement,(plan.pol.x100).

Plate 3: (Figs.13-18)

Fig.13:Primary fibrous calcite cement and secondary granular mosaic cement (cross
nicols; x16).

Fig.14:Granular mosaic cement, without prefered orientation (plan.pol. x50).

Fig.15:Aggrading neomorphism of micrite into microsparite,some fragments of algal
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filaments embedded within microsparite.
Fig.16: Spherical-ellipsoidal tube - like structures of tufa .

Fig.17:Palaco-Ain-Ettahona cool water spring issues out of contact between oil shale and
tufa pinnacles at the end of Wadi Haufa-Wadi El-Arab area.

Fig.18:Nodular-lobate structures of Wadi Haufa-Wadi El-Arab tufa.

(Plate 1,Figs.1-6)
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(Plate 3, Figs.13-18)
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Abstract

In this paper we have presented a strategy for solving goal stack planning problems using
STRIPS. In addition, we discuss the different anomalies that could arise in goal stack planning.
The idea is to solve any given problem by producing the minimum number of actions or operators
needed to translate the initial state into a given goal state in a block world environment. Also, we
used situation calculus to describe anomalies that are the main reason for the redundant actions.
Finally, we tested the proposed strategy by implementing a system using it. We tried a large
number of examples that were generated automatically and all results appeared optimal.

Keywords: STRIPS, Goal Stack Planning, Al Planning, Sussman Anomaly.
1. Introduction

In the early days of computer planning, especially in the year 1960, entire plans
were formulated before the robot has performed its first act [1]. However, during 1961,
the first industrial robot was introduced at a general motors automobile factory in New
Jersey [2].

There are many techniques for applying planning on any problem, However, the
earliest known technique was defined by Fikes and Nilsson in 1971 [3], called “Macro-
operators”. In this technique, the planner has the freedom to build a new operator that
represents commonly used sequence of operators.

Other techniques have since then started to be appear; however, most of them have
focused on how to reduce the complexity and computation that could lead to optimal
solutions. “Triangle-Table” was one of such techniques introduced by Nilsson in 1980 as
another attempt to reduce the complexity generated by previous techniques. His
technique provides a way of recoding goals that each operator is expected to satisfy, as
well as goals that must be true to execute correctly. In addition, if an unexpected action
happens during the execution of a plan, the table provides the necessary information
required to patch the plan [4].

A new planning technique called “Meta-Planning” was introduced by Stefik in
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1983 [5]. This technique was classified as a technique for reasoning, not just about the
problem being solved, but also about the planning process itself. Hammond (1989) has
specified a new technique based on the concept of reusing old plans to create new ones;
this technique was later referred to as “Case-Based” reasoning [6].

Many efforts were conducted on developing techniques and methods for system
planning. One of the most well known methods in planning systems is called STanford
Research Institute Planning System (STRIPS). This method was developed at what is
nowadays known as SRI international. This controller was used to derive SHAKEY
robot in the early 1970s [1].

Koehler and Hoffmann [7] have introduced a processing approach, which derives a
total ordering of subsets of goals by performing a static, heuristic analysis of the
planning problem. The approach works for STRIPS operators and is based on
polynomial-time algorithms.

One of the most important goals of artificial intelligence is to automate a machine
so that it can work like, or nearly like, a human being [1]. Usually, a human performs
tasks so that he /she would spend as little effort as possible. This research was performed
Starting from the idea of reducing the time spent by an agent in a block world
environment to transfer an initial state of blocks into a pre specified goal state.

The major objectives of this research was to propose a strategy to ensure the
production of the minimum number of actions needed to solve planning problems, as
well as introducing how redundant actions are generated.

The first three sections of this paper describe the components of the planning
process. These components represent a description about the block world environment,
the methodology used in this research, and the goal stack planning algorithm to facilitate
the understanding of the idea. After this, we present the problem of goal stack planning
algorithms and specify the problem by an example that shows this problem.

The next three sections present our proposed strategy with full description and a
group of examples. Finally, we characterize the anomalies that could arise when
designing a GSP (Goal Stack Planner) and cause the planner to produce redundant
actions. In addition, some of these anomalies are described using situation calculus.
Furthermore, a brief description of an implemented system to facilitate the methodology
is also given.

To ensure that the research has met its objectives, we have implemented the GSP
system based on the proposed strategy and different tests were conducted that has proven
our strategy by automatically generating a large number of examples, solving them, and
have found that all obtained results were optimal.

2. Block World Planning

In his book, Lugar [1] defines A planning problem in a Block World Environment
as “the process of finding a sequence of actions or operators needed to translate an initial
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state into a given goal state in a block world environment”. The block world is
represented as a set of blocks organized on a table. All of them have the same size and
are manipulated by a robot arm. Figure 1 gives an example of a block world
environment:

A

-

Figure 1: A typical Block World Environment

Any given block world can be described using the following propositions:

1.

2
3.
4
5

ON(x, y)

ONTABLE(x) :block ‘x’ is on the table.
CLEAR(x) : No block on the top of block ‘x’.
HOLDING(x) :the robot arm holds block ‘x’.
ARMEMPTY  :the robot arm holds nothing

: block ‘x’ is on top of block ‘y’.

The actions or the operators that can be performed by the robot arm are described as

follows:
1.
2.
3
4.

holds it.

PICKUP(x) : the robot arm has to pick up the block ‘x’ from the table.
PUTDOWN(x) : the robot arm has to put the block ‘x’ on the table.
STACK(x, y) : the robot arm puts the block ‘x’ on top of the block ‘y’.

UNSTACK(X, y) : the robot arm grips block ‘x’ from the top of block ‘y’ and

In a Block World, we usually start with two given states, an initial and a goal state.
These two states are fully described using pre-mentioned propositions. For example, the
block world in Figure 2 could be described as:

Initial state :

Goal state :

B

A C

—

Ontable(A), On(B,A), Ontable(C).
Ontable(B), On(C,B), Ontable(A).

C

B

A

Initial

Goal

Figure 2: A Block World with Initial and Goal States
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The main goal of the planner is to find the minimum sequence of actions that are
needed to transfer an initial state into the goal state.

3. Methodology

“STRIPS” is a planning system that uses logical formulas to represent information
about a state [8]. The four operators Pick-up, Put-down, Stack, and Unstack are
represented as triplets of descriptions called “Precondition(P), Add(A), and Delete(D)”
lists. The first element of the triplet is the set of Preconditions (P); or conditions the
world must meet for an operator to be applied. The second element of the triplet Add (A)
represents the additions to the state description that are a result of applying the operator.
Finally, the last element Delete (D) represents the items that are removed from a state
description to create the new state whenever the operator is applied. STRIPS, on the
other hand, has some trade offs to become practical [9]. The usage of the triplet lists
eliminate the need for separate frame axioms [1]. We can represent the four main
operators using STRIPS as in the following manner:

Pickup (X):
P : Holding () & Clear (X) & Ontable (X)
A : Holding (X)
D : Ontable (X) & Holding ()

Putdown (X):
P : Holding (X)
A : Ontable (X) & Holding () & Clear(X)
D : Holding (X)

Stack (X, Y):
P : Clear (Y) & Holding (X)
A :On (X, Y) & Holding () & Clear (X)
D : Clear (Y) & Holding (X)

Unstack (X, Y)
P : Clear (X) & Holding () & On (X, Y)
A : Holding (X) & Clear (Y)
D : Holding () & On (X, Y)

For each proposition, we apply one or more actions to satisfy that proposition. In
situation calculus, ‘A’ is an action and ‘S’ is the current state. The function ‘Apply’
performs the action ‘A’ on the current state ‘S’ to satisfy the proposition ‘P’:
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P Apply (A, S
pply (A, S)

Associated with each situation is a database of propositions. This gives us the
well formed formula (wff) db(P, S) asserting that P is in the database associated with
S[8]. We define the function ‘Result’ as:

(A) Result (A — db.Precond A db.Add A db.Del)

which indicates the result of applying the action ‘A’ on the database. This result is
specified as a set of propositions that refer to the preconditions, Add, and Delete lists in
STRIPS.

4. Goal Stack Planning

The reasoning strategy used by STRIPS is the goal stack planning. In this strategy,
the problem solver makes use of a goal stack that contains both sub goals and actions
that have been proposed to satisfy such sub goals, as well as a database of logical
formulas that describe the current situation. The algorithm of goal stack planning can be
summarized as follows [10].

1. Replace the top sub goal of the goal stack by an appropriate action, and add its
precondition(s) to the top of the goal stack.

2. Until the top element of the goal stack is a sub goal that cannot be proved from the
formulas in the database, do the following:

a. If the top element of the goal stack is a sub goal that can be proven from the
formulas in the database, just pop it up from the goal stack.

b. If the top element of the goal stack is an action, pop it up from the goal stack and
apply it to the database then append it to the end of the plan.

3. If the goal stack is empty, check whether the formulas in the stack describing the
goal configuration can be proven from the database. Add the formulas that could
not be proved from the database to the goal stack.

To solve the block world of Figure 2 using STRIPS, we start by placing the goal
state at the top of the stack. Next, we have to divide the goal state into its corresponding
sub goals then place them at the top of the goal stack. After the initial process is done,
the stack will be as follows:

Ontable (B)
On(C, B)
Ontable(A)
Ontable( B) A On(C, B) A Ontable(A)

The next step is to solve every sub goal separately. Starting with the first sub-
goal state “Ontable(B)” we ask ourselves: what actions are really needed to satisfy this
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state? Absolutely, the only action that can satisfy this state will be “Putdown(B)”. After
choosing the appropriate action, we replace the sub goal with that action and adding the
needed preconditions to perform this action at the top of the stack as follows:

Holding(B)

Putdown(B)

On(C, B)

Ontable(A)

Ontable(B) A On(C, B) A Ontable(A)

Now, we modify the database that describes the current state accordingly. However,
we will find that the arm doesn’t hold block ‘B’ yet. So, to solve this problem, we have
to deal with the precondition as a different sub goal. To hold block ‘B’, a look-ahead
procedure is used to know the actions needed to satisfy such state. The look-ahead
procedure finds that block ‘B’ is at the top of block ‘A’. So, to hold block ‘B’ we have to
unstack ‘B’ from the top of block ‘A’.

Clear(B)

Armempty

On(B, A)

On(B, A) A Armempty A Clear(B)

Unstack(B, A)

Putdown(B)

On(C, B)

Ontable(A)

Ontable(B) A On(C, B) A Ontable(A)

At this point, block ‘B’ becomes on the table. Now, we start solving the next state
“On(C, B)” in the same manner as follows:
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Clear(B)

Armempty

On(B, A)

On(B, A) A Armempty A Clear(B)

Unstack(B, A)

Putdown(B)

Armempty

Ontable(C)

Clear(C)

Ontable(C) A Armempty A Clear(C)

Pickup(C)

Clear(B)

Clear(B) A Holding(C)

Stack(C, B)

Ontable(A)

Ontable(B) A On(C, B) A Ontable(A)

Since block ‘A’ is on the table, no more actions are needed to satisfy the final state.
So, the process is complete. Another check is performed on the stack to ensure that all
conditions in the stack are satisfied and solved. The output of the planner would then be:

1.
2.
3.
4.

Unstack(B, A)
Putdown(B)
Pickup(C)
Stack(C, B)

5. Problems with the Classical Algorithm

The previous algorithm always guarantees to find a solution for a given problem,
however, it could not guarantee finding the optimal number of actions or even the
minimum number of actions needed to translate an initial state into a given goal state.

Going back to the example of Figure 2 and solving the same problem with the
following goal description order instead:

On(C, B), Ontable(B) , Ontable(A)

Then the final goal stack (split on two pages) will appear as follows:
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Clear(C)

Ontable(C)

Armempty

Armempty A Ontable(C) A Clear(C)

Pickup(C)

Clear(B)

Clear(B) A Holding(C)

Stack(C, B)

On(C, B)

Armempty

Clear(C)

Unstack(C, B)

Putdown(C)

On(B, A)

On(B, A) A Armempty A Clear(B)

Unstack(B, A)

Putdown(B)

Ontable(A)

Ontable(C)

Armempty

Clear(C)

Pickup(C)

Clear(B)

Clear(B) A Holding(C)

Stack(C, B)

On(C, B) A Ontable(B) A Ontable(A)

And accordingly, the solution for the problem will be:

1.

2
3.
4

Pickup(C)
Stack(C, B)
Unstack(C, B)
Putdown(C)
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5. Unstack(B, A)
6. Putdown(B)
7. Pickup(C)

8. Stack(C, B)

As we might notice, we have two different goal description schemes that produced
two different number of actions for the same problem. This large number of actions
needs more time to perform compared to the first solution. The problem raised in such
solution is called the “Sussman Anomaly” [11]. This anomaly occurs when we apply an
action and then, after a while, undo that same action by performing another one.

One solution to the “Sussman Anomaly” was proposed by Drakos [11] which
allows the planner to cancel actions that are opposite to each other. For instance, for the
previous solution actions like Pickup(C) and Putdown(C) as well as Stack(C,B) and
Unstack(C,B) are opposite to each other and can be cancelled. This procedure can detect
action redundancy in a solution plan; however, it becomes very complex and inefficient,
especially, when applied on a large plan (Ex, a plan with 10000 actions).

6. Linearity

Attempting to solve sub goals independently can cause problems especially, if the
actions needed to achieve one goal would actually undo others. Incompatible sub goals
may result from a false assumption of linearity of the sub goals [1]. Goal stack planning
is an instance of linear or totally ordered planning where there are conjunctive goals, all
the steps needed to achieve each goal are ordered before or after all the steps needed to
achieve other goals.

Nonlinear or partially ordered planners specify partial ordering on the steps needed
to achieve the goal and construct totally ordered plans that avoid cases where the results
of one step will undo the preconditions of an outstanding goal.

7. The Enhancement of the Classical Algorithm

In their paper, Koehler and Hoffmann [7] have described a methodology in which
the planner should start building each tower from the bottom to the top. From this
methodology we have suggested an algorithm that helps us in solving the problem of
producing the optimal number of actions for a given problem. In this section, the
algorithm is described and, then, in the next section we will prove how this algorithm
could contribute to satisfy our objectives.

As we have seen in the example of Figure 2, the forms of the input goal
propositions have affected the number of actions produced by the planner. One of the
main ideas of this research was to find a way for reordering the input goal propositions
so that the planner will always produce the minimum number of actions.

The strategy depends mainly on decomposing the goal states into a set of sub
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problems. However, each one will represent a set of blocks that are related to each other.
In other words, each set of blocks that rely on each other are described as sub problems

(Tower). For example, the goal state given in Figure 3 can be decomposed into:
1. On(A, B) and Ontable(B)
2. On(C, D) and Ontable(D)
3. Ontable(E)

Figure 3: A Goal State.
The second step is to reorder every set of propositions in each group so that they
describe the sub problems from the bottom block to the top most one. Applying this step

to the previous example will give us the following sets:
1. Ontable(B) and On(A, B)
2. Ontable(D) and On(C, D)

3. Ontable(E)
Finally, combining the sets together will produce the following ideal goal state

description:
Ontable(B) , On(A, B) , Ontable(D) , On(C, D) , Ontable(E)

Let us now start solving Sussman Anomaly using this approach for the problem

state of Figure 4:

C
C D D
—>
A B A B

Figure 4: An Example Sussman Anomaly
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Ontable(A)

Armempty
Clear(C)
On(C, A)
On(C, A) A Clear(C) A Armempty
Unstack(C, A)
Clear(D)
Holding(C)
Putdown(C)
On(D, B)
On(D, B) A Armempty A Clear(D)
Unstack(D, B)
Clear(A) A Holding(D)
Stack(D, A)
Ontable(C)

Armempty
Clear(C)
Clear(C) A Armempty A Ontable(C)
Pickup(C)
Clear(D)
Clear(D) A Holding(C)
Stack(C, D)
Ontable(B)

Ontable(A) A On(D, A) A On(C, D) A
Ontable(B)

Using the approach, the produced solution for the problem of Figure 4 will be:
1. Unstack(C, A)
2. Putdown(C)
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3. Unstack(D, B)
4. Stack(D, A)

5. Pickup(C)

6. Stack(C, D)

At this point, we can describe the goal state ordering strategy as an algorithm that

shows how to order the goal states in a form that guarantees producing the optimal
solution as follows:

1. Divide the goal state propositions into sets of blocks. Each set contains a block that
is on the table and blocks that rely on it.

2. For each set, start the description from the block on the table and move bottom up.
For instance, if block ‘X’ was on the table, choose the proposition ON(Y, X) (if ‘Y’
is also available), then choose the next proposition such as ON(Z, Y), and so on.

3. Combine the generated sets from the previous steps into one global set.

The following examples of goal states illustrate this.

Examplel:

On(C, D), On(D, A), Ontable(A)
Solution:
Ontable(A) , On(D, A) , On(C, D)

Example2:

On(A, B), On(C, E) , On(B, D) , Ontable(D) , On(E, F) , Ontable(G) , Ontable(F)
Solution:
Ontable(D) , On(B, D), On(A, B) , Ontable(G) , Ontable(F) , On(E, F), On(C, E)

Example3:

On(E, G), On(F, C), On(B, E), On(C,B), Ontable(A), On(G, A)
Solution:

Ontable(A) , On(G, A) , On(E, G) , On(B, E), On(C, B) , On(F, C)

8. Design Issues

Designing a goal stack planner (GSP), that produces an optimal solution, needs

careful decisions about some issues that could arise; especially, with Redundant actions
that could result from three situations; Sussman Anomaly, a nearly like Sussman
Anomaly, and reordering of Preconditions. Introducing solutions for such situations
would allow us to design the target planner. The situations are:
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Sussman Anomaly: this problem can be completely solved using the proposed
ordering strategy described in the previous section. Due to the reordering, the
strategy guarantees that all blocks underneath the one being processed will be in the
correct position and there will be no action that could undo others.

A nearly like Sussman Anomaly could arise; such problem happens when we want
to make the robot arm empty. Figure 5 shows a problem of such situation:

> —

C
A B E

Figure 5: Nearly Like Sussman Anomaly Example

Suppose the goal state for Figure 5 problem was described as follows:
Ontable(A), On(C, A) , On(B,C), Ontable(E), On(D, E).

When the planner begins processing, it will find that block ‘A’ is on the table and,
block ‘C’ is on block ‘A’. So, the planner now has to satisfy the proposition
‘On(B,C)’. Absolutely it will reach to the decision that it has to unstack block ‘D’
from the top of block ‘A’. At this point Block ‘D’ is gripped by the arm and, at the
same time, we need the robot arm to be empty. Figure 6 shows this situation:

n

A B E

Figure 6: Confusing Situation for Nearly Like Sussman Anomaly

How can we satisfy the condition ‘Armempty’? There are two approaches: the first
one is to put block ‘D’ down on the table, while the second is to check the goal
state again by a smart look-ahead procedure by choosing the action ‘Stack(D, E)
instead as it satisfies a future sub so goal preventing the usage two opposite actions:
‘Putdown(D) + ‘Pickup(D)’.

The last situation is how to order the preconditions in the stack? The ordering of the
preconditions in the stack affects the solution sequence of actions. For example, let
us consider the problem given in Figure 7:
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C D D

A B A C B

Figure 7: Ordering preconditions Example
When we start processing the first condition ‘Ontable(A)’ the planner will find that

block ‘A’ is on the table and, hence, no action is needed to satisfy this proposition.
However, the problem arises when the planner start the processing of the next
proposition ‘On(D, A)’. The action used to satisfy this proposition will be
‘Stack(D, A)’ and the preconditions for such actions are: Clear(A) and
Holding(D). However, if the planner begins checking and solving the condition
‘Holding(D)’, it will use the action ‘Unstack(D,B)’. After which, the planner will
check the condition ‘Clear(A)’ which needs the action ‘Unstack(C,A)’. The final
result will appear as follows:

1. Unstack(D, B)
2 Putdown(D)

3 Unstack(C, A)
4. Putdown(C)

5 Pickup(D)

6. Stack(D, A)

On the other hand, if the planner starts with ‘Clear(A)’ then ‘Holding(D)’ instead,
the result will then be:

1. Unstack(C, A)
2. Putdown(C)
3. Unstack(D, B)
4. Stack(D, A)

This problem can easily be solved by handling the correct ordering of the
precondition list propositions. Because of the few situations that could arise from
this anomaly, designers usually handle it efficiently.

The description of the whole block world may produce a noticeable problem;

known as the frame problem. The following example can be used to define the frame
problem: picking up a book from a table does not change the location of that table. It is
the problem of how to determine which things change and which do not [1].

9. Anomalies in Situation Calculus.

In this section, we describe the anomalies that generate redundant actions in the
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output of GSP using Situation Calculus.

First of all, let us redefine some concepts in situation calculus to be more
compatible with our approach. We define the goal state as a set of conjunctive
propositions as follows:

G=G;AG;...AG,,n2>1
Redefining the initial state in the same manner:
S=S1AS;... AS,,m>1

Using these definitions allow us to deal with initial and goal states as separate
conjunctive propositions. The partitioning of propositions will facilitate defining the idea
of ordering propositions in the goal description.

By describing the Sussman anomaly using situation calculus, we can show that our
ordering strategy will provide a solution for such problem. As known, Sussman
Anomaly usually occurs when the following three conditions are true at the same time:

I. XY) (i):G;=0nX,Y)A (2):S,=0n(X)Y)
2. (YW) (j):Gj=[Ontable(Y) VOn(Y,W)]A (j>1)
3. (YW) k: Sy =[Ontable(Y) V On(Y,W)]

The GSP deals with every element in G by substituting the appropriate actions that
satisfies it. The following is a description of this situation:

(XY): On(X,Y) — Apply(Stack(X,Y), S;)
(XY): Result (Stack(X,Y), S;) —
db.Add(Clear(X) A On(X,Y) A Hold()) A db.Del(Clear(Y) A Holding(X))

At this point, block ‘Y’ becomes not clear because it was deleted from the database.
If a proposition like ‘Ontable(Y)’ or ‘On(Y,W) comes to process, the GSP will either
choose ‘Putdown(Y)’ or ‘Stack(Y,W)’, due to the fact that the following formula will
always be true in STRIPS:

(Y) : Result (Putdown(Y), S;) — db.Precondition(Holding(Y))
And
(YW) : Result (Stack(Y,W), S;) — db.Precondition(Clear(Y) A Hold(W))

In both cases we needed block ‘Y’ to be clear to either satisfy the action ‘Hold(Y)’
or ‘Clear(Y)’. Therefore other actions will have to be added to undo the effect of the
action ‘Stack(X, Y)’.

Our strategy was based on cutting the way on the Sussman Anomaly preconditions.
We reorder the goal state in a way that guarantees no such situation could occur by
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breaking one of its preconditions.

The second anomaly described in the previous section shows how redundant actions
are produced when having the robot arm empty. This anomaly is solved using an
intelligent look-ahead procedure that recursively checks the current state to determine
whether to use a ‘Stack’ or a ‘Putdown’ operator.

The third anomaly occurs when checking the preconditions of the ‘Stack’ operator.
Redundant actions are generated when the two preconditions are false and, at the same
time, we start to process a ‘holding’ before a ‘clear’ action. This situation can be
described in situation calculus as follow:

On(X, Y) — Apply (Stack(X, Y), S))

(XY): Result(Stack(X,Y) — Db.Precondition(Holding(X) A Clear(Y)))
(XW) : Holding(X) — [ Apply(Pickup(X),S;) V Apply(Unstack(X,W), S;) ]
(X): Result(Pickup(X) — db.Add(Holding(X))

(XW) : Result(Unstack(X, W) — Db.Add(Holding(X) A Clear(W))

At this point, we have described how applying ‘Holding(X)’ affects the database
state. Now, we will see how it affects the processing of the next condition ‘Clear(Y)’:

(YZ) : Clear(Y) — Apply(Unstack(Z, Y), S;)

(YZ) : Result(Unstack(Z, Y) — Db.Precondition(Holding( ) A Clear(Z) A On(Z,
Y))

As we see, the processing of the proposition ‘Clear(Y)’ will undo the previous
processing of the proposition ‘Holding(X)’ as we need the robot arm to be empty now.

To solve such problem, simply one could design the precondition list of ‘Stack’
operator so that the proposition ‘Clear’ is always processed before ‘Holding’.

10. Implementation

As shown in the previous sections, the implementation of the algorithm needs to
check different anomalies and prevent its effects to make it easier for guaranteeing an
optimal solution. The duplication of actions comes from these anomalies, so, solving
such situations will always ensure the production of the minimum number of actions.

The implementation of the algorithm was based on a set of recursive functions that
solve and check the state of the block-world environment solving every anomaly before
its existence by checking the expected future state of the block-world by using an
intelligent look-ahead procedures.

Figures 8 and 9 show screen shots of a runtime of the implemented system for
transferring the initial state Ontable(A), On(B,C), Ontable(D) into the goal state
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Ontable(B), On(A,B), Ontable(C), Ontable(D) as well as at startup. The time
complexity of the proposed algorithm can be calculated as:

M(M+1)/2 2 OMY),
where (M) is the number of goal state predicates which is normally equal to the number

of blocks available in the block-world environment when the state is fully described by
the goal state predicates.
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Figure 8: GSP Planner in Action
11. Conclusion

In this paper we have described a strategy that when applied to a planner can
guarantee producing an optimal solution. This strategy is very useful; especially, when
implementing planners as it will allow an agent to work faster. We have discussed
different anomalies that could appear when implementing a planner that produces an
optimal solution. These anomalies must be solved in a way that doesn’t affect the
correctness of the solution plan. One of the research objectives was to classify those
anomalies and solving each one separately, which helps in designing a planner that
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guarantees finding the optimal solution.

There are many ways to produce optimal plans. We have discussed one of these
mechanisms, which was based on canceling opposite actions after producing them. Our
purpose was to make a planner think like a human through its process and, therefore, to
computationally solve this problem using a predefined strategy. In order to test our
strategy, we have built a system where we have applied the strategy on many generated
examples. All tested examples have appeared optimal.

Heuristic search planners [13] [14] are so far the most successful. Almost all
heuristics use the distance to a goal state as an estimate [12]. Implementing such
planners is usually very complex and need a correct measure of progress. We tried to
avoid dealing with huge search space that may contain thousands of choices in big plans.

Aclions [ Stack Content

Figure 9: GSP Planner at startup
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Abstract

In this paper Discrete Logarithm Attack (DLA,) as a new class of attacks against the Rivest,
Shamir, and Adleman (RSA) cryptosystem, is proposed. This attack is derived from geometric
properties of Euler and Carmicheal functions and depends on solving Discrete Logarithm Problem
(DLP). The DLA enables the recovery of plaintext messages from their cipher texts and recovery
the factors of RSA modulus. At the end, some numerical examples and experimental results are
given to explain the proposed attack.

Keywords: RSA, Discrete Logarithm, LFSR, low-exponent, One-Way function.
1. Introduction

We begin by describing a simplified version of RSA encryption. Let N = p*q be the
product of two large primes of the same size. Let e, d be two integers satisfying e*d=1
mod O(N) where @(N) = (p-1)*(g-1) is the Euler’s totient function of N. We call N the
RSA modulus, e the encryption exponent, and d the decryption exponent. The pair (N, ¢)
is the public key, which is used to encrypt messages. The pair (N, d) is called the private
key and is known only to the recipient of encrypted messages. To encrypt a message M,
one computes C = M° mod N. To decrypt the cipher text C, the legitimate receiver
computes C* mod N.

Many researchers and attackers are interested in attacking the RSA Cryptosystem
by using different types of attacks and tricks [1]. In this paper, we present a new attack
to break RSA Cryptosystem, which is called Discrete Logarithm Attack (DLA). This
attack is based on solving Discrete Logarithm Problem (DLP) to attack the RSA
Cryptosystem.

This paper is organized as follows: an Euler and Carmicheal theorems as basic facts
of our approach are reviewed. Discrete Logarithm Problem (DLP) is defined. Two
algorithms for solving DLP are suggested. After that, we present a first part of Discrete
Logarithm Attack, which is used to recover an original message of the RSA
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Cryptosystem, and the second part attack, which is used to recover factors of the RSA
modulus N. At the end, we display experimental results of our proposed attack.

2. Supporting Theorems

The security of many cryptographic techniques depends on the intractability of
Discrete Logarithm Problem (DLP). Like the Factoring Problem, the DLP is believed to
be difficult and the hard direction of a one-way function. For this reason, it has the basis
of several public-key cryptosystem. The DLP bears the same relation to these systems as
factoring does to the RSA system: the security of these systems rests on the assumption
that Discrete Logarithm (DL) is difficult to compute. Before giving a scientific definition
of DLP, some important theorems and definitions should be reviewed.

Theorem 1. (Euler’s theorem). Let a and n be positive integers with GCD(a,n)=1, then
a°™=1 mod n.

The proof of this theorem can be found in [10]. Here, GCD(a,n) is the Greatest
Common Divisor of a and n and @(n) is the Euler’s totient function of n.

Definition 1. If n>1 and GCD(a,n)=1, then the order of a modulo n is the smallest
positive integer x for which a’=1 mod n.

The order x of a modulo n is well defined, by Euler’s theorem, a°™=1 mod n when
GCD(a,n)=1, so that 1<=x<= @(n).

Definition 2. An integer a whose order modulo n is @(n) is called a primitive root
modulo n.

If a is primitive root modulo n, then GCD(a,n)=1, because the order of a would be
undefined if GCD(a,n)>1. Notice that some positive integers have primitive roots and
some do not. Given the RSA public key (N,e), Euler’s theorem says that: a*=1 mod N,
where x=0Q(N) and GCD(a,N)=1. The Euler’s theorem does not mean that x is the
smallest value for which the equality is true. In other words, there are multi values less
than x for which the equality is true. The following function, first proposed by
Carmicheal, is a very useful number theoretic function.

Definition 3. (Carmicheal’s A-function). A(N) function is defined as follows:

Mp)=9(p)=p-1 for prime p,
Mp*)=9(p") for p=2 and a<=2, and for p>=3,
M2Y)=1/2%0(2°) for a>=3,
k .
AN)=lem p™), AP, Mp™)) itN=] [ "
i=1
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Theorem 2. (Carmicheal’s Theorem). Let a and n be positive integers with
GCD(a,n)=1. Then a*™ =1 mod n, where A(N) is Carmicheal’s function. The proof of
this theorem can be found in [10].

So, it can be difficult to find Euler’s function of an element a modulo n, but
sometimes it is possible to prove that every integer a modulo n must have an order
smaller than the number @(N). This order is actually the number A(N) or multiplies of it.

Example 1. Let a=11 and n=65520=2*#3?*5%7%13_ then GCD(65520,11)=1, and we
have: @(65520)=8*6*4*6*12=13824, M(65520)=lcm(4,6,4,6,12)=12. Note that 11'%*
mod 65520=1 and 11'? mod 65520=1.

Definition 4. Let a be primitive root modulo n. If the integer b is relatively prime to n,
then there is an integer k such that a*=b mod n and 0<=k<=@(n), this integer k is called
the Discrete Logarithm of b to base a modulo n.

In notation language, we write log,b=k mod n. The DLP applies to mathematical
structures called groups. A group is a collection of elements together with a binary
operation, which are referred to as group multiplication.

Our task is to find Carmicheal’s function A(N) or multiplies of it in order to recover
an original message M which is sent in Discrete Logarithm Attack Part I , and to find an
Euler’s function @(N) in order to recover prime factors of RSA modulus N in Discrete
Logarithm Attack Part II. Next, we suggest two approaches to solve Euler and
Carmicheal functions in order to solve DLP.

3. Solving Discrete Logarithm Problem (DLP)

In this section, we present two approaches to solve Discrete Logarithm Problem
(DLP). In other words, finding x in the Euler’s equation: a*=1 mod N. where N is RSA
modulus and GCD(a,N)=1. As we mentioned before, x can be Euler’s function or
Carmicheal’s function A(N) or fractions of A(N).

3.1 Linear Feedback Shift Register (LFSR) approach

The LFSR is a new method for solving Euler’s theorem by using simple Add, Shift,
and Compare binary operations to find x such that: 2*=1 mod N, for a=2 and RSA
modulus N, where GCD(2,N) is always 1, since N is always odd number. The basic idea
of this method is to find a number Z such that: Z*N=all binary bits are equal to one. For
some value of x there is: 2*-1=Z*N.

For some value of Z, a solution 2*-1 is represented in binary as:
1
11
111
1111
11111
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The LFSR algorithm is shown in algorithm 1. It finds such a multiply by simple
binary operations. The algorithm sets bits of an accumulator to one by adding shifts of
the modulus N, working from Least Significant Bit (LSB) to Most Significant Bit (MSB)
of the accumulator. Eventually, the accumulator is all 1’s and the number of 1’s yields a
divisor of O(N) .

Algorithm 1. (LFSR algorithm).

e Input: N is a binary representation of RSA modulus.

Output: The discrete logarithm x=log,1 mod N.

e Algorithm:
1. Set z=0; j=1;
2. While z contains a 0 bits do

/I The first O starting from the right is denoted by j, shifting N to the right by the
continuous number of ones at the right side is denoted by N<<(j-1).

2.1. If bit j of z is 0 then z=z+(N<<(i-1));
2.2.55+1;
3. Return the number of ones in binary representation of z.
e End Algorithm 1. (LFSR algorithm).
Example 2. (LFSR algorithm).
Let N=35, then to find x in equation 2*=1 mod 35 do the following:

Representation of 35 in binary is 100011, then
100011
10001100

10101111
1000110000

1011011111
10001100000

11100111111
100011000000

111111111111 =>yields x=12, so, 12=log,1 mod 35.
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Note that, @(35)=24 and M35)=12. As shown, a product of 35 times Z is developed
from right to left forcing the low order bits to one, the algorithm terminates, when the
bits are all one. The LFSR algorithm depends on simple binary operations: Add, Shift
and Compare operations. Let n be a number of bits in RSA modulus N, then the total
number of operations is needed to achieve LFSR approach is O(2") operations.
Unfortunately, this algorithm is inefficient when modulus N is large, since finding x can
take up to G(N) steps, since D(N) is almost as large as modulus N. we can improve the
LFSR approach by running a similar approach works left to right. Therefore, the two
algorithms can work simultaneously and meet in the middle of the sequence of even
numbers. So the maximum number of steps is P(N)/2 not A(N).

3.2 Modified Shank’s algorithm

In this section, we discuss Shank’s algorithm for computing discrete logarithm, and
how can we modify it to be applicable to breaking RSA cryptosystem, by solving Euler’s
theorem. Modified Shank's algorithm is shown in algorithm 2.

Definition 5. Let m= L\/ﬁ J, where N is the RSA modulus. If x=log,b, then we can
uniquely write x=i+j*m, where 0<=i, j>m.
Algorithm 2. (Modified Shank’s algorithm).

e Input: generator a, of group G of order N.

e  Output: the discrete logarithm x=log,1 mod N.

e Algorithm:

1. Set m:L\/NJ.

2. Construct table with entries (j,a) for O<=j<m. Sort this table by second
component.

3. Compute a™ mod N, set f=b.
4. Fori=0tom-1 do
4.1. Check if B is the second component of some entry in the table.
4.2. If B=a’ then return (x+i*m+j).
4.3. Set B= p*a™ mod N.
5. Return (“failure”).
e End Algorithm 2. (Modified Shank’s algorithm).
Example of Modified Shank’s algorithm can be found in [5].

A new modification of original Shank’s algorithm to compute discrete logarithm is
by using hash table method for constructing steps 2 and 4 of Algorithm 2. Hash table
contains two entries key and value, so, the hashing is done on the second component and
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the resulting memory address checked. Hash tables can retrieve and add elements in
constant time. Modified Shank’s algorithm allows computing discrete logarithm for
relatively large modulus N (at most 50 decimal digits). Unfortunately, Modified Shank’s

algorithm requires O(+/ /N ) storage. The table takes O(+//N ) multiplications to
construct, and O(+/ N *log N) comparisons to sort, so, the running time for Modified

Shank’s algorithm is O(+/ N ), where N is RSA modulus. So this method is inefficient
for very large values of N compared with general-purpose factoring methods.

4. Discrete Logarithm Attack (DLA)

In this section, we produce a Discrete Logarithm Attack (DLA) against the RSA
cryptosystem as new link between discrete logarithm and integer factorization problems.
This attack is based on solving DLP of Euler’s theorem. In other words, finding x in
equation: a’=1 mod N, where N is the RSA modulus for any given number a such that
GCD(a,N)=1. From the RSA definition, @(N)=(p-1)*(q-1) for two primes p and q, O(N)
is always even number (i.e. @(N) is divisible by 2), so, the general form of O(N) is 2*k,
where k is unknown large integer.

The question here is “Can we break the RSA without factoring modulus N?”. In
other words, “Can we compute U(N) or private exponent d without factoring the RSA
modulus N ?”. It is known that if an attacker could compute @(N), then he/she could
break the whole system by computing private exponent d as the multiplicative inverse of
public exponent e modulo @(N). However, the knowledge of @(N) can lead to an easy
way of factoring N, since p and q are roots of the following quadratic equation:

Z-(N-O(N)+1)z+N=0

Thus, breaking the RSA cryptosystem by computing GJ(N) is not easier than
breaking the cryptosystem by factoring N. In fact, Rivest and others [6] conjectured that
any method of breaking the RSA cryptosystem must be as difficult as factoring.

In our approach, we are trying to prove that there is an algorithm to solve Euler’s
theorem without needing to factor N, i.e., solving DLP in feasible way caused breaking
RSA cryptosystem easily. As we mentioned before, we produce a DLA in two parts, the
first part is concerned with recovering the original message M which is sent (i.e. partial
broken) by finding Carmicheal’s function A(N) or multiplies of it, the second part
concerns with recovering private key d (or factors of N) by finding Euler’s totient
function @(N) (i.e. total broken).

4.1 Discrete Logarithm Attack Part I

The primary objective of an adversary here is to systematically recover plaintext
from cipher text intended for some other entity A. If this is achieved, the encryption
scheme is informally said to have been broken. Discrete Logarithm Attack Part I
algorithm for recovering an original message M is shown in algorithm 3.
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Algorithm 3. (DLA Part I).

e Input: RSA public key (N,e), and cipher text C.
e OQOutput: An original message M.

e Algorithm:

1. Find x in the equation 2*=1 mod N (or equation ¢’=1 mod N) by using LFSR
(Algorithm 1.) or Modified Shank’s (Algorithm 2.).

2. Compute d’=¢" mod x.
3. Recover an original message m=C*" mod N.

e End Algorithm 3. (DLA PartI).

Example 3. (DLA Part I).

Let N=5515596313,e=65537 and C=9726°**" mod 5515596313 = 4199456257.
First step, attacker should compute 2*=1 mod 5515596313, applying Modified Shank’s
algorithm yields x=114905160. Then compute d"=65537" mod 114905160=5055213. At
last step, recover original message M=4199456257°"°°*"3 mod 5515596313=9726.

The major task of DLA Part I is in the first step, which is a hard task if RSA

modulus N becomes large. The expected running time of DLA Part 1 is O(+/ NV ) time,
which is bad when N is large. More experimental results can be shown later.

4.2 Discrete Logarithm Attack Part I1

The primary objective of an adversary here is the private key recovery. If this is
achieved, then encryption scheme is informally said to have been completely broken,
since the adversary has the ability to decrypt all cipher texts sent.

In the second part of Discrete Logarithm attack, we are trying to recover exact
value of @(N). However, the knowledge of @(N) can lead to an easy way of factoring
modulus N, so the whole system is broken.

The basic idea behind the DLA Part II is using a Modified Shank’s algorithm to
find x in €’=1 mod N, where (N,e) is RSA public key, then we use Exhaustive Search
technique to find an exactly value of @(N) after minimizing the number of iterations as
possible. Algorithm 4 presents DLA part II.

Algorithm 4. (DLA Part II).
e Input: Given RSA public key (N,e).
e Output: A prime factors p and q of RSA modulus N.
e Algorithm:
1. Find x in the equation ¢*=1 mod N, using Modified Shank’s algorithm.
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2. Compute delta= \_((N -1)-2*JN-1)/ xJ.
3. For i=delta downto 0 do

3.1. Let p and q be the roots of the equation:
Z*-(N-i*x+1)z+N=0.

3.2. If p and q are positive integers then return (p,q).
e End Algorithm 4. (DLA Part II).
Example 4. (DLA Part II).

Let N=5515596313, e=65537. First step, attacker should compute 65537*=1 mod
5515596313, applying Modified Shank’s algorithm yields x=6383620. Then compute

delta=|((5515596312) - 2* /5515596312 )/6383620 |-864. Then, solve the

quadratic equation: z*—148634z+5515596313=0, yields p=71593 and q=77041. So,
B(5515596313)=5515447680,and  private key d=65537" mod 5515447680
=1875455873. Attacker recovers all messages that are encrypted.

The major task of Discrete Logarithm Attack II is using Modified Shank’s
algorithm to solve a DLP in equation: a"=1 mod N. It can not use LFSR approach to
solve Euler’s equation since a does not equal to 2.The expected running time of DLA

Part I is also O(+/ IV ) time, and needs +/ NV storage, which is bad when N is large.

5. Experimental Results

In this section, we introduce the experimental results of the proposed Discrete
Logarithm Attacks and solving Discrete Logarithm algorithms. The algorithm is
implemented in JAVA language by using multi methods and techniques, such as hash
table and Biglnteger classes. We measure the performance of the proposed algorithm
according to execution time, storage requirements, and number of operations. We run the
above algorithms on Pentium 360, 833 MHz CPU with 256 MB RAM computers under
Windows 2000 OS.

5.1 Experimental Results for LFSR algorithm

The proposed LFSR algorithm to solve 2'=1 mod N, where N is RSA modulus, is
new approach to recover an original plaintext of the RSA Cryptosystem. The “new” here
is using two and simple binary operations to find x. Add, Shift, and Compare binary
operations are fundamental functions of a computer, so, we believe that this approach is
faster than multiplication or division factoring approach. Unfortunately, the number
operations involved is in the order O(2"), where n is the number of bits in binary
representation of the RSA modulus N. Although each operation is very fast because it is
binary and simple, the number of operations is enormous.

The amount of work required for the LFSR algorithm to complete is a linear
function of the number of bits in the RSA modulus as Figure 1 shows.
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Figure 1: Complexity of LFSR approach

The LFSR approach is faster by about 2*logN than trial division factoring method,
but it is slower than NFS,QS, and EC factoring methods as shown in Figure 2.
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Figure 2: Comparison between LFSR approach and Trial Division algorithm

In fact, there is no reason to think that finding x in equation 2*=1 mod N using the
LFSR approach is easier than directly finding the factors p and q of modulus N.

5.2 Experimental Results for Modified Shank’s algorithm

Modified Shank’s algorithm finds x in the expression a*=1 mod N, where N is RSA
modulus. We choose two values for a to test the performance of Modified Shank’s
algorithm. We choose a=2 as default choice of the LFSR algorithm, and a=65537 as
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most common value for public exponent e in RSA cryptosystem. Table 1 shows the
resultant values of x from running Modified Shank’s algorithm

Table 1: Modified Shank's algorithm results with a=2 and a=65537

N a
2 65537
91 12 6
11413 700 2800
5515596313 114905160 6383620
2367216591499337 73995515196008 24658505065336
32254013411746110071 2687834449900109916 4031751674850164874
331232550936322409694169 82808137733790528267124 82808137733790528267124

Note that the time needed to compute x when a=65537 is less than the time needed
when a=2. Figure 3 shows this result.

40
35 »
S 30 /
% 25 /
3 20 / 2
E

—=— 65537
15 4
10

5 11 18 25 35 44 50

Size of modulus (# of decimal digits)

Figure 3: Modified Shank's algorithm time with inputs a=2 and a=65537

As a default result, when the size of modulus N increases, the time needed to
compute discrete logarithm also increases. Figure 4 shows this result. Note that at size of
modulus greater than 45 decimal digits, Modified Shank’s algorithm fails.
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Figure 4: Complexity of Modified Shank's algorithm

Modified Shank’s algorithm computes the discrete logarithm of an element of a

finite cycle group with complexity about O(+/ N *log N) group operations and O(«/ N )

space, where N is RSA modulus. So, this method is not efficient for very large values of
N.

5.3 Experimental Results for Discrete Logarithm Attack

The DLA can be applied to some private-key or public-key systems, like Pohlig-
Hellman or RSA, or to a key exchange protocol, like Diffie-Hellman. One day faster
algorithms for discrete logarithms might be discovered. If that happen, these systems
may be out of business or one may have to use larger groups.

The time needed to solve the problem depends mostly on the size of the group,
although it might be easy for special parameters. Usually, the size of the group is chosen
large enough so that the problem cannot be solved in reasonable time. But if it is chosen
too large, then the algorithm speed will suffer.

The first step of DLA is finding x in equation a*=1 mod N, which is very hard task
when RSA modulus N becomes larger. As the size of modulus N increases the required
time to break RSA cryptosystem also increases.

Unlike other attacks on RSA Cryptosystem, the DLA does not put any pre-
conditions on public exponent ¢ or private key d. Compared with Low Public Exponent
Attacks and Low Private Exponent Attacks [1], DLA does not care about the values of e
and d like.

The first part of DLA recovers an original plaintext that was encrypted using RSA
public keys by generating d™ private key. As was mentioned before, d” is not necessarily
equal to original private key d. This means that other keys can decipher the cipher text. If
this is achieved, the encryption scheme is informally said to have been broken. DLA Part
I is better than Chosen Cipher text Attack, since the Chosen Cipher text Attack requires
more decryptions with each candidate key to identify the expected clear text statistics.
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When applying Chosen Cipher text Attack to RSA scheme, the time complexity grows
cubically with the size of modulus N. Figure 5 shows this result. Also, unlike Chosen
Cipher text Attack, DLA Part I does not require any response from the victim to compute
any function for the attacker.

9

8 -

7 4 /
g o . .
= / —e— Diiscrete Logarithm
X5 Attack I
@ 4 —=— Chosen Cipher text
E Attack
s 3

2

1

[}

5 11 18 25 35 44 50
Size of N (# of decimal digits)

Figure S: Comparison between Discrete Logarithm Attack I and Chosen Cipher
text Attack

The second part of Discrete Logarithm Attack is more ambitious than the first part
since the whole system is broken and the attacker can decipher all messages sent. The
difference between BG(N)/x and delta function increases as the size of modulus N
increase. Table 2 shows this result, assume A=delta-O(N)/x.

Table 2: Some DLA Part II results

N x=65537" mod N O(N)/x | delta
91 6 12 12
11413 2800 4 4
5515596313 6383620 864 864
32254013411746110071 4031751674850164874 8 8
331232550936322409694169 82808137733790528267124 4 6
714634754475713249199293731673 | 119105792412618589831425751590 6 9

Exhaustive Search algorithm can be improved by reducing the number of iterations
in the inner loop. An ordinal Exhaustive Search algorithm starts from 1 to N-1 to find a
number y such that z-(N-y+1)z+N=0, so its complexity is O(N) in the worst case. While

DLA Part II decreases the time needed by O(+/ N ), Figure 6 shows this result.
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— 30 1 —e— Discrete Logarithm
=25 1 Attack I

=2 20 —=— Exhaustive Search

15
1 /

5 11 18 25 35 44 50
Size of modulus (# of decimal digits)

Figure 6: DLA Part II Performance

As we saw, the main task here is to find x in the expression ¢* mod N=1, this is very
hard computation when N becomes large.

6. Conclusions

In this paper, the DLA is proposed as a new class of attacks against RSA
Cryptosystem. It was shown that solving DLP causes breaking RSA easily. We present
two algorithms to solve an Euler’s function, the first is LFSR algorithm that needs O(2")
binary operations, where n is the number of bits in the binary representation of the RSA
modulus N. The second algorithm is Modified Shank’s algorithm which solve DLP in

O(~/ N ), which is bad when N becomes large.

The DLA Part I recovers the original message by solving Euler’s function using one
of above algorithms, then computes an alternative private key to recover an original
message in an efficient way. DLA Part II was proposed to recover an exact value of
Euler’s function @(N) in order to break the whole system. An improvement to
Exhaustive Search method was introduced by minimizing the number of iterations nearly
to a half. Unlike other RSA attacks, the DLA does not depend on the size of the public
and private exponents. To protect RSA Cryptosystem against DLA, additional bits to the
original message prior to encryption can be added. For now at least, RSA is completely
safe.
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Abstract

In this paper, we present a new algorithm for determining the average number of shifts in
terms of pattern matching. The algorithm which is called a Multiple Skip String Matching
Algorithm (MDSSMA) is developed and compared with two of the latest string matching
algorithm; Cycle Algorithm and Double Skip Algorithm. The proposed algorithm suggests that the
comparisons take place from right to left and the pattern is preprocessed to generate four different
arrays with a size that doesn't exceed the alphabet size. Simulation results show that the maximum
shift distance was maximized to be 3m. This leads to a reduction in the average number of shifts to
be of a percentage of 41.0% instead of 34.4 % in the Cycle Algorithm, and 70.0% instead of
67.2% in the Double Skip Algorithm.

Keywords: String searching; Matching; Shifts distance.
1. Introduction

Pattern matching is a basic problem in computer science and it occurs naturally as
part of data processing, information retrieval, speech recognition, vision for two
dimensional image recognition and computational biology. String matching is a special
case of pattern matching, where the pattern is described by a finite sequence of symbols
(or alphabet O). According to the classical statement of pattern matching problem on
string, given a Text T of length N and a Pattern P of length M, we are interested in
finding whether P is a substring of T, where m, n > 0 and m < n. Both P and T are built
over the same alphabet O [1-15]

An exact string searching algorithm works typically in two steps. In the first step,
the algorithm aligns Py with Ty, in the second step, the algorithm checks if there is a
match between all characters in P with the corresponding characters in T. This step is
called the Checking Step. It then shifts the pattern to the right. This step is called the
Skipping Step. Most previous string searching algorithms differ, in the way in which they
perform the character comparison during the checking step, and in the way in which they
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compute the shifts. The purpose of the improvement is in both checking and skipping
steps is to reduce the number of comparisons.

Looking more over to the various string matching algorithms, we found that the
concentration was around the improvement of jumping distance in the skipping step.
Boyer-Moore Horspool algorithm [12] and Raita’s algorithm [14] scan the pattern to
form one table called occurrence heuristic, which expresses how much the pattern is to
be shifted and when a match or mismatch is found, text character that corresponds P, ; is
chosen as the basis for the shift according to the occurrence heuristic table. The
maximum shift distance in both Boyer-Moore Horspool algorithm and Raita’s algorithm
is m positions, where the maximum shift distance in the Cycle Algorithm (CA) [6] is
m+1. CA, which is considered as one of the latest string matching algorithms, processes
the pattern to produce a table called Skip, and computes the shift according to the
reference character. The CA gives the mismatched character the highest priority in the
next checking step and the patterns shift will be according to the skip table. As an
enhancement to the CA, The Double Skip Algorithm (DSA) [10, 11] was proposed. In
the DSA, the pattern is processed to produce Skip table, Sign table, and Double Skip
table. It worth's mentioning that the exact string searching algorithms are rarely focused
on minimizing the total number of shifts. For example, the “Booyer-Moore Algorithm”
takes the maximum value from two heuristic tables [13]; whereas the “Double-Skip
Algorithm” [10] maximizes the length of the skip to 2m. This explains the purpose of the
proposed algorithm, which aims to maximize shift distance in order to minimize total
number of comparisons, and the total number of shifts.

This paper is organized as follows: In section 2, related algorithms are introduced.
In section 3, the suggested Multiple Dynamic Skip String Matching Algorithm
(MDSSMA) is introduced. In section 4, the proposed algorithm is analyzed and proofed
for correctness. The experimental results and discussion are given in section 5. Finally
the conclusions are listed in section 6.

2. Related Algorithms
2.1 Cycle Algorithm.

The Cycle Algorithm finds the exact occurrences of a pattern P in the text T. Two
steps are used, checking and skipping steps. The mismatched character is given the
highest priority in the checking step operation. At the checking step, no fixed order for
the comparisons in the checking step. At the beginning of the search process, the
algorithm chooses the first character in the pattern which is to be compared first. In each
checking steps, it starts by comparing the mismatched character in the previous step.
When the comparison successfully turns in one checking step, a match is found. If there
is a mismatch, the character that is next to the right most character of the current
substring would be chosen for checking reference character. If the character is not found
in the pattern, the skip distance is m+1 and this is the maximum shift distance the
algorithm can move. Otherwise, the text is shifted to align the reference character with
its rightmost occurrence in the pattern. Algorithm 1 shows the C code for the checking
and skipping steps of CA.
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1 /*Initiate skip function */
2. for ( k=0; k < ALPHABET SIZE; k++)
3. skip [k]=m+1;
4. for (k=0; k < m; k++) skip [pat [k]] = m-k;
5. count= 0;
6. while (pat [j] == text [i] ) {
7. count+-+;
8. if (count == m){ /* report string match in I - j*/; break;);
9.1f j <m-1) {j++: i++);

10. else {I=I - m+l; j=0};

11. };

12. /*skipping step: skip to a new substring®/

13. I += skip [text [1]];

Algorithm 1: Cycle Algorithm

2.2. Double Skip Algorithm (DSA)

The “Double Skip Algorithm” is designed to find all the occurrences of a pattern P
in the text T. It preprocesses the pattern to produce three arrays; skip, sign, and double
skip. Each array is of size equals to the size of the alphabets [10, 11]. The skip array
expresses how much the pattern is to be shifted in case of a match or a mismatch is
found. The function of the skip array is the same as the function of the skip array in the
“Cycle Algorithm” as given in the previous section. The double skip array expresses
how much the pattern is to be shifted forward in relation to the text when the referenced
character does not exist in the pattern. In such a case, the character Tj.,, will be used as a
reference for checking. If Tj;,,, does not occur in the pattern P, then the shift distance will
be 2m. Otherwise, the text is shifted to align Tj;,,, with its rightmost occurrence in P (i.e.,
shift distance< 2m) [10, 11]. The sign array expresses whether the reference character in
T exists in the given pattern or not. Each location in the sign array holds either a zero or
one. Zero means the character is not in the given pattern; one means the character is in
the given pattern [10, 11].

2.3. Raita Algorithm (RA)

The Raita Algorithm is designed to compare in each attempt the last character of the
pattern with the right most text character of the window. If there is a match, the first
character of the pattern with the left most text character in the window will be compared.
Sometimes, if they also match, it compares the middle character of the pattern with the
middle text character of the window. If they all match, then compares the other
characters from the second to the last one. The middle character might be compared
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again [14]. There is a good behavior in practice in the Raita Algorithm when it is
searching for patterns in English texts. This performance is attributed to the existence of
character dependencies. This phenomenon refers to the compiler effects [9].

The preprocessing phase of the Raita Algorithm consists in computing the bad
character shift function in a skipping array which has the same alpha size. It says how
much the pattern is to be shifted forward relative to the text, when a match or mismatch
occurs. It can be done in O (m+[Y|) time and O (|Y|) space complexity. The search phase
of the Raita Algorithm has a quadratic worst case time complexity [3].

3. Multiple Dynamic Skip String Matching Algorithm (MDSSMA)

Like any other string-matching algorithm, the Multiple Dynamic Skip String
Matching Algorithm (MDSSMA) finds all occurrences of the pattern P in the text T.
This algorithm aims to decrease number of comparisons and shifts by increasing the
maximum number of shifts up to 3m where m is the pattern length, and k is the number
of references. It preprocesses the pattern to produce four different arrays with size equals
to the size of the alphabets; position (pos) array, skip array, signs array and token
indexes array.

The Pos array expresses the position of the characters in the pattern. For example,
suppose that the pattern is ABC, then the pos array will have the value of 1 in pos [A],
value of 2 in pos [B], and the value of 3 in pos[C]. This array is useful in the checking
step as given in Example 1.

The Skip array expresses how much the pattern is to be shifted forward relatively to
the text when a mismatch occurs. The difference between the DSA skip array and the
(MDSSMA) skip array that the reference character is manipulated differently in
MDSSMA.

The Sign array expresses whether the reference character in text exists in the given
pattern or not. Each location in the sign array holds either a zero or one. Zero means the
character is not in the given pattern; one means the character is in the given pattern.

The token indexes array is a dynamic array which preprocesses the text and stores
the positions of the last character in the pattern (i.e. reference character). It is mainly
used for skipping process.

The MDSSMA algorithm is described in the following steps:

Begin

Stepl: Determine the last character in the pattern to be considered as a reference
character.

Step2: Calculate the correct weight (corrw) of the pattern. This weight will be
considered as a comparison element that decides if a match found or
not.

Step3: The token index for jump is determined.

Step4: Preserve the token index.

Step5: Start verifying and skipping.

Step6: Find the position of the jump.

Step7: Find the match position.
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Step7: Find the number of occurrence.
End
The MDSSMA is implemented using the computer program shown in Figure 1.

Option Explicit

13k 3k 3k sk sk sk sk st st sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk soskoskoskoskokoskokokosk kokoskosk

"*Reference is the last character in the pattern
13k 3k 3k 3k sk sk sk st st sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk soskoskoskoskokoskoskokosk skokoskosk
Dim T () as orginalToken ' Text

Private Sub Command1_Click ()

Init

End Sub

Function calculateW () As Long

10. Dim Patt () As Pattern

11. Dim CorrW As Long

12. Dim i as Integer, j as Integer

13. Dim calculated As Boolean

14. Dim m As Integer

15. m = Len(P)

16. ReDim Patt(m - 1)

17. Fori=0Tom- 1

18. Patt (i).chr=Mid (P,i+ 1, 1)

19. Patt (i).skip=(2 *m-i- 1)

20.  Nexti

21.

22. CalculateW =0

23. Fori=0Tom-1

24, Forj=0Tom-1

25. If Patt(i).chr = Patt(j).chr Then

NN BB

e

26. Patt (i).skip = Patt (j).skip

27. End If

28.  Next]j

209. CalculateW = calculateW + Patt (i).skip * (i + 1)
30. Nexti

31. Debug.Print " W is =" & calculateW

32. End Function 'calculateW

33.

34. Sub init ()

35. Dimi as Integer

36. Dimj as Integer

37. Dim tokenIndexes () As Long 'for jumps
38.  Dim CorrW as Long

39. Dim OccCount as Long

40. OccCount=0

41. CorrW = calculateW
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42. ReDim T (Len (textl) - 1)

43. Fori=0 To Len (textl) - 1

44, T (i).chr = mid (textl,i+1, 1)
45. T (i).sign=0

46. T (i).skip=2* M

47. Nexti

48.

49. ReDim Preserve tokenIndexes (1)
50. Fori=0tom-1

51.  Forj=0To Len (textl) - 1

52. If UCASE (Mid (P, i+ 1, 1)) = UCASE (Mid (textl, j+ 1, 1)) Then
53. T (j).sign = True

54. T().skip=2*m-i-1

55. Ifi=m- 1 Then

56. TokenIndexes (UBound (tokenIndexes) - 1) =

57. ReDim Preserve tokenIndexes (UBound(tokenIndexes) + 1)
58. TokenIndexes (UBound (tokenIndexes)) = -1

59. End If

60. End If

61. Nextj

62. Nexti

63. Debug.Print "-----------ememmmm- "
64. PrintArrValue

65. Debug.Print "---------mmmmmmemeee "
66.

67. Dim W As Long
68.

69. "***Start verifying and Skipping ***

70.

71. For i = LBound(tokenIndexes) To UBound(tokenIndexes)

72.  IftokenIndexes (i) <> -1 And tokenIndexes (i) >=m -1 Then

73. Debug.Print "Jump to verify at pos : " & tokenIndexes(i)
74.

75. Forj=m-1To 0 Step -1

76. Debug.Print T(tokenIndexes(i) - j).chr;

77. W=W+ M -j) * T(tokenIndexes(i) - j).skip

78. Next j

79. Debug.Print "+++++++++"; W

80.

81. If W = CorrW Then

82. Debug.Print "Match found at pos :"&tokenIndexes(i) — (M + 1)
83. OccCount = OccCount + 1

84. End If

85. W=0

86. EndIf
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87.
88. '***End Skipping*****
89. Nexti

90. Debug.Print "Number of Occurrence is : " & OccCount

91. End Sub

92.

93. Sub printArrValue()

94. Dim i As Integer

95.  Fori=LBound(T) To UBound(T)

96. Debug.Print T(i).chr, T(i).sign, T(i).skip
97.  Nexti
98. End Sub

Figure 1: Multiple Skip String Matching Algorithm (MDSSMA) )
EXAMPLE 1:

Text: THE UNIVERSITY OF JORDAN IS THE FIRST UNIVERSITY IN JORDAN

Pattern: UNIVERSITY

W is =700
T True 11
H False 20
E True 15
False 20
18] True 19
N True 18
1 True 12
A\ True 16
E True 15
R True 14
S True 13
1 True 12
T True 11
Y True 10
False 20
(0] False 20
F False 20
False 20
J False 20
O False 20
R True 14
D False 20
A False 20
N True 18
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False 20
| True 12
S True 13
False 20
T True 11
H False 20
E True 15
False 20
F False 20
1 True 12
R True 14
S True 13
T True 11
False 20
18] True 19
N True 18
1 True 12
Vv True 16
E True 15
R True 14
S True 13
1 True 12
T True 11
Y True 10
False 20
1 True 12
N True 18
False 20
J False 20
(0] False 20
R True 14
D False 20
A False 20
N True 18
False 20

Jump to verify at pos : 13

UNIVERSITY +++++++++ 700
Match found at pos: 4

Jump to verify at pos: 47

UNIVERSITY +++++++++ 700
Match found at pos: 38
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Number of Occurrences is : 2
4. Correctness and Analysis.

The main development on (MDSSMA) is the shift distance. It ranges from 1 to
3m position, while in DSA ranges from1 to 2m and from 1 to m+1 in CA. In this section,
the average case for both CA and (MDSSMA) are presented, followed by the correctness
of the new algorithm (MDSSMA).

4.1 Average Complexity
4.1.1 Average complexity of CA.

let A(n) be the number of shifts performed in the average of finding all the
occurrences of pat with length M in the Text with length equals to N. let d be the shift
distance in skipping step during the search process, then d ranges from 1,... ,m+1.

The distance depends on the position of the reference character T[I'm] occurs in
the given pattern P. The shift distance will be 1 if the reference character T [I'm] occurs
in the pattern P[m-1], and the shift distance will be m+1, if the reference T[I+ m]
character is not found in the given pattern P.

Assuming that the shift distance d is equally likely particular skip, then the probability
pr(d)= 1/(m+1). Let A(d) be the shift distance in each skip, then

m +1

Ad =1Um +1)*> d = (m +1)2
d=1

In such a case, the average number of shifts is determined as:

A(n)=n/A(d)y=n(m + 1)/2=2n)/(m+ 1)
4.1.2 Average complexity of DSA.

Let A(n) be the number of shifts performed in the average of finding all the
occurrences of pat with length M in the Text with length equals to N. Let d be the shift
distance in skipping step during the search process, then d ranges from 1,2,.., 2m. The
distance depends on the position of the reference character in the given pattern pat. If the
first reference character T[i+rn-1] occurs at any position in the given pattern, then d
ranges between land m-1. Moreover, if the first reference character does not occur in the
pattern, then the second reference character T [1+2m-1] will be checked. If T [1+2m-1]
occurs in the pattern then d will range between m and 2m-1. If the second reference
character does not occur in the pattern then d=2m.

Assume that the shifts distance d is equally likely to be a particular skip, then the
probability pr (d) = 1/2rn. Let A (d) be the average shifts distance in each skip, then:

2m
Ad) =12m *>d = (@2m +1)2
d=1
In such a case, the average number of shifts is determined as:
A(n)=n/A(d)=n/(2m+1 )/2=(2n)/(2m+1)
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4.1.3 Correctness and analysis of Multiple Skip String Matching Algorithms
4.1.3.1. Correctness of Multiple Skip String Matching Algorithm

Assume that there exists a pattern pat of size m which is located in another text
string of size n at position k, k+1 , k+m-I of the given string . After the checking step
whether pat is found or not in Text, we have to shift the pattern forward at least one
position. So, we have two cases:

Case 1:

The first reference character T[k+m - 1] might occur in the pattern at position p[0]
to p[m-1] which can be determined by using the sign array. Then the algorithm will use
the token indexes array to align T[k+m-1] with the required character in the pattern p

Case 2:

The reference character T [k+m-1] does not occur in the pattern pat at any position
from p[0] to p[m-2]. Since the pattern has to move forward for at least one position, then
there is no possibility for the pattern to occur in the Text form the position T[k] to T
[k+m-1]. In this case we will recalculate the references and realign the pattern with the
new Text reference.

4.1.3.2 Analysis of Multiple Skip String Matching Algorithm

It is reasonable to discuss both the worst and the average cases for the number of
shifts in Multiple Skip String Matching Algorithm. Let W (n) be the number of shifts
performed in the worst case, with text length equals to N, and the pattern length equals to
M. The worst case occurs when the next text character corresponds last character in the
pattern aligns with the last character in the pattern. This means that the next value for I is
I+1 the skip will be with one position. So, the worst case W(n)=(n-m)+1. Let A(n) be
the number of shifts which are performed in an average case , with Text length equals to
N, and pattern length equals to N. The amount of shifts in each iteration will be equal to
1, 2, 3, 3m. Assuming the amount of shifts is equally likely to be in any particular
iteration that equals to 1/3m.The average shift distance in each skip A(d) is:

3m
A =13m *> d = (Gm +1)2
d=1

In such a case, the average number of shifts is:
A(n) =n/A(d) = n/((3m+1)/2) = 2n/(3m+1).

5. Experimental Results and Discussion.

In this experiment, Multiple Skip String Matching Algorithm, DSA, and CA are
compared. The algorithms are implemented in VB6 language. English text is used in this
experiment. 200 random patterns that vary in length from 3 to 20are selected. The
comparisons are made using the average number of shifts since that was the main aim of
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improvement in this algorithm. Table 1 shows the average number of shifts which are
required in finding all the occurrences It is dramatically reduced when it is compared
with the CA, and DSA by: 41.0% .70.0% respectively .It is observed in figure 1 that
using Multiple Reference Algorithm will increase the shifts distance which automatically
minimizes the number of shifts.

Table 1: The average of total number of shifts: the percent improvement for the Multiple
Skip String Matching Algorithm (MDSSMA) throughout the text length equal to 0.5

million characters.

l;:;f:trh“ CA DSA (MDSSMA) Ig‘:”’“ggg‘
3 250000 142857 100000 %41.0 %70.0
4 200000 111111 76923 %38.4 %69.2
5 166666 90909 62500 %37.5 %68.8
6 142857 76923 52631 %36.8 %68 4
7 125000 66666 45454 %36.4 %682
8 111111 58823 40000 %36.0 %68.0
9 100000 52631 35714 %35.7 %67.9
10 90909 47619 32258 %35.5 %67.6
11 83333 43478 29411 %35.3 %67.7
12 76923 40000 27027 %351 %67.6
13 71428 37037 25000 %35.0 %67.5
14 66666 34482 23255 %34.9 %67.4
15 62500 32258 21739 %34.8 %67.4
16 58823 30303 20408 %34.7 %67.3
17 55555 28571 19230 %34.6 %67.3
18 52631 27027 18181 %34.5 %67.3
19 50000 25641 17241 %345 %67.2
20 47619 24390 16393 %344 %67.2

As seen in the Table 1, when the pattern length was 3 characters the average
number of shifts were about 250000 in the CA and about 142857 in the DSA and
100000 in the MDSSMA which means that we have achieved a great reduction in the
shifts and this concludes a reduction in the number of comparisons. The improvement in
the reduction of the average number of shifts was about 41%, 71%, in comparison with
CA, DSA respectively. These results are shown clearly in Figure 2.
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300000

250000

200000

—e&— Pattern Length
—-—
150000 CA

DSA
—<— MDSSMA
100000 \
50000 | \\ \\\\N‘\‘

Pattern Length

Average Nmber Of Shifts

Figure 2. A comparison in the number of shifts required in order to find all the
occurrences of the pattern between the Cycle Algorithm(CA) Double Skip
Algorithm(DSA), and Multiple References Algorithm(MRA) throughout a
text of length = 0.5 million character.

6. Conclusions

The suggested Multiple Skip String Matching Algorithm (MDSSMA) is developed
and compared with two of the latest string matching algorithms; Cycle Algorithm and
Double Skip Algorithm. The proposed algorithm suggests that the comparisons take
place from right to left and the pattern is preprocessed to generate four different arrays
with a size that doesn't exceed the alphabet size. The simulation results of this study
show that the maximum shift distance was maximized to be 3m. This leads to a
reduction in the average number of shifts to be of a percentage of 41.0% instead of 34.4
% in the Cycle Algorithm, and 70.0% instead of 67.2% in the Double Skip Algorithm.
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Abstract

The proposed algorithm is depends on the Grey Level Modification GLM algorithm with
some modification in order to run on colored images. The GLM algorithm is based on hiding a
secret message containing certain text in a grey scale image, whereas this algorithm hides a secret
image or any kind of data, whether text or image, including a colored images. Such an algorithm is
characterized by a greater storage capacity than the GLM, because colored images are used.

Keywords: Steganography, Steganalyst, Watermark, Grey Level Modification (GLM)
algorithm, Least Significant Bit (LSB), Original image, Secret image, Embedding and
Extraction.

1- Introduction:

It has become abundantly clear, that stunning advancements made in the methods of
information technology during recent decades have transformed global travel and
communications to an extraordinary degree.

In the past, messages were carried by messengers who traveled long distances by
road until delivered to a distant receiver. Considerable effort was exerted to keep the
messages from being lost, stolen, or exposed.

In the present times, despite new developments in data transmission, the need is still
felt to keep messages safe and protected from damage and manipulation of
communication processes in order to be safely delivered to the receiver.

This concern is even more visible in important messages containing secret
information that are meant solely for the receiver. Such information includes state
security and military communications, as well as economic and commercial matters.

Throughout history, various secure means for messages to be safely delivered to a
receiver.

© 2008 by Yarmouk University, Irbid, Jordan.
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Encryption is one of the most widely used methods that transform data from its
original form to symbolic form by using various means and algorithms. When received,
encrypted data are restored to their original form by a process referred to as decryption.

Steganography and digital watermarking are two areas referred to as 'information
hiding'.
2- Steganography:

Steganography is a modern method of hiding secret data inside different media such
as photos, sound, video, etc., by a process called data embedding. Data embedded within
media allow for secret data to be safely hidden from those not allowed to read them [1].

Steganography can be defined as the art of hiding information of sensitivity or
peculiarity inside other data so as to be invisible to others. In other words, it is the art of
embedding data inside other data whatever such information may be, whether text,
image, audio, or video.

For example, when embedding a text message in an image, those who see such an
image notice nothing about the data or anything amiss. There are two Greek origins of
the word 'Steganography”: "Steganos", which means covered, and "Graptos", which
means writing or drawing.

The typical use of steganography is to hide one file inside another. The person
who exposes hidden data inside a file is called steganalyst [5]. So, the goal here is not to
have a confused file but to maintain it intact for the steganalyst to be able to identify the
secret information contained in the file [1, 3, 4].

3- Steganography Types:
There are three main types of steganography [4, 12]:
3-1 Pure Steganography:

This method is named as such because it requires no secret key between sender and
receiver for embedding and retrieving processes. This method is considered less secure
enabling unauthorized persons to easily retrieve the secret messages by applying the
algorithm used between the sender and receiver.

3-2 Secret Key Steganography:

This method is referred to as such because it requires a secret key between sender
and receiver, so that nobody can retrieve the secret message without such key. In such a
case, the secret key would be identical on both communication edges (sender and
receiver) to enable the receiver to retrieve the secret message.

This method relies on the use of a secret key on the algorithm applied, and is
sometimes less effective if the key becomes known.
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3-3 Public Key Steganography:

This method depends on the availability of two keys: A public key and a secret
key, where the embedding process is done by using the public key that is known to
others. Retrieving a message from the sender would be through the secret key shared
strictly between the sender and receiver.

A relationship is established between the two keys, enabling the receiver to take
action through the public key to access the secret key.

The principle governing such a method is identical to the one used in encryption
processes using the public key.

4- Steganography Processes (Embedding and Extraction):
Hiding information inside a certain cover requires two main processes [12]:

1. Embedding: In this process secret data are embedded inside a certain cover by
using a stego key that would be either private or public.

2. Extraction: Following the embedding process of secret data inside a cover which
has been chosen, the process of extracting data from the cover begins by the key
that has been used in the embedding process.

Fig.(1) below, shows both processes of embedding and extraction:

—— HIDDEM MESSF\GE1 — COVER DATAT

COVER EMBEDDING | sreco esten [EXTRACTION|| exrracren
— DATA DAt —® — pata ™ — MESSAGE

SECRET OR puach SECRET OR PLIBLICJ
KEY KEY

(A) (B)

Figure. 1: Generic Embedding & Extraction Scheme [12].

Embedding is dependent on the algorithm used for this process. Each algorithm has
its unique method of hiding information.

5- Steganography vs. Cryptography:

Cryptography is the art of keeping a message secure, so it is a sort of maintaining a
message secret between sender and receiver. Cryptography differs from steganography
although their aim is similar, that is to keep messages secret [9].
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Cryptography:

. There would be no hiding in this case, but rather changing the form of the original

data into a symbolic form not understandable to other persons.

. An enemy may attempt to decipher the secret message but fail to uncover its

contents.

. An enemy could attempt to decode the message through a process called

Decryption, which means to transform an encrypted message to its readable state.

. Encryption and decryption processes are made by certain algorithms depending on

secret keys (private or public) [9].
Steganography:

. This is a method by which a secret message is inserted or embedded inside specific

media, by a process known as embedding.

. The enemy, could attempt to uncover the media in which message is embedded and

try to draw out the secret message through a process called extraction.

. Embedding and extraction processes require certain algorithms that depend on

secret keys (private or public).

6- Steganography vs. digital watermarking:

6-1 Definition of Watermarking:

Watermarking is a form of steganography that usually works on embedding hidden

or imperceptible marks without deforming a used cover. The embedded message would
not be secret and therefore might not be hidden [4].

6-2 Goals of the Watermark:

A watermark is used to achieve a number of goals including [1, 4]:

Ownership assertion: Establishes ownership over content, so that users cannot
utilize their copy as the original.

Fingerprinting: Prohibits unauthorized duplication of data available to the public
key by identifying the origin of the "copier" through a fingerprint.

Authentication/Integrity Verification: Verifies the originator and ensures the
integrity of the data. This is primarily used when the content is used for legal

purpose.

Usage Control: Prevents copying altogether or limits the number of copies of a
source which can be made. In limiting the number of copies, the reading device must
be able to modify the watermark.

Content Protection: Makes content commercially worthless if distributed. (Visible
logo stamped on image).
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6. Content Labeling: Provides information about the content, such as the name, the
place and date on which an image was taken.

6-3 Types of Watermarks:
Watermarks are of two types:
1. Visible: that is seen by the eye such as a corporate logo or a seal on an image.
2. Invisible: This type of watermark is of two kinds:

a. Fragile: Can be terminated (i.e. content with such a watermark can be
manipulated)

b. Robust: Content with such a watermark cannot be manipulated.

Fig. 2 below shows such types:

TYPE OF WATERMARKS

Y Y
INVISIBLE VISIBLE

{Logos paper water marks)

! '

FRAGILE ROBUST N {Fingerprinting labels)

(Watermarks)
L »
Figure 2: Types of Watermarks (by PURDUE University)

Watermarking is closely related to steganography, but there are differences between
the two [4]:

- In watermarking, the message is related to the cover.

- Steganography is typically used to cover point-to-point communication between
two parties.

- Steganography thus requires only limited robustness.
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- Watermarking is usually used when the cover is available to the parties who are
aware of the existence of the hidden data and may have an interest in removing it.

- Thus, watermarking has the additional quality of resilience against attempts to
remove the hidden data.

7- Uses of Steganography:

Steganography can be used whenever it is necessary for data to be hidden. There
are many reasons why data should be hidden, but all such reasons aim at maintaining
secrecy and imperceptibility of sent data, away from illegal persons. In business,
steganography can be used to hide a secret chemical formula of a new invention.
Similarly, steganography can also be used by trading companies to send secret
commercial messages between businesses. Steganography can also be used in other non-
business fields to hide data between two persons or parties without the knowledge of
anybody else. Thus, it has many uses that aim the secrecy and imperceptibility of sent
data.

8- Steganography Techniques

What techniques are used to embed a secret message in the cover used, and how to
they work?

Previous studies have suggested various techniques and algorithms for embedding
and extraction to occur. Among them some are based on substitution, and some others on
statistical formulas [7, 8].

Fig. 3 shows such types of techniques:

Steganography Techniques

A 4 A 4 \ 4 A 4 \ 4
Substitution Transform Domain Statistical Distortion Cover Generation
techniques techniques techniques techniques techniques

Figure. 3: Steganography Techniques [4].
8-1. Images:
A. Images:

An image can be viewed as a two dimensional array and each array location can be
referred to as a pixel. A digital image can be represented by a two dimensional function
f(x, y), where x and y are spatial coordinates and the amplitude of f at any pair of
coordinates (X, y) is called the intensity 1 of the image at that point. When the values x, y
and f are finite values then we call such an image a digital image [10].
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B. Image Pixels:

Each image is composed of finite elements each of which has a definite location
and amplitude. These elements are referred to as image pixels [10].

C. Grey Scale or Grey Level Values:

Grey scale is a calibrated sequence of grey shades ranging from black to white with
intermediate shades of grey. It has a finite range [0, 2""'], N is the number of bits. If the
pixels of a grey scale image have N bits, they may take values from zero, representing
black up to 2™, representing white with intermediate values representing increasingly
light shades of grey. Grey level values of an 8 bit grey scale image range from 0 to 255
[10].

D. Grey Scale Image:

A grey scale image is defined as an image whose pixel values span the grey scale,
i.e., [0,2Y'], [10].

E. Grey Level Modification:

Grey level modification is defined as a technique in which the grey level values of
the image pixels are modified in accordance with a mathematical function, to

represent binary data. Each pixel has a distinct grey level value which can have an
odd or even value. This odd or even value of the grey level is appropriately modified to
represent binary data [10].

8-2 Substitution Techniques:

This technique is based on embedding secret data in the cover by substituting
redundant parts with secret message parts without affecting the original cover. LSB
(Least Significant Bit) is an example for such a technique.

8-2-1 Least Significant Bit (LSB):
e Algorithm’s Principle:

An image consists of many pixels, and each pixel consists of a byte that in turn
consists of 8-bits. In a grey scale image each pixel ranges between 0 and 255. Usually,
the first 4-bits of a pixel are called 'Most' and last 4-bits are called 'Least' in all pixels of
the image. So, such an algorithm has a high storage capacity [2, 11].

e Embedding Process:

Embedding requires transforming the secret message into its binary form after
which embedding is made by using the following algorithm:

Algorithm: Embedding Processing: Least Significant Bit
For I=1,....... , L(C) do

Sie— GCi
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End For
For 1=1,..., L(C) do
Compute index ji where to store the message bit
Sie—— Ci «—» Mi
End For
Where:
L(C): cover size
(S): Cover following data hiding
(Si): A pixel of the cover
(Ci): A pixel of the image
(Mi): Each individual Bit of the secret message.
After having data hidden inside, the image is then saved [11].
e Extraction Processing:

This process is made by extracting the final bit from each image pixel, then
synthesizing them to obtain the secret message. The extraction process is done by using
the following algorithm:

Algorithm: Extraction-Processing: Least Significant Bit
For I=1,...... , L(C) do
Compute index ji where to store the message bit
Sie— LSB (Ci)
End for

We see from the above that the secret message size must be equal to the number of
cover elements in order for a message to be embedded all around the cover, otherwise
there would be some pixels that contain no part of the secret message [11].

This algorithm has the following advantages [11]:
1. High storage capacity that depends on the size of the image used for embedding.

2. No difference is visible to the human eye between the original image and the one
containing the secret message.

Disadvantages include ease of retrieval when attackers recognize that a message is
embedded in a cover, thereby losing secrecy.
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8-3 Cover Generation Techniques:

By this technique, the cover is generated from a certain algorithm in which the
secret message should be embedded.

PVD) and (GLM) are among algorithms dealing with these kinds of techniques [6,
8].

8-3-1 Grey Level Modification (GLM) Algorithm: (to hide text on grey image)

In this section, we briefly outline the GLM algorithm. The algorithm was published
in June 2004 [10]. A GLM algorithm is based on selecting a group of pixels in grey
scale by using a mathematical formula and changing such selected values depending on
even and odd values, so that odd values can be changed to even ones by adding one to an
odd value.

Then such values would be changed depending on values in the secret message that
should be transformed into binary code. The following is an illustration to both
embedding and extraction processes [10].

Embedding Processes:
1. Splitting image into blocks with (MxN) size pixel where,
M: number of rows.

N: number of columns

s Y
foo far e, Foms
Fio for e Foms

o fuas s Fuency

L: value of each pixel in grey scale images
0<L <255

2. Pixels to be changed to (Z) of each block are chosen according to the g(x, y)
equation, where:

P={g(x,y) | 0<x<M,0<y<N}.... (1)
Where,
P: group of block pixels

Z: number of pixels chosen to embedding process where:
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0<Z<M*N

B: number of binaries of the secret message with size of pi where:
0 <bi<M*N

3. Modification of the chosen values is performed as follows:
- If the value of the chosen pixel is even, it remains unchanged.

- If the value of the chosen pixel is odd, another one (1) is added to make it even.
This means that all chosen values should be even values.

4. Depending on secret message values, the binary embedding process is initiated

with only one bit found in each pixel as follows:

If the value of the bit chosen in the secret message is 0, the chosen pixel remains
unchanged.

If the value (bit) in the secret message is 1, a one value is subtracted from the
pixel so that it becomes odd [10].

These steps are repeated until the message is completely embedded.

Figure 4 is a flow chart of the embedding process:
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Yes

SELECT PIXEL
FROM THE
IMAGE

IFZ

b

INCREMENT THE GREY LEVEL
WALUE OF THE PIXEL (Z) BY
OMNE UNIT TO MAKE IT EVEN

15 0DD

Mo

DONT CHANGE

DONT CHANGE

IFBIT

STREAM IS O

DECREMENT THE GREY
LEVEL VALUE CF THE
FIXEL (£) BY OMNE

EIT STREAM MAPPED
WITH SELECTED IMAGE
PIXELS
ISTEGO IMAGE)

Figure. 4: Flow Chart of Embedding Processes in (GLM)
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¢ Extraction Process:
1. Image is split into blocks with M*N size.

2. Pixels 'Z" are chosen from every block through equation (1) the same as is used
in the embedding process.

3. After selecting (Z) pixels the secret message is selected as follows:
- Ifachosen pixel value (z) is even, the (0) value is extracted.
- Ifachosen pixel value (z) is odd, the (1) value is extracted [10].

Figure 5 is a flowchart of the extraction process.

SELECT PIXEL FROM IMAGE

IF Z
e W Mo
v A A
EXTRACT (1) EXTRACT (0}

b
r

BIT STREAM
(SECRET IMAGE)

Figure 5: Flowchart of extraction process in (GLM)
An example on GLM algorithm:
Assume that we have grey scale image like the one illustrated below [10]:

1. A block out of this image, for example (10X10) is chosen to embed the following
secret message:

1001010101
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The following table illustrates the values of this block:

13 15 61 81 21 23 14 78 79 81
14 30 31 26 57 51 45 57 69 76
13 37 26 48 84 47 95 84 52 65
52 35 65 84 57 92 58 51 45 75
82 21 56 58 64 67 25 51 41 74
84 9 21 32 35 84 76 95 56 54
98 12 84 91 19 99 86 98 7 2
13 15 16 18 21 23 14 78 79 81
14 30 31 26 57 51 45 57 69 76
13 37 26 48 84 47 95 48 52 65

2. Pixels inside which the secret message is to be embedded are chosen according to the
following mathematical formula:

X S W ettt e 2)
Where:

X: row number
W: Size of chosen block, in this case equals (100)

The following table illustrates the chosen pixels:

13 15 61 81 21 23 14 78 79 81
14 30 31 26 57 51 45 57 69 76
13 37 26 48 84 47 95 84 52 65
52 35 65 84 57 92 58 51 45 75
82 21 56 58 64 67 25 51 41 74
84 9 21 32 35 84 76 95 56 54
98 12 84 91 19 99 86 98 7 2
13 15 16 18 21 23 14 78 79 81
14 30 31 26 57 51 45 57 69 76
13 37 26 48 84 47 95 48 52 65
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3. The above table shows values that remain unchanged including even values (52, 52,
56, 86, 14, and 26). Values to be changed are the odd ones including (21, 45, 35, and
79). The following is an illustration:

4 5 5 5 3 8 7 1 2
1 5 2 2 6 5 6 9 4 6

4. Every bit is chosen from the secret message to be embedded inside one pixel; if
bit value equals (1), one unit is to be subtracted from a pixel to become an odd value.

If the bit value of the secret message is 0, the pixel value remains unchanged.

The following is an illustration:

21 46 52 51 56 35 86 79 14 25

As noted, some pixels maintain their original values (as in the original image),
meaning that after modification the similarity between the original image and the one
containing the secret message would be really strong thus giving it greater security.

The following table illustrates the block after embedding the secret message inside.
13 | 15 61 81 21 | 23 | 14|78 | 79| 81
14 | 30 | 31 26 57 | 51 146 | 57 | 69 | 76
13 | 37| 26 48 84 | 47 | 95 | 84 | 52 | 65
51 | 35 65 84 57 | 92 | 58 | 51 | 45| 75
82 | 21 56 58 64 | 67 | 25|51 |41 | 74
84 9 21 32 35| 84 | 76 | 95 | 56 | 54
98 | 12| 84 91 191 99 | 8 | 98 | 7 2
13 | 15 16 18 21 | 23 | 1478 | 79| 81
14 | 30 | 31 26 57 | 51 145 |57 169 | 76
13| 37| 25 48 84 | 47 | 95 | 48 | 52 | 65
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Upon extraction, pixels are to be chosen in accordance with equation 2 used in the
embedding process. Afterwards, 0 value would be extracted from even pixels and 1
value from odd pixels.

From earlier discussions, we see that the GLM algorithm depends on the
embedding process on image size. If the image size is large, a greater volume of secret
data could be embedded inside, and if the image size is small, the size of the secret data
size is similarly smaller. However, the GLM algorithm is characterized by likeness of
the original image with the one containing secret data. Thus, it is considered secure as
the image remains undistorted and does not appear to contain any data.

9- The Proposed Algorithm. (To hide colored image on another colored image or
any kind of data whether text or image, including a colored images.)

The proposed algorithm depends on the GLM algorithm with some modification in
order to run on colored images. The GLM algorithm is based on hiding a secret message
containing certain text in a grey scale image, whereas this algorithm hides a secret image
or any kind of data, whether text or image, including a colored images. The modified
algorithm is characterized by a larger storage capacity than the GLM because colored
images are used".

Most previous studies have focused mainly on grey scale images, whereas the
present study centers on colored images.

9-1 Colored Images:

An image is consists of a two-dimensional array, and every location on such an
array is called a pixel. The difference between grey and colored images is that a pixel on
each grey image contains one byte which equals 0-255, whereas in colored images a
pixel basically contains 4-bytes which are ARGB, where A stands for image
transparency and RGB represent the colors red, green, and blue sequentially (some
images contain no A value).

The next figure illustrates this:

() This algorithm was discussed earlier, see that in this study.
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CAWINDOWS\System 3 2'cmnd. exe

[255-178-17-84]1 [255-194—19-861 [255-159-A-261 [255-222-0-41] I’
[255-254-7-A1] [255-252-6—0A1 [255-244-8-121 [255-226-6—-311 I
[255-144-8—481 [255-285-38—951 [255-186-8A-621 [255-232-21-641]
[255-252-9-@A1 [255-224-8-81 [255-235-18-281 [255-233-11-341

[255-189-18—-68] [255-148-A-321] [255-141-A-331 [255-282-12-581]
[255-249-11-261 [255-222—-16—-621 [255-153-A-81 [255-228-5-231

[255-123—-17—-281 [255—-182-6—-711 [255-196—-28-661 [255-217-26-551]
[255-232-1-17]1 [255-221-18-611 [255-223-22-681 [255-218-8-181]

[255-172-15-1281 [255-158-A-571 [255-28A8—-1-211 [255-23

—éS;g} [255-237-12-81 [255-238-2-31 [255-233-5-221 [255-28

[255-185-20—-1251 [255-135-8-481 [255-211-13—-48]1 [255-22

—82-0A1 [255-231-13-111 [255-219-13-341 [255-212-7-581 [255-28

—A-7a1

[255-284—-1-54]1 [255-191—-6-731 [255-177-38-1211

—14-381 [255—218-18-361 [255-114-B-881 [255-154-26—-14%91
[255-216-7-7%1

[255-231-16—47] [255-196—4-551] [255-183-35-1311 [255-12

—A-321 [255-226—-12-581 [255-112-A-791 [255-183-8-941 [255-18

—A-221

[255-174-8—71 [255—288-6—46 1 [255-211-168-541 [255-229-16-621

[255-255—-17-561 [255-211-H-311 [255-213-12-461 [255-225-24-581

[255-198-2—-42] [255-223-15—491 [255-231-4-231 [255-242-A-24]
[255-252-8-371 [255-245-8-8A1 [255-248—-168-A1 [255-214-8A-14]1

[255-12

9-2 Study Objective:

The purpose of the present study is to hide secret data which are colored images
inside a certain cover which is, specifically, another colored image. Colored images have
the capacity to hide much larger volumes of data than grey scale images, irrespective of
the nature of such data.

An image hidden inside a colored image could be a business logo, design, seal, or
any other kind of data taken as an image.

Two basic processes underlie such algorithm: Embedding and extraction.
9-2-1 The Embedding Process:

This indicates the stage in which a secret image is embedded inside the original
image as follows:

1. Division of the original image to a group of blocks of (M*N) size, where:
M: row number

N: Column number
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Block size of this algorithm is 8X8, meaning that each block in the original colored
image contains 64-pixels, with each pixel containing 4-bytes of ARGB as previously
mentioned.

This means that one pixel of the secret image is embedded inside each block.

2. Choosing pixels to be modified in the original image Z, from each block according
with equation 1.

3. Modifying the chosen pixels, as follows:

- If the value of the chosen pixel is even, it remains unchanged. However, one value
that must be changed is 0. 0 must be changed to 2 because it cannot be decreased
any further in the embedding process since there are no minus values.

- If value of a chosen pixel is odd, another one (1) must be added to make it even.
However, since no further value can be added to 255, this value is decreased by 1
to become 254.

Thus, all chosen values must be even values.
4. Process of Embedding a Secret Image:

One bit from each byte of one pixel in a secret image is embedded inside the
corresponding byte of the original image.

The pixel to be hidden is embedded inside the block. This pixel contains 4 bytes
namely ARGB, where A consists of 8-bits and the R, G, and B each consist of 8-bits.

One bit from these 8-bits exists in any of the ARGB values inside the corresponding
value of the original image by modifying the last bit using LSB.

The embedding process is carried out depending on value of this bit as follows:

- If a bit value in the secret image is 0, the corresponding byte value remains
unchanged.

- If a bit value in the secret image is 1, the corresponding byte value is reduced by one
to become an odd value.

The above steps are to be repeated until the secret image is completely embedded.
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Figure 6 illustrates the embedding process:

SELECT PIXEL
FROM THE
IMAGE
IFz
No S ODD & 255 Yes—
A 4
N Yes:
DECREMENT THE VALUE OF
THE PIXEL (Z) BY ONE UNIT
TO MAKE IT EVEN
INCREMENT THE VALUE OF
DON'T CHANGE THE PIXEL (2) BY ONE UNIT
TO MAKE IT EVEN
ﬁl\l 0—&Yesﬁ
INCREMENT THE VALUE OF
DON'T CHANGE THE FIXEL () BY TWO UNIT
TOMAKE IT 2)

of Ve
L *+

IF BIT
STREAM IS 0

l_N Ye s—l
DECREMENT THE LEVEL

VALUE OF THE PIXEL (Z) BY DON'T CHANGE
ONE

BIT STREAM MAPPED
WITH SELECTED IMAGE

PIXELS
(STEGO IMAGE)

Figure. 6: Flowchart of the embedding process in the proposed algorithm
9-2-2 The Extraction Process:

In this step, the secret image is extracted from the modified original image as
follows:
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1. Split the original image into blocks with (M*N) size the same as in the embedding
process.

2. Choose Z-pixels from each block by equation 1, the same one used to select pixels
in the embedding process.

3. After selection of the modified pixels Z, the secret image is extracted
- If a chosen pixel value z is even, the 0 value is extracted.
- If a chosen pixel value z is odd, the 1 value is extracted.

Figure 7 illustrates the extraction processes:

SELECT PIXEL FROM IMAGE

IF Z
Y& W Mo
h 4 k. 4
EXTRACT (1) EXTRACT (0}

BIT STREAM
(SECRET IMAGE)

Figure. 7: Flowchart of the extraction processes in the proposed algorithm

9-3 Problem Arising in the Extraction Process:

When a secret image is hidden inside another image, it becomes necessary to
identify the secret image size by measuring its length and width in order to properly
arrange the pixels.
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For example, if a certain secret image size has 16-pixels it means that such an
image would be 4 * 4, 8 * 2, or 16 * 1. Consequently, the sender should provide the
receiver with the length and width of the secret image to assist in properly arranging the
secret image pixels. As a result, identifying the size of a secret image is considered to be
extremely important.

e Solution:

There are numerous methods by which a receiver could be informed of the length
and width of a secret image. The most effective and secure method is when a sender
embeds the length and width of an image as a specific number inside the original image.
Thus the receiver would first extract the length and width of the image, and finally reset
the image and extract the message.

For example, a block of the original image is selected to embed such values or a
certain block is agreed upon between sender and receiver.

All information necessary is then delivered to the receiver to assist in extracting the
secret message accurately and efficiently.

9-4 Tllustrative examples:

The following table is an illustration of how each ARGB value is arranged in the
colored image.

255-178-17-84 255-159-0-26 255-194-19-86 255-222-0-41 255-144-0-40 255-205-30-95 255-186-0-62 255-232-21-64
255-252-19-0 255-224-0-0 255-235-10-28 255-233-11-34 255-189-10-86 255-148-0-32 255-202-12-58 255-249-11-26
255-222-16-62 255-153-0-0 255-228-5-23 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-232-1-17
255-221-18-61 255-223-22-66 255-218-0-18 255-172-15-17 255-150-0-57 255-208-1-21 255-236-17-5 255-237-18-15
255--194-19-8 255-144-0-40 255-205-30-95 255-186-0-62 255-182-6-71 255-196-20-36 255-216-26-55 255-232-1-17
255-228-5-23 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-228-5-23 255-252-19-0 255-224-0-0
255-208-1-21 255-216-26-55 255-228-5-23 255-193-17-90 255-205-30-95 255-208-1-21 255-236-17-5 255-236-17-5
255-208-1-21 255-236-17-5 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-228-5-23 255-193-17-90

ARGB values inside screen pixels.

This example illustrates the process of embedding one pixel inside an 8*8 sized
block.

1. Division of the original image into a group of blocks of size M*N, where:
M: Row number

N: Column number
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2. Pixels inside a secret image to be embedded are chosen according on the following
mathematical formula:

Where:

2x + 5%w

X: Row number

W: Size of chosen block, in this case equals 64

255-178-17-84 255-159-0-26 255-194-19-86 255-222-0-41 255-144-0-40 255-205-30-95 255-186-0-62 255-232-21-64
255-252-19-0 255-224-0-0 255-235-10-28 255-233-11-34 255-189-10-86 255-148-0-32 255-202-12-58 255-249-11-26
255-222-16-62 255-153-0-0 255-228-5-23 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-232-1-17
255-221-18-61 255-223-22-66 255-218-0-18 255-172-15-17 255-150-0-57 255-208-1-21 255-236-17-5 255-237-18-15
255--194-19-8 255-144-0-40 255-205-30-95 255-186-0-62 255-182-6-71 255-196-20-36 255-216-26-55 255-232-1-17
255-228-5-23 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-228-5-23 255-252-19-0 255-224-0-0

255-208-1-21 255-216-26-55 255-228-5-23 255-193-17-90 255-205-30-95 255-208-1-21 255-236-17-5 255-236-17-5
255-208-1-21 255-236-17-5 255-193-17-90 255-182-6-71 255-196-20-36 255-216-26-55 255-228-5-23 255-193-17-90

3. Values inside each one pixel chosen are modified so that the value of each one byte
of the four bytes existing inside an individual pixel is even. For example when
taking the first pixel selected from the block as:

A

R

G

B

255

194

19

86

The only two values to be modified are 255 and 19 that correspond to A and the
green color G to become 254 and 20, respectively.

A

R

G

B

2
54

1
94

2
0

8
6

The earlier steps are then repeated for the remaining pixels selected.
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4. The first pixel from the secret image is taken to be embedded inside the selected
block; then each byte value inside a pixel is transformed into a binary value, by
treating each bit independently. The embedding process then runs as follows:

For example, if the pixel value in the secret image is:

255 153 0 0

1111 1111 1001 1001 0000 0000 0000 0000

When embedding the first one bit of each byte into that pixel, the values of first
pixel chosen are as follows:

11111111 1001 1001 0000 0000 0000 0000

253 193 20 86

Thus modifications are minimal, helping to maintain the similarity between the
original image and the one containing the secret message. As a consequence, the
security factor is considerably enhanced.

In the extraction process, pixels in which a secret image has been embedded are
chosen by the equation 2, the same as used in the embedding process. Then a 0 value is
extracted from the byte that has an even value, and 1 from the byte with an odd value. It
must be taken into account that the secret image size is the first to be extracted by a
receiver, i.e. length and width values, following which the remaining parts of image are
re-arranged based on such values.

10 - Results and Suggestions

The proposed algorithm has been developed using JAVA, one of strongest
programming languages in the field of image processing which supports the loading of
images, analyses, extraction of their values, and transformation of such values into
another form through a series of commands. JAVA also provides the most essential
Graphical User Interface (GUI).

The hardware used in this experiment was a Pentium IV computer set with a 512
MB RAM and a 2200 CPU.
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10-1 Results:

A group of grey scale and colored images were used for the experimental program.
The following are some examples representing images of the pre and post embedding
processes:

Before:

After embedding the secret image:

M

2

The original image (1), after embedding the secret image (2):
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©)

The secret image after extraction from the original image:

4)
10-2 Conclusions:

The major advantages characterizing the use of colored vs. grey scale images
include:

1. The capacity to store larger volumes of data in such images, irrespective of nature
of the data.
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Increased security, as laymen would be unable to identify any secret data inside
such images due to the use and availability of a huge range of colors.

Speed is also a major factor, as the proposed algorithm is heavily dependent on
GLM, which is currently one of fastest algorithms. Fast processing is achieved by
embedding one bit in each byte. Some pixels remain unchanged, and thus do not
require sophisticated mathematical processes.

10-3 Suggestions:

Further developments can be made to such an algorithm to increase both reliability

and security. Some suggestions are:

1.

Improving an algorithm by hiding data inside more than one colored image, image
or other file, so that even if an image that contains the secret data is invaded, the
data cannot be completely extracted.

Encrypting an image or secret data, by using algorithms with strong encoding
capabilities before being embedded. Thus, even if the data were extracted, it would
become necessary to first decode the encryption, which would further complicate
the task of extraction.

The two processes mentioned above could be merged.

Developing a method to maintain the accuracy and integrity of the data even if the
image is compressed.

. Hiding the size of secret image (two values width and height) in another image. Thus

if the data were extracted, it would be impossible to reset the pixels of the image.
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Abstract

Zn,Fe; O, Ferrite samples were prepared by the usual ceramic method (x = 0,0.2, 0.4 , 0.6,
0.8). IR spectra were carried out for gamma irradiated and unirradiated samples. It was observed
that the absorption bands for all compositions were shifted to lower frequency after gamma
irradiation. The increase of the thermoelectric power and diffusion coefficient of the irradiated
samples were ascribed to the movement of Fe*" ions from tetrahedral sites to octahedral sites as a
ferraus ions (Fe®") at octahedral sites. This increased the hopping conduction between Fe** and
Fe* ions leading to enhancing the diffusion of electrons and thermoelectric power. These
compositions could be used as a sensor for detecting nuclear pollutions.

Keywords: Infrared spectra, Gamma irradiation, Ferrites, Environmental sensor,
diffusion of electrons.

1. Introduction

A series of samples of CO, yZny Fe,O, ferrites were prepared by the usual

ceramic technique. The samples were irradiated by “*CO gamma source with dose of 10°
rad. It was noticed that the diffusion coefficient increased after gamma irradiation. This
could be explained on the basis of displacement of metal ions from its original sites to
create lattice vacancies [1,2]. Also the lattice parameter of the studied samples has
increased due to the formation of ferrous ions under the ionizing effect of gamma
radiation.The investigation by X-ray analysis of irradiated Co-Zn ferrite was done to
show the effect of ionizing radiation on the structural and dielectric properties [3]. The
effect of gamma radiation on the thermoelectric power of Co-Zn ferrite was also studied
[4,5]. Far infrared absorption spectra show two significant absorption bands in ferrites,
first at about 600 cm™ and second at about 425 c¢m™ which were respectively attributed to
tetrahedral (4) and octahedral (B) sites of the spinel [6-8]. The study of the electrical

conductivity of the Co,  Zn _Fe,O, showed an increase after y irradiation of
these ferrites [6].

© 2008 by Yarmouk University, Irbid, Jordan.
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In the present investigation we will carry out a study on the effect of ionizing
radiation on the diffusion coefficient and the infrared spectra before and after irradiation
of the compound Zn _Fe, O, with the expectation that this compound can be used

as a sensor for the detecting of nuclear pollution.

2. Experimental

Samples of Zn Fe, O, system with x=0,0.2,0.4,0.6and 0.8 were

prepared by the usual ceramic method [11,12]. Samples were pressed in the form of
tablets and sintered at 1200°C for two hours. X-ray diffraction patterns showed a spinel
cubic structure. Contact on the sample surface were made by silver paste for electrical
measurements. The DC electrical conductivity was measured at different zinc
concentrations at room temperature (30° C) using an electrometer type 716C Keithley.
The thermoelectric power was measured and the diffusion coefficient, D, of electrons
was estimated from the relation [1,10]

o KT
Ne?

where o is the DC electrical conductivity, N = the number of atoms/m’ (4x10** nm"
%), e = the electric charge, and K = Boltzmann const. IR spectra were recorded by a
Parkin-Elmer infrared spectrometer in the range 200 to 4000 cm™.

D=

For irradiation study, the samples were irradiated with “°CO gamma radiation of
dose 10° rad at room temperature. The measurements were carried out after 2 days from
the irradiation.

3. Experimental Results
3.1. IR spectra of gamma irradiation

The infrared spectra of irradiated and unirradiated Zinc iron
(Zn,Fe;.0,) ferrite x = 0,0.2,0.4,0.6 and 0.8 are shown in Fig. 1. It is noticed that the
absorption bands for the different compositions shifted to lower frequency after gamma
irradiation. The following table shows the absorption bands before and after y

irradiation.

Table 1: Effect of y Irradiation on the absorption frequency of IR for irradiated and
unirradiated samples

Before Y irrad. After ) Irrad
X Ji [ fs fi L fs
0 300 450 550 290 440 540
0.2 290 450 550 275 440 535
0.4 295 440 535 290 430 525
0.6 290 440 530 275 430 525
0.8 310 445 530 290 435 520
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Figure 1: IR spectra of Zn, Fe; O, ferrite (x = 0,0.2,0.4,0.6,0.8) for
gamma irradiated and unirradiated samples.

The change in the frequency bands is due to the change in Fe''-O* internuclear
distances for the octahedral and tetrahedral sites. It has been reported previously that the
high frequency band f; is belonging to the tetrahedral sites and the low frequency band f;
to the octahedral complexes [12], where f; band can be assigned to Zn®" of the
tetrahedral vibration. Gamma irradiation of the ferrite samples causes shifts in the two
bands
fi, f» to lower frequency. The cation distribution of iron ferrite 30, is given by (Fe’),

[Fe** Fé'ly O] [2]. The hopping electrons between Fe** and Fe’* ions participate in
shifting the absorption band to lower frequency. The ionizing of Fe*" ions to Fe’" after
irradiation decreases the bond length of the octahedral and tetrahedral configuration
leading to shifting of the absorption bands to lower frequency as indicated in the table.
This is because the radius of ferrous ions is larger than that of ferric ions which increases
the bond strength thus decreasing the absorption frequency. The behavior of our results
is similar to that given in previous work [11].
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3.2 Thermoelectric power

The effect of ) -rays on the thermoelectric power of Zn, Fe;_ O, ferrite is shown in

Fig. 2. The increase of the thermoelectric power for irradiated samples might be
explained as following:

6 HV/K

-220 4

-240 —T
0.0 02 0.4 0.6 0.8 1.0

Fig. 2

Figure 2: Thermoelectric coefficient as a function of Zn
concentrations x at 30 C for irradiated and unirradiated samples.

The electronic behavior of unirradiated F304 of cation distribution is given as
(Fe), [Fe*'Fe*']y O f " [2]. The increase in Fe** / Fe' ratio leads to increase in the rate
of the electron exchange between Fe’” and Fe’*. However, the seebeck coefficient has a
negative value which indicates that the majority carriers in our system are electrons. The
values of the thermoelectric power of irradiated samples which are higher than those of
unirradiated ones confirm the creation of Fe*™ ions after irradiation giving rise to more

hopping electrons and hence the thermoelectric power. The behavior of our results is
similar to that in previous work [2].

3.3 Effect of gamma irradiation on the diffusion coefficient

The effect of gamma irradiation on the diffusion coefficient of electrons in the
system is shown in Fig. 3. It is observed the diffusion coefficient in the irradiated
samples increases. The negative values of the seebeck coefficient indicates that our
samples are n-type semiconductor before and after irradiation. Our diffusion coefficient
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results of (Zn?F effx )n [F 612ij et ]B Of " spinel show large difference before and

1+x

after y -irradiation. This might be explained on the basis of electron conduction

mechanism caused by the electron hopping between Fe** and Fe** ions on the octahedral
sites. The increase of the diffusion coefficient “D” with increasing concentration of Zn**
ions can be attributed to a decrease in Fe'" ions at the tetrahedral site leading to
migration of Fe*" ion from tetrahedral to octahedral sites as ferrous ions [11-13]. This
leads to an increase in the Fe** / Fe'" ratios on the B sites and in turn an increase of the
diffusion of electrons through the exchange between Fe’" and Fe’* ions.The increase in
the D values by J -irradiation can be interpreted as follows:

y+Fe’ <> Fe' +e

This interaction generates some Fe’ ions on octahedral sites and causes an increase
in the Fe*"/Fe® ratios on the octahedral sites (B). The IR spectra of Zn,Fe;_,O4 show that
the position of f; band is assigned to the tetrahedral vibration of Zn** ions which does not
exposed to change after irradiation. The behavior of our spectra is similar to that in
previous work [2,4].

1.0

Fig. 3

Figure 3: Diffusion coefficient, D, as a function of x for irradiated
and unirradiated samples..

411



Tawfik and Al-Ghamdi

Lol daadlly S pdll dadlall (el Qlsal 5l pecell Cond il

haldll daaly Badgi bgdl e

uadle
el Lol @l ddgyky ZngFes O Gaejlall Cuyd G Glie Gpas adl
Andiall jue oISy Lolay daiall clisall £l yandl Ciat cinh ubid s, (x = 0,0.2,0.4,0.6,0.8)
Mol gl way (AdRSs uys sad 213 W8 SN pead Gelate¥l aja of Lasls
Sl Ea) o5a dadall Slall LYl Jelae AiSs Gl 8,8l & sab3l o

Tl bl phiall aas¥l gled palsall I plisiall aas¥ el palsall g0 Fe o' wpuall
. Fe**

Sl subs I el Fe o™ clisel s Fe ?™ clisl o hopping Jusss solyj SN il sdas
.a,i‘)‘):.\g).es.” 3)..\.3.”3 QL"_”;;SJY\

(a3l Bl GBS Sl o Lgaluitil (Ko (GS1,1) cliall 53 0

References
[1] Hemeda O. M. and E1Saadawy M., Mag J. And Mag. Mat., 256 (2003) 63.

[2] Mousa M. A., Summan A. M., Ahmed M. A. and Badwy A. M., J Mat. Scien.,
24(1989) 2478.

Darwish N. Z., Hemeda 0. M. and Abd-E1Ati M. L, Appi. Rad. Isot., 45 (1994) 4.
Mousa M. A. and Ahmed M. A., J. Mat. Scien., 23 (1988) 3083.
Hemeda O. M. and Darwish N. Z., Appi. Phys. Comm., 13(1) (1994) 29.

Ladgaonkar B. P., Kolekar C. B. and Vaingankar A. S., Bull. Mater. Sci., 25(4)
(2002) 351-354.

[7] El-Hiti M. A., El Shora A., Seoud A. S. and Hammad S. M., Phase Trans., 56
(1996) 35.

[8] Josyulu O. S. and Sobhanadri J., Phys., Status Saudi (a) 65 (1981) 479.
[9] Hemeda O. M., Phase Trans. M, 51(1994) 87.
[10] Ahmed M. A., El-Hiti M. A.and E1-Shabasy M., Fizika, A3 (1994) 25.

412



Infrared Spectra of Gamma Irradiated Zinc Doped Iron Ferrite

[11] Amer M. A. and Hemeda O. M., Hyperfine Inter. 96 (1995), 99.
[12] Amer M. A., Phys. Stat. Sol., (a) 145 (1994), 157.

[13] Islam M. V., Asharf chaudhry M., Abbas T., Atif Abbas, Hashmi K. A. and Saima
Khan, J. Res. Scien, Baha Uddin Zazariya University Pakistan 14 (2) (2003) 241-
245.

413






ABHATH AL-YARMOUK: "Basic Sci. & Eng." Vol. 18, No.1C, 2008, pp. 415-423

Determination of Radio Nuclides for some Local
Foodstuffs in Republic of Yemen by using
Gamma Rays Spectral Analysis Technique

Khalid AL-Magqtary , Mohammad Murshid*,
Abdulaziz Bazohair ** and Mohammad AL-Zuhairy*

Received on Dec. 10, 2006 Accepted for publication on March 17, 2008

Abstract

This study is considered as the first research study on locally produced consumed food in the
Republic of Yemen. The objective of this study is to measure concentration of radio nuclides *’Cs
and*’K IN food samples produced in Yemen. Twenty two local foodstuffs samples were collected
from provinces, Themar,Ibb,Hudaidah and Lahj, due to the massive crops production. Gamma
spectroscopy consist of high purity germanium ( HPGe ) detector with resolution of 2.11 keV at
1332 keV energy which related to ®*Co isotope. The detector is interfaced to two amplifiers and
multichannel analyzer (mca). The maximum concentration of *’Cs was found in garden pea
samples brought from Lahj province 13+ 1.5 Bq/kg . The minimum concentration was found in
wheat samples brought from Themar province 2.5+ 0.2 Bq/kg .The maximum concentration of
“K was found in garden pea samples brought from Lahj, 1000£15 Bq/kg. The minimum
concentration was in forage sorghum samples brought from Hudaidah 40+1.5 Bq/kg.The studied
samples are radiological safe and okay for human consumption.

Keywords: Yemen, Foodstuffs, Concentration, Radioactivity.
L. Introduction

There is a clear link between exposure to radiation and the contamination of food.
Nuclear releases are directly deposited in crops, water and soil, or they are indirectly
transferred to man by food or water [1] or directly by cosmic rays and radon. (Figure 1)
shows the contamination ways of food and water intake by human. The radionuclide
contaminating food is of four sources. One of these is natural. The others are all
artificial.

a. The natural source includes all the natural radioactive isotopes YK, Uranium, and
thorium series, Cosmic rays etc.

b. The artificial sources which include:

1. Nuclear weapon testing,
2. Nuclear accidents,

© 2008 by Yarmouk University, Irbid, Jordan.
*  Physics Department, Faculty of Science, IBB University, Yemen.
**  Physics Department, Faculty of Science, Haghramout University, Yemen.
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3. Operating of nuclear facilities, and

4. Retainment of nuclear fuel.

Because of the hazardous effects of these sources on human health. the permissible
annual limits intake (ALI) were determined for every single radioactive isotope by the
International Commission on Radiology Protection (ICRP)[2].

Furthermore, many studies are increasingly promoted to estimate the contents of
natural and artificial radioactivity in foodstuffs [3-12]

The purpose of this study is to investigate the contamination of local foodstuffs in
Yemen by forms of radiation. natural or artificial. It determines **K and "*’Cs contents in
such local foodstuffs.

Water
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Figure 1: The contamination ways of foodstuffs via the radio -nuclides

I1. Experimental procedures

The samples of foodstuffs were collected from provinces Themar,Ibb, Hudaidah
and Lahj and brought to the laboratory, thoroughly cleaned from impurities and dried at
room temperature and kept in Marinelli beakers for 40days.

The laboratory gamma spectrometry setup consists of horizontal high purity
germanium (HPGe) detector with a sealed preamplifier. a bias high voltage supply, a
liner amplifier, a detector shield made of 5 c¢m thick lead lined with aluminium and iron
plates for x-ray degradation, and a multichannel analyzer(mca) of Ortec-model with
1024 channels as shown in the block diagram (Fig.2)
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Figure 2: Illustrates the system of detection and measurement of ) - rys

The Hp Ge is a Canberra model with a crystal having diameter of 15.2cm, a length
of 7.5cm and a resolution of 2.11 keV at the gamma line 1332kev for “’Co radioactive
source. Energy calibration (Fig.3) is needed to identify the photo-peaks present in the
spectrum.

1600 —
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400 T T ]
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Channel No.

Figure 3: The energy calibration curve
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Efficiency calibration is necessary for radioactivity measurement. For this reason
we used a standard sealed '**Eu radioactive source contained in Marinelli beaker. This
source has a long half-life (13.50 years) and produces multilined spectra, which contain
the major photo peaks usually encountered in natural radioactivity measurements. The
Efficiency is given by the following

. Cps
Efficiency(g) =
fficiency(&) T,

XT00 o (1)

V4

Where:

Cps: is the count rate or count per second

A: is the activity of reference radio nuclide in (Bq)

I, : is the intensity decay (%) of photon emission at energy (E)

The calculated efficiency curve is illustrated in fig. (4)

0.80 —

0.60 —

0.40 —

Efficiency (0/0)

0.20 —

0.00
I I I I

(] 400 800 1200 1600
Energy (KeV)

Figure 4: The Efficiency Curve
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For the radionuclide measurements in samples, radioactivity levels were found very
low. For this reason, large containers were to be used and longer measuring time were to
be allowed. Large containers can make auto-absorption error on the results; therefore, it
is recommended to use the Marrinelli beaker geometry which gives optimum results for

counting times of 4000 sec.

I11. Results and Discussion
Minimum Detectable Concentration (MDC) [13] is given by:
MDC=4.66 (Sp/€ L,W)....oiiiiiii 2)
Sy, is the estimated standard error of the net count rate.

& 1is the counting efficiency at the specific energy (%)
I, is the intensity per decay (%) of photon emission at the energy (E)
W is the weight of the sample in kg.

The specific activity of the sample (Bg/kg) is calculated as follows [13].

SA= e 3)
el W

Where:
C : is the net counts of the photo peak (Bq).
t.: is the time count of measurements (sec).

The Detection Limit (DL) of our method is calculated by Currei equation [14] as
follows:

D.L.= 2077 +320JBG, Concentration(c) @
NetArea(a)

Where
B.G. :is the background

C : is the concentration of the sample
a : is the net area

In (table 1) we present our measurements of "*’Cs concentration in various food
crops at the different locations of study.

In (table 2) we present our measurements of **K concentration in various food crops
at the different locations of study.
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The results showed that the concentration of Cesium ranges from) 2.5 £ 0.2 to
13£1.5Bg/kg), and for Potassium from (40.5 £1.5 to 1000£30Bq/kg).

By comparing the results of this work with those published by World Health
Organization (WHO)[16.18] or. The International Commission on Radiological
Protection (ICRP) [17] and the Annul Limit on Intake (ALI)[16.19 ] it was found that

the radioactivity of the nuclides in the investigated local foodstuffs is less than the
internationally permissible limits. In other words, we can conclude that such foodstuffs
are radiological safe and okay for human consumption.

Table (1): Concentration of '*’Cs Bq/kg

Sample Province

Themar | Hudaidah | Ibb Lahj
Wheat 2.5+£0.2 - - -
Barley 44+03 |- - -
Indian Corn B.D.L 3.6£0.4 42+03 |3.3+0.2
Forage Sorghum 3.7£03 | 3£0.2 4+0.3 10+ 1
Pros Millet - 3.5+£0.3 - -
Chocolate Corn - - 5+£0.3 7+0.3
Broad Bean - 4+ 03 - B.D.L
Sesame - B.D.L B.D.L 4+ 0.3
Garden Pea 85+0.7 |- - 13+ 1.5
Arachide - - - 8+0.8
Coffee - - - 5.6£0.5

B.D.L. = Below Detection Limit
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Table (2): Concentration of “’K Bqg/kg

Sample Province

Themar Hudaidah Ibb Lahj
Wheat 160+ 16 - - -
Barley 750+ 20 - - -
Indian Corn 170+ 20 110+ 10 130+ 7 600+ 55
Forage 220+ 25 40.5+ 1.5 140+ 10 300+ 30
Sorghum
Pros Millet - 250+ 30 - 200+ 15
Chocolate - - - 192+ 12
Corn
Broad Bean - 90+ 10 - 200+ 15
Sesame - 80.1+ 1 130+ 8 300+ 80
Garden Pea 730+ 67 - - 1000+ 30
Arachide - - - 82+ 1.7
Fenugreek 200+ 15 - - 90+ 2
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Geochemical and Petrographic Properties of Rocks
of the Volcanogenic Sedimentary Formation
in Al- Bassit/ Qastal Maaf / NW Syria

Mahmoud Mostafa

Abstract

Detailed geochemical and petrographic study of the rocks of the Volcanogenic
Sedimentary Formation in Al-Bassit area NW Syria indicates a deposition in deep marine
water environment at the continental margin of the Arabian plate and intense volcanic
activity adjacent to it. In the field, we distinguished the principal succession in the Qastal
Maaf area is represented by one or several submarine alkaline seamounts essentially
within ribbon radiolarite . After the end of volcanism activity, the seamount volcanic rocks
were capped by Fe/Mn oxides. The alkaline rocks form a disrupted blocks and an intensive
emergences. Geochemical study support the occurrence of different rock types which were
studied petrographically. These are siliceous-clay rocks, radiolarite, calcareous rocks,
marl,and nepheline -syenite.

Keywords : Volcanogenic sedimentary formation, Syria, Al-Bassit area, Qastal Maaf

area, radiolarite, volcanic activity, deep deposition, submarine seamounts.

References: JESE

[1] Parrot J.F. Assemblage ophioltique du Baer-Bassit et terms effusivs du volcano-
sedimentaire travaux et documents de L.O.R.S.T.M.N,., (1977).

[2] Delaune-Mayere M. and Saint-Marc P., Donnees stratigraphiques nouvelles sur les
sediments oceaniques mesozoiques associes aux nappes ophiolitiques du Baer-Bassit
(NW-Syrien). Cah. O.R.S.T.0.M.,ser.Geol,11(1979)151-64.

131



sibhuas

Lasbis Gand iliy 6 @l€as jsiall sda OF ) Loldll jedall & 550l juobiall G pas -5
A(12:<dl) (S:dsuall) @l Gholgll G cupilly 83LAN Gilye ¥ wie

1000

Syn-COLG ‘

w | et

N\

sk jeud ailiw: WPG

0| Loswgtall Lnaaall il e ¥ lin: ORG

Lookas LS, i Syn-COLG
Lo gilll oSl clig: VAG

83Ls il yel g Laah goud cilin: WPGHAOR ORG
1 T T T
1 10 100 1000 10000
Y+Nb
\%
WPG
100 4
e}
=z
10 WP+
AOR
VAG+Syn-COLG A
y l ORG
1 10 ’ 100 1000 10000
Y

ssimall (Saliygaall wpuatll Jau¥l 46 Y/ Nb bbdo (o o Ae¥ & YAND/ Rb hbas(H(12):d<s
Sl l W Gl e 0 @ (ppam) Gsalall 8 e5a A peliall Wl Susy [20] Lslall

130



Tt IS ) LS st Ludl g ll 5 LismSsndl ol gl
Ty st Jlad [ilao S /hnput] ibia

Ottty Onflasld Oty e gans M ilas Bk sd ptl) e ganall jsdus i -3
cCoaed — bl G LsSe Lok Lsls 4L Al L1

Wligd — suisilidald St G EsSs L sanll Unuste Lgac Lslill dlle Ll dule .2

0 Yalelaia

K20

Si02

Akl e oy s ponal) bigal) Glle <55 Badi o pspenlisdll/ (0S5 bilaie $(11) Y2
[20] i st sl
iausiall Leganall jodms ¢ it — Sl Drala¥) Lkl deganall joim J) Sl (Say -4
Jolatis ¢ LolaSom Olialato ot ¢ lua Lo JS Elsish — outioildalh Sy oy Ldsanl)
Liaall Sl Lgas o bl Sy gl OF OSay COMEAYs ¢ Bualy Wolae pendilly Lgnpon
e A il ims ¢ % 10 > Ol s casilill Lty %10 < Ol i il 2m
RPN ANE[JENCAR R R G IR TSR PR

129



10000

1000

Sr

100

SiO,

[22]bapescd) Libie & Lldll jsiuall o gad g el sl i 2(9) S

2500
2000
1500

Ba

1000

Si0,

[22] el G & G5l siall s L/ sSaled) blais 3(10) Y

128



Tt IS ) LS st Ludl g ll 5 LismSsndl ol gl
Ty st Jlad [ilao S /hnput] ibia

Cilae Jhawd dikis 6 8ol yuoslial LibuesSll Jullasll Joua 1(5) Joua

Sample N Y Zr Sr Nb Rb Ba
1 - - 10 - - 16
2 - - 10 - - 2

3 - - 12 - - 2

4 - - 11 - - 5

5 - - 14 - - 3

6 - - 12 - - 2

7 - - 7 - - 2

8 2200 2619 142 482 131

9 1584 1633 298 359 127

10 3647 1447 389 264 89

11 3467 3249 161 766 105

12 3453 3393 121 768 114

13 - - 90 - 25
14 - - - - - -
15 25 240 1695 20 - 191
16 54 452 2000 101 - 2000
17 22 205 409 46 22 194
18 32.36 299 709 81 12 665
19 40 389 645 105 16 642

c 1281 my Laslsuall dalall L dl 5y G ¢ 14 = 10 Sliall o I dulyull 15 4 7 -1 &bial)
(p.p-m) Gisalall i e3a sansll ([15] e 19 Lugall [1] e 118 - 17 cligall

127



sibhuas

OF Sy Ll Agas Hlanntldll Gulas (3 psaalisal) Jas oyl puaic St LalSe) o Euas
S5t oy Hath gl [15]lesalil) 3ulas I ST yumic o puamiall Ligh ulall ALY g3ai
MEO 5 o Ly Tlall IS0l Jus (105 9:JISEY) Gy ppmall liall b edls Sty ol ol
arat O Jod - Lle¥l leb ) A Luld 53a8 cllee J) cosd 0 Lazlall sda of ] Ladsis
Sebas e 0l (s Jop Sl Ssiil] a5 5 g3l e Ll Gohis Llasll sda bl )
S sl las N Ca0  Laladil gyas o (Say 1iSas dlol Laluil Lazlo Go el
- [16]csit s¥ sales M MgO aislisg ALO;3 wil3is

s Nb Llie Y 5 TiO2 lis Zr 5 Zr Jolis Y 5,0l polial 8 lisall cocliil) mud yudis
ol el s e Lg)uall Lakial) joio psss Al (Ssd:sleall) « Rb Jolis NbHY
Ol cilhbaall sdgl Uiy 5 . (12:0€al) (WP Yisgall dad itiall Jialls (( OIB ) sl
coine S 5ok Oe Lails e Ridie sk Ge el Y il i spadd] Ol

bl Lt
Joins (1) Joun) cilne Jlaa e 835t bl clipall e 81yaall ibumSsund) Laalyull i
) il I palds (3) Jos sl Giia 5 (2)

Ll yall e Sy ) paall 1o ssas (e LbiaSounll alahydl i adl -1
./LA‘):\.‘: 3¢ Q‘)Lo ¢ L“.uu.‘s )\5&.‘4 fﬁla“)YxJ‘) fw.u'a.l»)\.ﬁé.& )\5&4/2—\;‘9‘)‘:‘9‘)@“

(10:J201) dyigio s ptl) Lo somall () Ltadliy ilas Moo 5 dyslill jsiall o5 -2
< K,0+NayO(4: Jsaall) il Lol saadl cMlobaall sucli Sle 1ol dlis(11: <)
= Si0; wic 10 < K;O/N2,0 5 % 50 = Si0,  wic 0.6 < K;O/Na,O %5
foms . [22] % 19 — 14 oy Lle ALO; muie 1,3 ssuny Losac daisis TiIO, . % 55
A (e ¥ Lgili 3,0 < MgO 52,0 < KhO/NayO (hues ciaai ¥ jsaall sidca o

- sl el e sanall N a3 Y Ll a5 [23] Lslisll 358 e gonall

126



Tt IS ) LS st Ludl g ll 5 LismSsndl ol gl
Lipsew it Jlad /iilas Y /oyl dibis 4

62 72
Sioz2

[18]ciua Lslill jsiall b 1Ghhe/ Skl £ gans Sballl (55auall cataill TAS bhas 3(7) <&

Sioz,

Agalall jeaall 8 KLl / alysldll f pens JleSIl (g aall iyiaill TAS Lbast (8) J<i
16] cen

125



1.00

S
X
S
w 0.10
=
2
(&}
0.01
40 50 60 70 80 90 100
Sio2
0.40
0.30
[aed
o]
&
- < 020
~
Qo
=

0.10

. 000
2.00 3.00 4.00 5.00

Si02/A1203

[17]m Asldll il gn TiO,/Al,O; / Si0y/ALL,O3 hhis @ (6) J.S.u“.:

124



Tt IS ) LS st Ludl g ll 5 LismSsndl ol gl
Lipsew it Jlad /iilas Y /oyl dibis 4

AI208 /K20 + Na20

3.0
‘®
.,O

1.9 A
2 @
1.0 1 ‘
0.5 \ \ \
0.5 1.0 1.5 2.0
Al203/CaO+K20+Na20
1,05+CaO+ K20+Na20);-\_.”_,ﬁ]\3 fHLﬂ‘/ﬁH{}‘S‘U uld b b, :(3)J<
[20]% 74.\“‘513.” )\5&..4." L;ﬁ (A1203+K20+N320
16 - |
14
12
8 10
2
T 8
g 6
4
2
0
36 41 46 51 56 61 66 i

Sio2

123



sibhuas

Lilaa S sl Loyl dilaiall Tilan ¥l cdlataall Jpan 1(4))50n

Sample No. 1 2 3 4 5 6 7

Na,0+K,0 9.31 7.84 1147 9.46 8.25 10.91 8.57

Ca0 4.55 5.65 1.75 4.2 6.3 2.1 4.9

Na,0+K;0 + CaO 13.86 13.49 13.22 13.66 14.55 13.01 13.47

ALO; 21.13 20.57 2243 21.22 19.92 20.22 22.75

Al 0;/Na,0+K,0

+ Ca0 1.52 1.52 1.70 1.55 1.37 1.55 1.69

Al,0;3/Na,0+K,0 2.27 2.62 1.96 2.24 241 1.85 2.65

CaO/Na,0+K,0 0.49 0.16 0.33 0.59 0.66 8.62 0.57

Si0,/ALO; 2.54 2.60 245 2.55 2.76 2.80 2.31

Ti0,/ALO; 0.05 0.04 0.01 0.06 0.06 0.02 0.04

Sample No. 8 9 10 11 12 13 14

Na,0+K,0 13.17 15.04 14.84 2.78 53 5.4 2.97

Ca0 245 0.75 0.7 154 9.95 13.46 13.15

Na,0+K;0+CaO | 1562| 1579| 1554| 18.18| 1525| 18.86| 1612

AL O; 20.9 18.16 19.63 16.21 13.3 11.73 12.5

Al,0;3/Na,0+K,0

+ Ca0 1.34 1.15 1.26 0.89 0.87 0.62 0.78

Al,0;3/Na,0+K,0 1.59 1.21 1.32 5.83 2.51 2.17 4.21

Ca0/Na,0+K,0 0.19 0.41 0.42 2.55 1.34 7.59 443

Si0,/ALO; 2.58 3.25 2.84 2.51 3.09 3.23 3.23

TiO,/ALO; 0.02 0.02 0.03 0.17 0.25 0.30 0.35

Y 0.40 0.94 0.98 9.60 8.37
Sample No. 15 16 17 18 19 20 21
Na,0+K,0 15.58 15.09 9.56 13.45 35 4.05 5.93
CaO 0.45 0.38 1.75 3.21 15.22 10.62 5.74
Na,0+K,0 + CaO 16.03 1547 11.31 16.66 18.72 14.67 11.67
AL O; 23.01 22.12 21.66 21.01 11.08 14.25 15.54
Al,03/Na,0+K,0 + CaO 1.44 1.43 1.92 1.26 0.59 0.97 1.33
Al O;/Na,0+K,0 1.48 1.47 2.27 1.56 5.35 3.52 2.62
Ca0O/Na,0+K,0 0.03 0.03 0.18 0.18 4.35 2.62 0.97
Si0,/AL 04 2.24 2.29 2.44 2.62 3.91 3.07 2.75
TiO,/Al, 05 0.01 0.00 0.02 0.03 0.24 0.22 0.24
Zr/Y 1.19 1.03 9.32 9.24 9.73
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Laslill gl Lila S gl Slnal] i

(2 Jal) Gilas Jaws Lihie 5 45lal jsaall (Harker,1988) Sila cilhhas yglss
wreSY Lecilly L Ll slabias yolts Sm daly ki (o5t wie juoliall s o clidlal
LS onslilll bise wie aprea¥) Guaid dlanly o(30J<all)e el sl clise wie pgialY)
s OGSy laily Laygs (S:USl) (40K pspaigsiadls caselll (g mmic s Ly slall glis
Gstins pailin (8:0<all) 5 (7:0all) (6:0<al) L3kall b julat 5 Lo clejill sda JS
S g5 pialdl] Jslis dati o ¢ FeyO5 (soinny — LilS dajuy msly e 1 915 — TiO,
Laslal) oulaalls

Bl b gyl GS,l) ST G Tpgnsl) pall Eilaarll Sl 2(3) S

1 2 3 4 5 6 7 8

SiO, 60.85 62.10 7.01 6.75 1.23 1.12 94.01 92.89
TiO, 0.11 0.06 0.09 0.10 0.01 0.02 0.02 0.02
AL O4 1.95 1.79 1.77 1.79 0.07 0.09 1.90 2.01
FeO 1.85 0.85 0.88 0.85 0.06 0.07 0.70 0.75
MnO 0.05 0.05 0.05 9.06 0.12 0.11 1.06 0.99
MgO 0.40 0.47 1.40 1.39 0.45 0.42 0.40 0.42
CaO 18.25 18.73 48.30 49.01 55.01 53.60 0.31 0.30
Na,O 0.08 0.03 0.07 0.05 0.05 0.07 0.15 0.12
K,O 0.30 0.30 0.30 0.35 0.03 0.08 0.30 0.25
P,0s 0.05 0.04 0.05 0.05 0.05 0.10 0.01 0.01
H20 16.11 15.85 40.08 30.6 43 44.30 1.20 2.24
Tot. 100 100 100 100 100 100 98.85 97.76

Y500l ~(8T). gunlS. mnn(6-4).J o -(3) olll anl S sz -(2-1)
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Cilae s Bihis b slill jpiall b L )l juonliall abaa Sl Jllatl 2(2) Joaa

1 2 3 4 5 6 7 8 9
Si0, 53.67 53.49 55.02 54.02 55.05 56.69 52.51 51.6 50.6
ALO; 21.13 20.57 2243 21.22 19.92 20.22 22.75 23.01 22.12
Fe;0; 3.04 3.78 3.4 3.45 32 345 2.62 2.96 3.87
TiO, 113 0.9 0.17 1.28 1.28 0.33 0.98 0.21 0.1
Ca0 4.55 5.65 1.75 4.2 6.3 2.1 4.9 0.45 0.38
MgO 1.25 18 0.5 0.75 1 1 1.5 0.05 0.07
KO 3.76 3.1 5.7 53 3.1 53 5.8 4.72 5.02
Na,O 5.55 4.74 5.77 4.16 5.15 5.61 2.77 10.86 10.07
LOI 5.45 5.34 5.21 5.34 5.36 5.39 5.17 4.03 4.17
Tot 99.53 99.37 99.95 99.72 100.36 100 99 97.89 96.4
10 11 12 13 14 15 16 17 18
SiO: 40.73 41.1 52.95 55.04 53.78 59.11 55.76 40.4 39.9
ALO; 16.21 13.3 21.66 21.01 209 18.16 19.63 12.5 12.33
Fe; 05 12.06 10.7 3.04 3.39 2.39 3.79 3.79 7.4 5.41
TiO; 2.73 3.35 0.4 0.6 0.5 0.4 0.5 4.34 3.14
Ca0 15.4 9.95 1.75 3.21 245 0.75 0.7 13.15 13.18
MgO 6.5 6.8 <0 <0 <0 <0 <0 7.96 8
K0 0.8 3.25 5.29 6.02 6.2 6.66 5.2 0.87 2.1
Na;,O 1.98 2.05 4.27 7.43 6.97 8.38 9.64 2.1 1.46
Lo1 4.53 6.7 5.42 5.07 7.09 4.17 6.4 - -
Tot 100.9 97.2 94.78 101.77 100.28 101.42 101.62 88.72 85.52
19 20 21 22 23 24 25 26 27 28
SiO: 43.3 43.75 42.75 50.76 39.28 40.21 53.95 54.99 51.60 50.60
ALOs 11.08 14.25 15.54 20.87 2.05 1.46 13.80 13.73 23.01 22.12
Fe;0; 10.02 12.72 12.78 8.50 8.38 8.38 8.66 8.4 2.96 3.87
TiO; 2.7 32 3.75 0.30 031 0.26 0.27 0.33 0.21 0.10
Cao 15.22 10.62 5.74 5.08 530 9.98 10.25 5.61 0.45 0.38
Mgo 7.13 7.06 7.18 31.26 30.29 10.09 10.30 3.79 0.05 0.07
K.0 0.8 1 14 0.04 0.01 0.22 0.10 0.22 4.72 5.02
Na,O 2.7 3.05 4.53 0.12 0.06 1.23 1.20 1.45 10.86 11.07
LOI - - - 13.30 10.98 - - 4.80 - -
Tot. 92.95 95.65 93.67 99.59 99.09 100 100 99.54 97.10 97.29

(A R jstss bl jsas-/ 20 519 517185115105 9 58 tnliall

il sde 5 bl cnildl jsdis - /26-255 16-12 57-1: cliall

T i) el sl Jullal 2822 5 11 -1 il
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hilas Jaus 4 volcanic tuff rocks AlS,ll bl jsimy « diabase rocks Ll jsie -5
20. 519 5185175114105 9 $8:biwall (2:J5uall)
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(3J3.LA) byl g_s 9 231~_\L44“ﬂ\ (ldj.\.;) il Haos 9_.6 marl rocks Lo jedo -7
3. 4l
(2:Jsaalbasanits rocks =uljlll ;s5ms nepheline -syenite. ubadll cuipudl jsam -8

. 26-254516-12 47-1: cluall

WL o syl heill Laglal) el jsiall e laadl Lbiasl Jllasd) o] w8l

PPN RON PRV N[ SPCURIY £ A POV SVENPN | USIF PE{ R XUSPERR NPUW g S LW
e (2sl:dslaall) Glas Mo (oo JS (0 Ol paa] S LA 5 ¢ E ) Yol ) jsas
i ) Lanalls il g yill Syl i sla Lal Uik Wiy (31 500) Laguel) iy cugil

[7.8] Sla¥l b Gl

e Jhd b Lyl S UK G Lyl siall Lo Jlall 2(1) S

1 2 3 4 5 6 7
SiO, 7.03 6.75 2.71 1.12 86.32 91.80 61.90
TiO, 0.07 0.10 0.31 0.01 0.20 0.02 0.06
AlLOs 1.77 1.79 4.14 0.08 10.20 2.01 1.95
Fe,0; 30.8 0.85 0.60 0.06 2 1.80 0.80
MnO 0.10 9.06 0.028 0.10 3.33 0.10 0.05
MgO 1.40 1.39 3.02 0.43 0.25 0.42 0.45
CaO 48.20 49.01 46.68 54.69 0.7 0.32 18.30
Na,O 0.17 0.05 0.03 0.05 0.04 0.10 0.03
K,O 0.38 0.35 0.13 0.05 0.12 0.26 0.27
Cr0; - - 0.001 - 0.08

Lol 40.40 30.6 42.42 4335 3.34 2.26 16.14
Tot. 100 100 100 100 99.98 97.79 100

cglS Slae 17 uy¥saoly 16-5 glS 2a 143 bk 2-1
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