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There are other types of restrictions and security measures that could be performed
on a router, most of which are using Access Lists; rules applied to different ports of a
router (VTY, Ethernet, and Serial) to restrict some actions on the router and to protect it
from any external attacks [11].

Telnet and Enable passwords are necessary to connect to a router in order to apply
different configuration commands on it [15]. By frequently changing such passwords, a
router could be considered in safe position. Handling changes with these passwords is a
little bit hard, especially, if the company has several routers to maintain. CISCONF can
handle this matter easily by storing the new passwords in a database; in addition,
CISCONF can generate random passwords thus making it harder for a hacking process
of such passwords to occur.

Since the majority of today’s networking problems come from the Internet, the
process of disabling IPs can help in keeping the whole LAN secure and protected from
outside attacks [11]. Let us assume that one of the PCs becomes infected with a worm
virus that spreads information from that PC to the net, this PC would slows the
performance of the whole network hence, consuming most of the line's bandwidth
(upload). A simple protection measure from such problem would be by just disabling the
infected PC's IP from connecting to the router; in this case the PC is disconnected from
the Internet and hence, the problem is contained. With CISCONF, it is even very easy to
disable IPs of a whole network segment by just providing the starting IP number and the
total number of IPs to be disabled in that segment (provided that the segment uses a
consecutive IP numbers), thus preventing them from accessing the router.

Disabling all of Telnet connections to a router adds another level of security to that
router. This will assure that there are no IPs in the world that can access that router, even
if a hacker knows both the Telnet and Enable passwords. To disable specific IPs and
enable others, a specialized configuration can be performed to a router [11], which can
also be done easily by CISCONF.

Simple Network Management Protocol (SNMP) is a widely used protocol for
monitoring the health of network equipments like routers [16]. Restricting SNMP
service in a router will prevent hackers from reaching vital statistical information from
the router, like the bandwidth for a given port, thus endangering the security of a
network. Obtaining such information is bandwidth consuming and may not be preferable
by network owners [10]. CISCONF can handle this type of security by applying the
necessary sequence of 10S commands to the router and configure it for this purpose.

Most of the network owners and administrators need to know the different actions
performed on a router at all times, in order to monitor any unusual actions applied to it.
By logging every action performed on a router, an administrator can determine if there
are any unlawful actions. Moreover, logging itself is useful for debugging purposes, if an
improper 10S command was applied to a router that caused a problem, then by
reviewing a log file, an administrator can easily determine the improper 10S
command(s) that was applied [14].
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separate database on the PC, which gives the manager the capability to see all of the
passwords, change them and apply several operations on the users of the router by
performing an addition, a deletion, or even an update thru the PC, without the possibility
of endangering a router thru hacking.

Configuration of Authentication Server

As mentioned before, users can be added to a router's database itself, however this
process has its own problems including the fact that there are no privileges that are
granted to such users especially, when a router is used as an Access Server, aside from
the limited router memory that holds such users. Some of these privileges determine the
times and dates allowed for users to login, the time period of their sessions, the phone
numbers they could call from, the amount of data they are allowed to upload or
download, etc. For such cases, a specialized software is usually used to store these users
with their associated privileges, and the network manager and/or engineer has to only
configures the router to use that authentication server (software) instead of using the
router's database [13]. For both cases, with CISCONF, a network engineer needs not to
know anything about the authentication measures; instead, he/she needs only to know
the user names and passwords that are to be added and the IP numbers of the
Authentication Server and Logging Server.

There are several protocols that are used to communicate between a router and an
authentication server, like TACACS, TACACS+ and RADIUS. With CISCONF, the
TACACS protocol is used to configure the router to connect with an authentication
server. We have chosen TACACS for the fact that it depends mainly on TCP, hence, a
more reliable connection in comparison to RADIUS for instance, which depends mainly
on UDP [17].

Configuration of Security

Network security is one of the most important topics in the IT world, companies
would usually spend thousands of dollars on new security devices, however they always
forget to secure the basics; i.e. the first line of defense: the router.

At the time we might think we are secure and our router is also secure and do not
need to be protected, we can find out that most of the security problems that could
appear most of the time are related to routers; most of them are vulnerable [14]. In order
to achieve Router's Security, several measures can be used; here are some that are
handled by CISCONF:

e Changing and tracking Telnet and Enable passwords.

e Disable some LAN IPs from connecting to the Internet.
e Disable Telnet to the router except for specific IPs.

e Determine SNMP servers.

e Logging every action performed on the router.
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Interfaces' Configuration

The configuration of router serial ports depends mainly on the type of the leased
line a customer uses. The configuration of a dedicated line is not the same as that of a
Frame-Relay line. Both lines have their own I0S commands that must be applied to a
router in order to function properly [6]. Our developed tool; CISCONF, configures such
line types easily. With our tool, a network engineer needs to just choose the type of the
line whether a dedicated line or a Frame-Relay line. The ease that our tool brings comes
from the fact that if a connection was changed from one type to another then the
configuration process will be straight forward. With our tool, the network engineer does
not need to be an expert in subnetting and assigning IPs. This is because information
such as IP numbers and the number of IPs, Data Link Connection Identifier (DLCI)
number, etc. are usually provided by the telephone company and/or the ISP provider. For
such case, the network engineer need only to choose the new connection type, provide
the necessary parameters and values for such connection, and then the tool will do the
rest instead of the tedious lengthy manual process.

Configuration of a Routing Table

Configuring a Routing Table is one of the most; if not the most important
configuration task performed on a router. Routing is the fundamental process of a router,
because it is the process of directing the flow of data between routers. Any errors in the
configuration of a router's table will yield to bigger problems either in wrongfully
directing the data, or in creating network jams [14]. Building a routing table accurately
will always produce stronger and dependable networks; however, when performed
manually, most of the human errors would typically occur here. This is because the
larger the number of leased lines that are connected to a router, the larger the routing
table on the main router will be, and hence more problems might occur. For this, using
an automated configuration tool that guarantee the execution of the right sequence of
commands will solve such type of problems [14].

Configuration of Users

For those users who want to login to the network via modems their login names
with their corresponding passwords can be added to the database of a router for
authentication purposes. Not all of the users are allowed to login to a router, or login to a
LAN that a router connects to. While this is not the case of authentication today, users
can however still be added to the router database itself.

There is another way to manage users who want to login to the router by using
special authentication server, but if a manager of a network chooses to store such users
in the database of the router itself, managing such users will then become a complex
task, especially, with large number of users. The router encrypts the passwords for the
users, so when a manager wants to change a password for a specific user, he/she have to
decrypt the password into its textual format; a process that could lead to hacking [12].
Using automated software however, users can be easily added to the router with their
passwords. At the same time, information about the same users can be stored in a
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manipulation. Each command or response will be stored as a separate record in the table,
which is emptied at the beginning of every connection. The gathered data from the router
represent either ordinary responses (commands appear on its prompt), or useful data that
describes something in the router (like serial interface, 10S version, router's uptime, etc).

There is no need to present all of the data obtained from the router, only useful ones
are presented to a network administrator. CISCONF only manipulates the data that might
be useful to a network administrator. Text manipulation is used to extract useful
information from the temporary table, by reading and storing them in a record set, then
searching for the records that might be of use to the network administrator. The pseudo
code that illustrates CISCONF process is given in Fig. 3. In the following sections, we

discuss the different configurations that CISCONF can perform.

™ Automatic Cisco Router, Configuration

Interfaces Router Management Security DataBase

List of Routers armouk Bouter data

Router's Series [1600

105 Version: | 11
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Up Tirme: | 11 minutes
Flash File: [G1B00-1171-12 A4
Memary Size: | 4098k, bytes
Add | Update | Delate | Ethemet Interface: |1 Ethemet/IEEE 802.3
Fouter's Data IP Address: 192 .168. 0 . 1
Marme: W Serial Interface: |‘I Senallsync/async] network
17 el 192 168. 0 1 IPReldess [

Telnet Password: =
Enabled Password: [

Connect | LClaze |

Figure 2: CISCONF Main Screen.

Open (Temp_Table)

Read (RecordSet)

While not end (RecordSet)

{

Record = GetRecord (RecordSet);
Information = Extract_Informaion (Record);
Present (Information);

MoveNext ();

Close (Temp_Table);

Figure 3: CISCONF Process.
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for configuration. Using this method, a router can be always configured in the same way
as using the manual method; but with fewer errors.

The idea of developing software that configures Cisco routers resembles the idea of
developing the Microsoft Windows® OS environment instead of using the MS-DOS®
commands, having in mind the differences between the two OS environments. No one
can deny the fact that MS-DOS® commands were annoying to some people who spend
lots of times setting behind a PC trying to do their jobs, compared to what the relief MS-
Windows® has provided to the same people after they began using Windows GUI
Interface.

In this research, we have provided a simple method that simulates the process of
ordinary manual router configuration that was used to develop CISCONF. While the
pseudo code for such method is given in Fig. 1 below, CISCONF main screen is given in
Fig. 2. This main screen contains all necessary tasks needed to perform a basic
configuration of a Cisco router.

Empty (Temp_Table);
ConnectToRouter (IP_Address, 23);
Response = ReceiveResponse ();
SendCommand (TelnetPassword);
Response = ReceiveResponse ();
SendCommand (VTYPassword);
Response = ReceiveResponse ();
While not (SendCommand (“exit"))

SendCommand (I0OScommand);
Add (Temp_Table, IOScommand);
Response = RecieveResponse ();
Add (Temp_Table, Response);

SendCommand ("save_data_in_router");
Response = ReceiveResponse ();

Add (Temp_Table, Response);
SendCommand ("exit");

Response = ReceiveResponse ();

Add (Temp_Table, Response);
CloseConnection ();

Figure 1. Method used with CISCONF.

Since the process of configuration always takes the same set of steps, the previous
approach was used in developing different parts of CISCONF. To complete this
research, we have identified the necessary commands and necessary configuration
processes that are needed for making a router operational in a network, hence enabling it
to communicate with other networks and/or the Internet. For each of the configuration
tasks, necessary commands were identified, programmed in the tool, and then are
applied to the router always in the same order each time the configuration is performed.

Every time the software connects to the router, all of the necessary 10S commands
and their responses are stored in a temporary table in a database file for later

111



Emad Al-Shawakfa and Amjad Hawash

configurations that are necessary to have stable and error free routers; which in turn is
reflected on the performance of the network itself. The set of commands that this tool
has covered constitute around 15% of the overall I0S commands, however, those are the
necessary commands needed for any setup and configuration of any new network.

This tool was mainly built to automate the process of a Cisco router configuration
covering the following tasks:

1- Interfaces' Configuration.

2- Routing Configuration.

3-  Users' Configuration.

4-  Authentication and Logging Servers' Configuration.
5-  Security Configuration.

Many other features can also be automated, like the configuration of dial-in ports
(both digital and analog), other authentication protocols like TACACS+ and
RADIUS...etc. [16], however, such configuration is part of a future research. Table 1
gives a comparison between manual and automatic configuration of routers.

Table 1: A Comparison between Automatic and Manual Router configuration

Feature Automatic Manual
Decreased the cost since The cost is high, technicians
Cost there is no need for a got lots of money.
technician.
Decreases the repair and Big amount of time needed
maintenance time. There is until the repair process
Time no need to wait for a begins.

technician in order to start
the process.

Fast configuration, just Slow in configuration, it
Speed provide the tool with depends on typing the 10S
necessary information and commands.
press a button.
Little effort is needed. Big effort is needed in
Effort CISCONF will do the job applying different 10S
easily. commands.
RMA (reliability Incre_:a_sed RMA., the network | RMA is_ not guaranteed, since
maintainability " | administrator will rely on there might be some
A correct configuration each problems in the future due to
and availability) time. human errors.

CISCONEF: The Tool

The main idea behind this research was to develop a software that is capable of
connecting to a Cisco router (using sockets) and apply different IOS commands needed
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configuration, through developing some specialized modules that are responsible for
configuring specific tasks or components of routers, like interfaces, routing tables,
authentications, authorizations, etc.

According to El-Arini et al. [1], developing an algorithm to detect misconfig-
urations in routers will support the idea of keeping a network up and running, thus
keeping it away from the harmful failures. El-Arini et al. [1] have developed an
algorithm that works on the configuration files for each router on a network and tries to
detect any configuration anomalies in such files. Furthermore, the algorithm [1] differs
from other algorithms in that; the structure differentiation of the configuration files is not
a problem for the algorithm, because it works on different structures.

Caldwell et al. [6] have developed a way to find misconfigurations and anomalies in
routers using data mining techniques. Analysis performed using such methods seeks to
identify distinct patterns in the configuration files for different routers. As an output of
this process, a set of inferred rules and their exceptions were identified. For example, if
99% of routers have disabled unused and unnecessary services like SNMP, then the
inferred rule would be "disable SNMP service from the router". The authors have
introduced another approach by following rigid and strict rules when adding new users
or resources to the network that might include a change in the configuration files of
routers. A Technical Questionnaire may be used for such approach to fill out all of the
required information when adding such users or network resources. The technical
questionnaire may include information about the set of Access-Control lists, interfaces'
numbers, bandwidths, etc. Using this preventive and studied way in configuring the
routers with increasing the size of a network, a network administrator will be sure that
his/her network is stable and under control. Le et al. [7] have conducted a similar study
using the data mining techniques to find misconfigurations and anomalies in routers.

Kohler [8] has suggested the development of ready to use modules for routers'
configuration, each of which is responsible for configuring a task of the router. The
network administrator can use such modules by including them in an application and
then start configuring the network.

As mentioned by [9], trying to write software to leverage the Telnet protocol was
another idea in the way for an automatic router configuration. By writing telnet scripts
(scripts that are able to connect to the router like a telnet does) and embedding them
within a program makes an automation process easier. Using such scripts, 10S
commands can be applied to the router and the configuration process becomes somehow
automatic. Also using a scripting language such as Perl; has helped in developing an
interface for the automation process.

Configuration of Routers

The 10S software has a lot of commands (thousands) for that, building software to
handle all of I0S commands is time consuming, even with newer versions of 10S
software, used with newer routers' series [1]. Because of that, this research has only
focused on some necessary commands needed for building up and running a CISCO
router to become a gateway for connecting a network to another as well as
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work and to send and receive data in different formats between locations over the
Internet [2].

According to McCabe [3], building and maintaining a network involves more than
just making sure that packets can flow between devices on the network. As a network
administrator or a network engineer, you want to ensure that the network is working in
good shape and to be sure that the network has features like dependability, reliability and
availability. As for the security side, a network needs to be highly secured and only the
right and authorized people could access resources on one's network. In addition, a
network needs to continue running, even, if parts of such network fail or are incorrectly
configured. Moreover, an organization may have directives that need to be implemented,
like using cheaper network paths whenever possible. In short, while maintaining
connectivity is important, security, robustness, and business policies need also to be
implemented within the network [4]. Powerful hardware is not enough to fulfill the
demands of the network; good configuration must also accompany such hardware to
achieve such demands.

Task Automation can be performed by saving and applying the same set of
commands onto the device to perform several jobs; which always guarantees that such
commands will be performed correctly every time they are executed and in the right
manner without the possibility to have any error or an unpredictable problem. The
dependency on human resources in performing the same tasks reflects creativity in
performing them, however, the possibility of performing some errors or having some
problems exists [5]. Automating such task, can be accomplished by building a
specialized software that may result in having the same performance every time there is
a need to perform such tasks, which eliminate, the possibility of any future errors and
problems [4].

Router configuration is one of the tasks that could be automated to reduce the
possibility of any misconfiguration that would lead to a network outage. Using an
automatic configuration of routers, by following the same set of commands each time a
configuration is performed, will always lead to an error free, reliable, and dependable
network. In addition, deploying such software to perform an automatic configuration
will have a great reduction in cost and time of a configuration process and will lead to an
increase in the business value of a company.

With the case of enterprise networks, automatic configuration of routers will help in
storing the configuration parameters of different routers which also would lead to a
reduction of time and cost of configuration as well as reducing; if not eliminating, any
potential deadly configuration that could leads to a loss of business value [1, 6].

Literature Review

Several methods and aspects were followed to perform some automation in routers
configuration. All had one goal in mind; to lessen the rate of failure of networks caused
by the misconfiguration of routers [7].

Such methods have ranged from developing algorithms to detecting misconfig-
urations in routers, to building pieces of software to automate the process of
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Abstract

In this research, the process of automating router configuration was investigated. The ability
to have powerful routers that maintain a stable, reliable, and dependable network is a major
problem for Network Specialists. A manual configuration of routers can solve such problem;
however, the repetition of such process on a regular basis as well as tracking too many, and
different types of routers, is a tedious process. Furthermore, performing a manual configuration
correctively requires good knowledge of necessary configuration commands. An automatic
configuration, on the other hand, can always result in having the same configuration steps being
performed every time the process is repeated. Configuration parameters can always be stored in
some sort of a database with specific parameters for specific routers and thus minimizing the
amount of information a network engineer has to track. To validate this research, a tool called
CISCONF; CISco router CONFiguration was implemented, tested, and compared to other existing
tools.

Keywords: Network Security; Router Configuration; Automatic Configuration; CISCO
Routers.

Introduction

"On January 23, 2001, Microsoft's websites went down for almost 23 hours. The
next day, Microsoft spokesman Adam Sohn has attributed the failure to a configuration
change to the routers on the DNS network™ [1]. This example illustrates the problems
that could occur as a result of a misconfiguration of routers.

Cisco is one of the worldwide leaders in networking products that are used by
different organizations in the world. It offers different solutions that could fit all types of
businesses and sectors such as education, health, etc. One of the vast arrays of products
that were developed by Cisco were routers. Cisco routers provide high availability,
security, dependability, reliability, ease of management, and advanced quality of service
(QoS) for most of the demanding network services these days such as IP
communications, video conferencing, financial transactions, real-time applications to
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Discussion of the Results

Note that the suggested approach is different from other approaches in that it uses a
different length to represent each job. Consequently, the result (which is the optimal
solution i.e., the optimal completion time) can be easily concluded from the length of the
resulting sequences. If the job’s distribution over machines is what the researcher aims
to, then it can be further investigated by sequencing the DNA sequences of the optimal
length.

The limitations in our approach is the same as the limitations of DNAC when using
the variable length method which is the limited number of lengths or job instances that
can be represented with this method. Solving the problem with long duration times will
result in long DNA sequences, and this will increase the possibility of errors when using
some DNA operations [20].

Conclusion

A new algorithm to solve the job scheduling problem using DNA computing
approach has been presented and discussed. Two methodologies were presented to solve
the scheduling problem: "job scheduling in silico” which shows the steps of solving the
problem using silicon based computers, and "job scheduling in vitro” which illustrates
the steps of solving the problem using DNA computers. Both algorithms find the optimal
solution or the optimal completion time for a set of jobs. The in silico algorithm finds the
solution in an exponential time, while the in vitro algorithm finds the solution in a
polynomial number of steps taking advantage of the parallelism ability of DNA. The
steps and procedure for each algorithm were illustrated and discussed. The algorithm
encodes the problem instances using variable length DNA sequences and then using
ligation, PCR, and agarose gel electrophoresis extracts the optimal completion time of
the jobs.

This solution further proved the ability of DNAC to solve computational problems.
In addition, it proves its ability to solve engineering related problems. Future research
may investigate solving the scheduling problem with dependencies.
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b. Extract the sequences that start with primer P in a separate test tube.

Run the contents of each test tube separately on agarose gel electrophoresis and
extract the sequences with the length = t . This will produce m lengths.

The minimum completion time for all the jobs will be the maximum length of the m
lengths produced in the previous step.

Applying the previous DNAC algorithm to the previous example is shown in Fig(2).
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Job Scheduling in Vitro

When using DNAC to solve the job scheduling problem, we will follow the same
algorithm above while encoding the problem instances with DNA sequences. The
following steps present the DNAC technique that was used to solve the job scheduling
problem:

1. Initialization

a. Represent each job with a DNA sequence of a specific length that is
proportional to its duration time. (i. e, J;, on the previous example, will be
represented with a sequence of length 5 since its duration time is 5 as for
example GCAGT, while J, will be represented by a sequence of length 10 as
for example CCGATAGCAC).

b. Prepare m test tubes, where each test tube contains sufficient number of
copies of the DNA sequences that represent the n jobs. The use of m test tubes
is because there are m machines. Each test tube will contain almost all
possible combinations of assigning jobs to a specific machine (as will be
performed by step 2).

2. Allow the DNA sequences in each test tube to ligate. With the existence of multiple
copies of each DNA sequence, it is likely that almost all possible combinations of
these ligations are performed. Therefore, multiple copies of the optimal assignment
of jobs to each machine were formed. In order to distinguish jobs in each test tube,
which is needed in the coming steps, add a primer to all DNA sequences in the first
test tube that is different from the primer added to the sequences in the second test
tube ... and so on. Note that the primer should be one of the cutting enzymes and it
should be added after the ligation.

3. Combine the m test tubes together (in one test tube) and allow ligation. Since
multiple copies exist in the test tube, it is likely that multiple copies of the best
distribution of jobs on machines will be formed.

4. Extract DNA sequences that are of length equals to the maximum total completion
time + the length of the primers. This can be implemented by agarose gel. The
maximum total completion time can be calculated as the sum of all the duration
times of all the jobs.

5. Extract the sequences that contain Ji, J,,..., J,. This can be done by incubating the
single stranded DNA (ssDNA) with J; complement conjugated to magnetic beads.
Only those ssDNA sequences which contained the sequence J; at least once will
anneal to the bound J; and will be retained. This process should be repeated
successively with J,,..., J;.

6. Repeat the following steps for m-1 times (i = 2,...m)

a. Cut the resulting sequences using the primer P; for machine M; as the cutting
enzyme. This will cut the sequences into 2 parts from the point of P;, and
which will result in the sequences connected to primer P;.;, and the rest of the
sequence.
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Table (1): The duration time for the jobs

Job Execution time in hours
J; 5
Jy 10
J3 3
Js 7

Figure (1) represents the main steps of solving the job scheduling problem in silico
(using silicon computers) and illustrates applying the previous procedure. Notice that in
the first step all possible combinations of jobs including repetitions were constructed. In
the second step where the combinations of jobs on the two machines were concatenated
together, a symbol was added (M;, M,) to distinguish jobs combinations in each
machine.

Both steps 3 and 4 ensure that all jobs are taken into consideration with no
repetition whether on the same machine or different machines. Step 3 will eliminate
combinations like M1J1J,J3J4sM,J,J3d;. Step 4 will eliminate combinations that are of
length 25 but don’t form a correct solution such as M1J;J3J4M,J1J; and M1J;J;J1M,J1d;.

Now based on the symbol added before, each machine’s jobs can be separated. This
is done as a first step in finding the minimum completion time, which depends on the
completion time on each machine. After the separation, jobs combinations should be
ordered based on their length which represents the completion time for each
combination. As discussed earlier, the optimal completion time C should be greater than
or equal to the ideal completion time t. Therefore, for each machine the jobs combination
with the closest distance from t is chosen.

Based on the previous definition of the total completion time C which is the longest
time taken to execute the jobs assigned to one of the machines, the maximum completion
time of all the machines is the optimal completion time. Notice that there is only one
optimal completion time, but as a jobs allocation on machines there might be more than
one combination such as M;J;J;M,J,J3 and MJ3J,M,J1J, which both give a completion
time of 13.
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Methodology

Job Scheduling in Silico

One way to find the optimal solution for distributing n jobs on m machines is to find

all possible combinations of assigning jobs to each machine (this includes assigning
either one or more jobs), and then choose the shortest time of these assignments. The
following algorithm illustrates a technique that can find the shortest completion time of a
set of n jobs on m machines.

1
2.

o

Find all possible combinations of assigning jobs to each machine separately.

Combine the results of stepl, which will produce all possible combinations of
assigning jobs to all machines.

Using step?2 result, extract all job combinations with length equals to the sum of the
execution time of all the n jobs. This step eliminates some of the combinations that
are not feasible solutions, such as assigning all jobs to all machines.

Extract all job combinations that have ji, js,..., j». This step eliminates combinations
that have repetitions, such as assigning job J; to 2 machines, and ensures that every
job is assigned to a machine.

Separate the combinations of jobs assigned to machine M; form the combinations of
jobs assigned to machine M, from the combinations of jobs assigned to machine
M.

Finding C

a. Arrange the job combinations (k) on each machine based on their length
(completion time). This will find Cy i = 1,..m and k = 1,... which is the
completion time for combination k on machine M;.

b.  Find, for each machine, the minimum completion time that is greater than or
equal to t.

c. The optimal completion time for the set of all jobs will be equal to the
maximum of the minimum completion time for each machine.

Example
The following example illustrates the above algorithm.

Consider a problem of 4 jobs (J1, J,, Ja, J4) and 2 machines (m;, m,) where the

execution time of each job is as illustrated in table (1).
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earliness/tardiness on a group of identical parallel machines subject to sequence-
dependent setups. The algorithm starts with an initial schedule and then employs a local
search procedure to improve this initial schedule when possible.

Several forms of the problem were solved using DNAC. In [14] the job shop
scheduling problem was solved. The algorithm uses DNA operations such as ligation,
synthesis, and electrophoresis in order to find the optimal solution. In their approach
they mimicked the HPP approach by encoding the problem instances as a graph and
trying to find the shortest path. [15] presented a design and implementation method to
solve an elevator scheduling problem by representing all possible travel path
combinations based on certain initial conditions such as present and destination floors,
and hall calls from a floor and then extracting the optimal path. Experimental result
obtained verifies the successfulness of their approach in which they also used a graph
representation. In [16], a simple timetable problem, a special version of the optimization
problems, was solved using an advanced biochip technique, laboratory-on-a-chip. Bakar
et al. [17, 18] proposed another DNA computing model to solve re-arrangement of
flexible manufacturing systems (FMS) in production line. In [19] DNA based algorithms
for solving some single machine with limited availability scheduling problems were
presented.

The Job Scheduling Problem.

The job scheduling problem is one of the most important industrial engineering
problems. It is an NP-hard problem that requires an exponential time to be solved. In its
simple form, it can be defined as follows:

Given a set of Jobs J= {J;, J,,.., Jn}, with duration times T; for all j = 1, ..., n such
that T; is the duration time of job J;, and a set of equal machines {My, My, ..., My}, find
the best jobs allocation that minimizes the total completion time for the set J. ¢; is the
completion time of job j and can be calculated depending on the start time of job j (s;).

Cy=8;+T,
The total completion time C for the set J is the longest time taken to execute the
jobs assigned to one of the machines since they all start at the same time.

The ideal solution for distributing the set J on the machines is to divide the jobs
equally (according to their durations) on the machines and therefore, the ideal
completion time t will be

n
2"

m

Clearly, most of the times it is impossible to distribute the jobs equally on the
machines, therefore the optimal completion time Cis: C >t
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specific sequences in the test tube. Agarose gel electrophoresis is a method that is used
to separate DNA or RNA molecules by size.

Literature Review

Adleman [1] solved an instance of the Hamiltonian Path Problem (HPP) using
DNA. The HPP is the problem of finding a path from the start node to the end node
going through all nodes in a graph only once. This problem is NP-complete and
intractable for conventional computers to solve. Adleman represented each node in the
graph with a unique DNA sequence of length 20 (20-mer). Each edge between two
nodes, say v1 and v2, was represented by a DNA sequence that consisted of the last ten
nucleotides of the sequence representing v1 plus the first ten nucleotides of v2.

Many copies of these edges (10*®) were allowed to hybridize, which is the binding
of two DNA strands by weak forces to form double stranded DNA (dsDNA) sequences.
These dsDNAs were ligated, which is the process of covalently bonding two ends of
DNA together. Because multiple copies of each edge existed in the test tube, the
hybridization and ligation processes generated a large number of random paths through
the graph. Using biological operations, Adleman only kept the paths that form the
correct solution which are those that start at the start node, end at the end node, contain
all nodes of the graph only once, and are of a specific length. A detailed explanation of
Adleman’s solution with an explanation of the biological operations used in the solution
can be found in [1]. This solution required O(n) biological steps to solve a graph of size
n, but an exponential amount of DNA.

Following Adleman’s success, solutions for other NP-complete problems using the
same methodology were published [2, 3].

Lipton proposed a solution to another NP-complete problem, an instance of the
satisfiability (SAT) problem [2]. After the Adleman-Lipton approach, several algorithms
explored the ability of DNAC to solve different NP-complete problems in a polynomial
time in addition to solving larger instances of previously solved NP problems. Starting
from a four-variable instance of the SAT problem [4] and going through six [5] followed
by nine [6]. After that a 20-variable 3-SAT problem was solved by Adleman et. al. [3]
based on the separation of the sticker model architecture [7].

Xiao et al. [8] explore the characteristics of DNA molecules and reactions in order
to realize DNA cryptography and discover possible development directions in the field.
Next, a novel public-key system using DNA has been developed [9]. The system uses
PCR amplification, followed by sequencing to retrieve the hidden message. In [10] a
new forecasting technique, named DNA forecasting, is developed. This may be of use to
a nonlinear time series forecasting. Clustering is another area where DNAC was used
[11]. A detailed algorithm was illustrated that aims to arriving at a collection of
meaningful relationships in data and information granules.

Scheduling is one of the problems that is related to the engineering discipline.

Heuristic algorithms were used to solve instances of the problem using in silico
computers [12, 13]. In [12] the authors presented heuristics for minimizing total
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Abstract

This research suggests a method for solving the job scheduling problem, which is an NP-hard
problem, based on DNA computing (DNAC). The method uses variable length representation of
jobs. Each job is represented with a DNA sequence that is proportional to its duration time. The
resulting DNA sequences are allowed to ligate and then the sequence with length that represents
the minimum completion time is extracted. This proves the ability of DNA to solve computational
problems and so it can be considered as a starting point to solve the general scheduling problem
with dependencies.

Keywords: DNA Computing; DNAC; Scheduling Problem; Job Shop Problem;
Sequence.

Introduction

DNA computing (DNAC), from computer science point of view is considered as a
wide biological and computational concept that focuses on the idea of using DNA for
non-biological applications. Several applications especially NP-complete problems were
solved using DNAC.

The idea behind using DNAC is its advantages over silicon based computers. These
advantages include its massive parallelism, huge capacity, and energy efficiency [1].
DNA computing solves hard problems by emulating computer based algorithms taking
advantage of the idea of parallel processing. It can be seen as more than 10*® processor
working together on solving a problem. This is one of the powerful sides of DNAC.

In order to solve a problem using DNA you have first to represent the problem
instances with DNA sequences. Each DNA sequence may be viewed as a chain of
nucleotides, or bases. A DNA sequence of length n consists of n consecutive letters from
the set {adenine (A), guanine (G), cytosine (C) and thymine (T)}. After the encoding
process, DNA operations are applied to multiple copies of these DNA sequences in order
to reach the correct answer. These operations usually include ligation, PCR, agarose gel
electrophoresis. DNA ligation is the process of joining together two DNA molecule ends
which is, in computer science, similar to concatenation of two strings to form a single
string. PCR, or polymerase chain reaction, is a method by which DNA sequences can be
duplicated into millions in a few hours. It is usually used to amplify the number of
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Hybrid Cipher System

Creating public key by only determining e and depending on the system to choose
suitable n makes our system more efficient. Also building the private key
depending on the public key and password without need to know the values of n
and d increase the efficiency of our system. So our system appears more efficient
than other hybrid systems which use the classical RSA. This is achieved because of
the modifications were done on the RSA to keep on its advantage and to get rid of
its disadvantages.

The ability of changing the formulas used in building the public and private keys
increases the security and makes the ability to compute or guess these keys is very
difficult.

Depending on the value of e in the public key to compute the number of columns in
the array A makes transposition cipher safe and makes our hybrid system very
secure compared with other hybrid systems because attackers need to guess the
number of columns in the array.

Using a various number of rows of the array in the transposition cipher makes our
hybrid system more safe than other hybrid systems since they use fixed number of
array rows.

Our system reorders the letters (by transposition) and disguises them (by nested
Caesar Cipher) which makes it very secure.

In our hybrid cipher system, the number of phases in formatting textual data
depends on the values of d and n in the private key which makes it very difficult to
be broken because attackers need to guess them and they are hidden even to
receiver and sender.

Using a new version of RSA that depends on an 8-digit password makes it
unbreakable.

Compared with other hybrid cipher systems, our system has three characteristics.
First, it uses four individual encryption systems together which increases the
security. Second, each individual encryption system is modified and revised before
using it as a part of our system to increase the security. Third, formatting textual
data is used in our encryption system in spite of using it in communications. This is
new inclusion to the hybrid encryption systems and helps to increase the security
and make them difficult to be attacked.
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This is a complicated process because the security of the RSA is based on the difficulty
of factoring large numbers. Factoring a 500-digit number, for example, requires 1025
years using brute force and 300 years using mathematical equations and methods [5]. In
addition, using an 8-digit password to produce new public and private keys makes RSA
unbreakable. Fourth, they need to attack the formatting textual data process. It is not an
easy process because they need to guess the number of phases that applies to the text.
There is still another level of security; the attackers must guess the system used in the
encryption process, that might be our hybrid system, which is very hard.

Practical Analysis

Several experiments are performed on the Hybrid Encryption System using C sharp
program on personal computer. It is tested for calculating the time of encryption and
decryption processes by generating random texts with different lengths. Table 1 shows
the results:

Table (1): Average Time for Encryption and Decryption Process

Text Size Average Encryption Average Decryption
(in characters) Time Time
100 9 Milliseconds 9 Milliseconds
500 46 Milliseconds 37 Milliseconds
1000 125 Milliseconds 102 Milliseconds
5000 341 Milliseconds 383 Milliseconds
10000 8 Seconds 11 Seconds

As it is clear from the table above, the average time for encrypting and decrypting
small texts is very little. However, the average time for encrypting and decrypting large
texts is reasonable.

The experiments also show that the size of the plaintext is doubled almost four
times because of the formatting textual data process, but this does not increase the time
of decryption because the decryption process decrypts each couple of characters at a
time.

Conclusions

This paper presents an encryption system that might be efficient than other
encryption systems. After analyzing the results of testing the hybrid system and running
it under various circumstances, the following conclusions are obtained:

e Our hybrid encryption system is very efficient. The results show that the average
time for encrypting a text of 500 characters is 46 milliseconds, the average time for
encrypting a text of 1000 characters is 125 milliseconds and the average time for
encrypting a text of 5000 characters is 341 milliseconds.

e Introducing a new concept called nested Caesar cipher helps increasing the security
of Caesar algorithm and makes it more difficult to be broken because it requires to
know the length of all the tokens in the plaintext. This makes our hybrid system
very secure.
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The 8-digit password produced from the previous step is matched with the
password entered by the receiver to check that the receiver has the authority to decrypt
data.

The value of e = 431575 is used to calculate d. So d = 35.

The same steps used to produce the final public key are reused to produce a final
private key, but using different formulas as follows:

D=5*d+4*F=619
N=2*n+7*F=0907

So a new private key (D, N) is introduced by the receiver: (619, 907)
A final private key is produced by merging N and D digit by digit: 960179

The receiver applies RSA using this final private key to the input text to produce
the following text:

XLMW MW Q] FIWX WYVQL J

The final output text for this phase is: XLMW MW Q] FIWX WYVQL J[
(4) Nested Caesar Cipher

Input text = XLMW MW Q] FIWX WYVQL J[

The following table shows the tokens of the ciphertext and their lengths.

Token | XLMW | MW Q] FIWX | WYVOQL J[
Length | 4 2 2 4 7

The length of the first unprocessed token (XLMW) is 4 (L = 4) and the maximum
length among first four unprocessed tokens is also 4 (MAX = 4). Caesar algorithm is
applied to these 4 tokens with a reversed shift of 4. The result is:

Ciphertext | XLMW | MW | Q] FIWX | WYVQLJ[
Plaintext | THIS | IS MY BEST | WYVQLJ[

In the second pass, there is only one token with L = 7 and MAX = 7, so Caesar
algorithm is applied to this token (WYVQLJ[) with a reversed shift of 7. The result is:

Ciphertext | XLMW | MW | Q] FIWX | WYVQL J[
Plaintext | THIS | IS MY BEST | PROJECT

The final output text (Plaintext) is = THIS IS MY BEST PROJECT
Possible Attack

Attackers need to penetrate four levels of security to break the encryption of the
hybrid system. First, they need to attack nested Caesar cipher. This is a difficult process
because they need to guess the length of all tokens in the plaintext. Second, they need to
attack the transposition cipher. It is a very complicated process because they need to
guess the number of columns in the array. Third, they need to attack RSA algorithm.
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Applying a 7-bit ASCII character coding to the previous zeros and ones yields the
following 16 hexadecimal numbers:
88A541418484875987A0A5419C78AA874887B7414160884841

Again a 4-bit ASCII character coding to the previous 16 hexadecimal numbers is
applied to yield the following zeros and ones:

10001000101001010100000101000001100001001000010010000111010110011000011
11010000010100101010000011001110001111000101010101000011101001000100001
1110110111010000010100000101100000100010000100100001000001

Again applying a 7-bit ASCII character coding to the previous zeros and ones
yields the following output text = DR BBC,CPR N<UC$C[ 0D$

So, the final output text for this phase is = DR BBC,CPR N<UC$C[ 0D$
(2) Revised Transposition Cipher

The number of columns in the array A = sqgrt (TextLength + ) =sqrt (23 + 11) =5
and the input text = DR BBC,CPR N<UC$C[ 0D$

The ciphertext produced by formatting textual data is stored in the following array

A:
D R B
B C , C P
R N < U
C $ C [
0 D $
The transpose of A is calculated. The following array represents A":
D B R C
R C $ 0
, N C D
C < [ $
B P U

So, the final output text for this phase is = DBRC RC $0,NCD C<[$BPU
(3) Revised RSA Algorithm
Input text = DBRC RC $0,NCD C<[$BPU

The receiver must enter the final public key and 8-digit password:
(43157521445120)

The final public key is split into two parts: e and 8-digit password:
e = 431575
password = 21445120
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(4) Formatting Textual Data
Input text = DR BBC,CPR N<UC$C[ 0D$
The 7-bit ASCII character coding corresponding to the input text is:

10001000101001010100000101000001100001001000010010000111010110011000011
11010000010100101010000011001110001111000101010101000011101001000100001
1110110111010000010100000101100000100010000100100001000001

Applying a 4-bit ASCII character coding to the previous zeros and ones yields the
following 16 hexadecimal numbers:

88A541418484875987A0A5419C78AA874887B7414160884841

Again the 7-bit ASCII character coding is applied on the resulting previous 16
hexadecimal numbers. The following is the result:

01110001011100011000001001101010011010010110001101101001011000110111000
10110100101110001011010010111000101101111011010100111001001110001011011
11100000100110000010000010011010100110100101100011011100101000011101101
11101110001100000101000001001110001011011110110100101110001011100010110
11111000010001101111011010010110001101101001011000110110110001100000011
100010111000101101001011100010110100101100011

Again a 4-bit ASCII character coding to the previous zeros and ones is applied to
yield the following 16 hexadecimal numbers:

7171716F7287716F696371696963716F72826963826A69717171826A6963716F6C606
9638488696369636963717169846963826 A6A72718463696963

The final output text (Ciphertext) is:

7171716F7287716F696371696963716F72826963826A69717171826A6963716F6C606
9638488696369636963717169846963826 A6A72718463696963

Decryption Process:
(1) Formatting Textual Data
Input text (Ciphertext):

7171716F7287716F696371696963716F72826963826A69717171826A6963716F6C606
9638488696369636963717169846963826 A6A72718463696963

A 4-bit ASCII character coding to the previous 16 hexadecimal numbers is applied
to yield the following zeros and ones:

01110001011100011000001001101010011010010110001101101001011000110111000
10110100101110001011010010111000101101111011010100111001001110001011011
11100000100110000010000010011010100110100101100011011100101000011101101
11101110001100000101000001001110001011011110110100101110001011100010110
11111000010001101111011010010110001101101001011000110110110001100000011
100010111000101101001011100010110100101100011
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(2) Revised RSA Algorithm
Input text = XLMW MW Q] FIWX WYVQL J[
Supposep=5andg=13. Thenn=p*q=65and z=(p - 1)*(q - 1) = 48.
Suppose d = 35. Then e = 11 (e*d = 1 (mod z))

Also suppose the receiver chooses a password =204 451 2 0, then the new
password is calculated according to the formula:

New[i] = password_value[i] * index[i] + index[i] =32 15203012218
The summation of the elements in the new password is calculated:
F = 3+2+15+20+30+12+21+8 = 111
Apply the following formula to produce E: E = 2*e + 3*F =2 * 11 + 3 * 111 = 355
Apply the following formula to produce N: N =3*n + 2*F =3 * 65+ 2 * 111 =417
So a new public key (E, N) is introduced by the receiver: (355, 417)
A final public key is produced by merging N and E digit by digit: 431575

The sender applies RSA using this final public key to the input text to produce the
following text:

DBRC RC $0,NCD C<[$BPU
The final output text for this phase is = DBRC RC $0 ,NCD C<[$BPU
(3) Revised Transposition Cipher

The number of columns in the array A = sqrt (TextLength + e) =sqrt (23 + 11) =5
and the input text = DBRC RC $0 ,NCD C<[$BPU

The ciphertext produced by RSA algorithm is stored in the following array A:

D B R C
R C $ 0
, N C D
C < [ $
B P U
The transpose of A is calculated. The following array represents A":
D R B
B C , C P
R N < U
C $ C [
0 D $

So, the final output text for this phase is = DR BBC,CPR N<UC$C[ 0D$
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ili. The 8-digit password produced from the previous step is matched with the
password entered by the receiver. If they match then he is the correct person
and has the authority to decrypt data. Otherwise, the receiver is rejected.

iv. The e extracted from splitting the final public key is used to calculate the
value of d in order to build encrypted private key (d, n). Again, the receiver
does not know the values of d and n.

v. The same steps used to produce the final public key are reused to produce a
final private key, but using different formulas to increase the security of the
system.

The value of d produced in step iv is checked to ensure that it satisfies the equation
e*d =1 (mod z). If not, then the private key is illegal.

3. Transposition cipher: The receiver computes the number of columns in the array of
the text produced by the previous step according to the formula:

n=round (/s +e)
Then the transpose of the array (A") is computed.

4. Nested Caesar cipher: The receiver applies back the substitution of nested Caesar
cipher to the text produced by the previous step in order to obtain the plaintext.

Comprehensive Example
Suppose the plaintext is = THIS IS MY BEST PROJECT
Encryption Process:
(1) Nested Caesar Cipher
Input text (Plaintext) = THIS IS MY BEST PROJECT
The following table shows the tokens of the plaintext and their lengths.

Token THIS IS MY BEST | PROJECT
Length 4 2 2 4 7

The length of the first unprocessed token (THIS) is 4 (L = 4) and the maximum
length among first four unprocessed tokens is also 4 (MAX = 4). Caesar algorithm is
applied to these 4 tokens with a shift of 4. The result is:

Plaintext | THIS IS MY BEST | PROJECT
Ciphertext | XLMW | MW Q] FIWX | PROJECT

In the second pass, there is only one token with L = 7 and MAX = 7, so Caesar
algorithm is applied to this token (PROJECT) with a shift of 7. The result is:

Plaintext | THIS IS MY BEST PROJECT
Ciphertext | XLMW | MW Q] FIWX | WYVQL J[

The final output text for this phase is = XLMW MW Q] FIWX WYVQL J[
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In our hybrid cipher system, the number of phases (the number of times the
formatting textual data procedure is repeated) is equal to the least significant digit
produced by dividing d on n if d > n (the private key pair (d, n) used for decryption in
RSA algorithm), or equal to the least significant digit produced by dividingnon d if n >
d. If n = d, then the number of phases is equal to the least significant digit of d or n. Note
that, the process of formatting textual data by ASCII code is applied to each token
produced by the previous step (RSA algorithm). The produced ciphertext is sent to the
receiver as the final ciphertext.

Notice that the procedure of formatting textual data is not depending on the
knowledge of the two parties to the values of n and d to compare between them because
the values of n and d are chosen by the system and not declared to the parties. Also
notice that the size of the ciphertext is not equal to the size of the plaintext because of
applying the procedure of formatting textual data. The results indicate that the size of the
plaintext is doubled almost four times, i.e. each character in the plaintext is encrypted to
almost four characters.

Decryption Process

The process of decryption in our system is exactly the reverse of its encryption
process. It is done by performing the following steps:

1. Formatting textual data: A 4-bit ASCII character coding to the 16 hexadecimal
numbers is applied to yield a set of zeros and ones. The receiver divides the
produced O/1 ciphertext into tokens, the length of each token is seven. Then the
value of each 7-binary token is converted into its value in the hexadecimal decimal
system. The 7-bit ASCII code is computed for each produced hexadecimal decimal
number, then the eighth element is added according to the number of ones repeated
in the 7-binary token as previously explained. The number of times of applying
formatting textual data is computed according to the values of n and d as follows:

i. If d > n, then the process is repeated a number of times equal to the least
significant digit produced by dividing d on n.
ii. If n > d, then the process is repeated a number of times equal to the least
significant digit produced by dividing n on d.
iii. If d = n, then the process is repeated a number of times equal to the least
significant digit d.
2. RSA algorithm: The receiver applies our revised version of RSA algorithm to the
text produced by the previous step as follows:

i. The receiver must be checked if he is the correct person who has the authority
to decrypt the data. So, he has to enter the final public key and the 8-digit
password used in creating the final public key.

ii. The final public key is split into two parts (e and 8-digit password) by using
the reverse steps and formulas that are used in the decryption process.
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7. Afinal public key is produced by merging N and E digit by digit, i.e the first digit
of the final public key is from N, the second digit is from E, the third digit is from
N, and the fourth digit is from E, and so on. For example, if N = 492 and E = 54677
then the final encrypted public key is 45942677. This final public key is used by the
sender to encrypt the plaintext.

Notice that, as previously stated the receiver chooses the value of e and does not
know the value of n since it is assumed by our system.

Back to our hybrid system, the revised version of RSA algorithm is applied to the
ciphertext stored in A",

Formatting Textual Data

Textual messages comprise a sequence of alphanumeric characters. The characters
are encoded into a sequence of bits, called a bit stream. Groups of k bits can then be
combined to form new digits, or symbols, from a finite symbol set or alphabet of M = 2%
such symbols. A system using a symbol set size of M is referred to as an M-ary system.
For k = 1, the system is termed binary, the size of the symbol setis M = 2. For k = 2, the
system is termed quaternary or 4-ary, the size of the symbol set is M = 4. The
partitioning of the sequence of message bits is determined by the specification of the
symbol set size, M [13]. In spite of using formatting textual data in communications, we
have used it in encryption systems.

Example: The textual message in the following figure is the word "WEB". Using 7-bit
ASCII character coding followed by an eighth bit per character yields a bit stream
comprising 24 bits. The eighth bit is chosen to be one if the number of ones in the 7 bits
is odd and to be zero if the number of ones in the 7 bits is even. In the figure, the symbol
set size, M, has been chosen to be 8 (each symbol represents an 8-ary digit).

% E B
f01011114000101240000100

A 4-bit ASCII character coding applied again to the resulting groups yields 16
hexadecimal numbers.

1010111110001011100001060

T
A F 8 B 8 4

In the second phase, the 7-bit ASCII character coding followed by an eighth bit per
character is applied on the resulting sixteen hexadecimal numbers. This yields a bit
stream comprising 48 bits.

A A A A A A
1000001010001101011100011200001000111000101101001
D 7 1 4 7 1
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interval 0 <= P < n. Do that by grouping the plaintext into blocks of k bits, where k is the
largest integer for which 2 < n is true.

To encrypt a plaintext, P, compute C = P® (mod n). To decrypt a ciphertext, C,
compute P = C* (mod n).

Note that to perform the encryption, e and n are needed, and to perform the
decryption d and n are needed. Therefore, the public key consists of the pair(e, n), and
the private key consists of (d, n).

In our hybrid system, a revised version of RSA is introduced. As it is known, the
receiver builds the public key (e, n) as well as the private key (d, n). In our hybrid
system, the receiver builds the public key as follows:

1. A password of only 8 digits is chosen and stored in an array. See the following
example:

| Password [2]0]4]4|5[1]2]0]
Index 1 2 3 4 5 6 7 8

2. Apply the following formula on each element in the array to produce a new
password:
New[i] = password_value[i] * index[i] + index[i]

The following array will be produced:

| New password [3 ]2 ]15]20[30[12[21]8 ]
Index 12 3 4 5 6 7 8

Note that any other formula can be used to produce new password.

3. The summation of the elements of the new array is calculated, call it F.
F = 3+2+15+20+30+12+21+8
F=111

4. Apply the following formula to produce a new e, call it E
E =2% + 3*F
The receiver is requried now to enter e.
Suppose e = 27172, then
E =2*27172 + 3*111
E = 54677
Note that any other formula can be used to produce E.

5. Apply the following formula to produce a new n, call it N:
N =3*n + 2*F
n is chosen by our system and not declared to the receiver.
Suppose n =90, then
N =3*90 + 2*111
N =492
Note that any other formula can be used to produce N.

6. A new encrypted public key (E, N) is introduced by the receiver.
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The number of rows is determined when the ciphertext is used up and completely filled
in the array.

Back to the example in the previous section, the ciphertext produced by nested
Caesar cipher is stored in the following array. The length of the ciphertext (s) including
spaces is 51, suppose e = 13, then the number of columns in the array, n = round

(7/51+13)=8:

y |[m]j v iz|n|h
p g|lwi|t |b]s

r (o |ul|t ylzlg
t |j |y hlk|y]|o
j k z | n|k f
m | k p |le|d]c

h |s |u

Note that the number of rows depends on the length of the ciphertext. In our
example number of rows (m) is 7.

The transpose of A is calculated. The following array represents A":

y |p |r |t |j|m]h
m olj |klk |s
J |9 |uly u

w |t p
v |t h |nje
z |b |y|lk|lk]|d
n |s |z|y c
h glo |f

Substitution ciphers, explained in the previous section, preserve the order of the
plaintext symbols, but disguise them. Transposition cipher, on the other hand, reorders
the letters but do not disguise them. T increase the security, our hybrid system reorders
the letters (by transposition) and disguises them (by nested Caesar Cipher).

Revised RSA Algorithm

The RSA algorithm is based on some principles from Number Theory. It is
summarized in the following steps [11, 12]:

1. Choose two large primes, p and q.

2. Computen=p*qandz=(p-21)*(q-1).

3. Choose a number relatively prime to z and call it d.
4. Find e such that e*d = 1 (mod z).

With these parameters computed in advance, we are ready to begin encryption.
Divide the plaintext into blocks, so that each plaintext message, P, falls within the
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the | quick | brown | lion | stands | beside | the | big lazy | dog
ymj | vznhp | gwtbs | rout | yzgtjy | hkyojk | znk | fmk | pedc | hsu

However, in the final pass, if the number of unprocessed tokens is less than L, the
Caesar algorithm is applied to the remaining tokens.

Revised Transposition Ciphers

Given a surprisingly small amount of ciphertext, the cipher can be broken easily.
The basic attack takes advantage of the statistical properties of natural languages. In
English, for example, e is the most common letter, followed by t, o, &, n, i, etc. The most
common two-letter combinations, or digrams, are th, in, er, re, and an. The most
common three-letter combinations, or trigrams, are the, ing, and, and ion. A
cryptanalysis trying to break a monoalphabetic cipher would start out by counting the
relative frequencies of all letters in the ciphertext. Then the attacker might tentatively
assign the most common one to e and the next most common one to t. He would then
look at trigrams to find a common one of the form tXe, which strongly suggests that X is
h. Similarly, if the pattern thYt occurs frequently, the Y probably stands for a. With this
information, he can look for a frequently occurring trigram of the form aZW, which is
most likely and. By making guesses at common letters, digrams, and trigrams and
knowing about likely patterns of vowels and consonants, the cryptanalyst builds up a
tentative plaintext, letter by letter. This method of breaking ciphertext is called a
sequencing problem. However to solve this problem and make the ciphertext more
difficult to be broken, transposition cipher is used.

In transposition cipher, the cipher is keyed by a word or phrase not containing any
repeated letters. The purpose of the key is to number the columns, column 1 being under
the key letter close to the start of the alphabet, and so on. The plaintext is written
horizontally, in rows, padded to fill the matrix if needed. The cipher is read out by
columns, starting with the column whose key letter is the lowest [11]. To increase the
security of transposition cipher and make it more difficult to be broken, we have revised
the transposition cipher

In our system, transposition cipher is applied but using a new idea. The ciphertext
produced by nested Caesar is stored in the array A. Then the transpose of the array A is
calculated to produce A'. The number of columns in array A is n and produced by

applying the formula,
n=round (v/s+e)

where s is the length of the original plaintext and e is one of the pair(e, n) in the public
key in RSA algorithm produced by the formula e * d = 1 (mod z) (see next section).
Even if e is usually selected to be a very large number, the previous formula produces a
reasonable number of columns that the array A could contain.

The number of rows of this array (m) varies according to the length of the original
plaintext. We start filling the array (by the ciphertext produced by Nested Caesar Cipher)
row by row according to the number of columns (n) calculated by the previous formula.
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in the field of Cryptanalysis, and a generalized version of these algorithms can be
used for attacking other ciphers as well [7].

Nested Caesar Cipher

In cryptography, a Caesar cipher, is a type of substitution cipher in which each
letter in the plaintext is replaced by a letter in some fixed number of positions further
down within the alphabet. The Caesar cipher can be easily broken even in a ciphertext-
only scenario. Two situations can be considered. First, an attacker might know (or guess)
that some sort of simple substitution cipher has been used, but not specifically a Caesar
scheme. He will be able to quickly notice the regularity in the solution and deduce that a
Caesar cipher is the specific algorithm employed. Second, the attacker might know that a
Caesar cipher is in use, but not know the shift value. He can try all possible shifts [8,
9,10]. To increase the security of Caesar algorithm and make it more difficult to be
broken, we introduce a new concept called Nested Caesar Cipher.

In the nested Caesar, the plaintext is divided into tokens. Then, the length of each
token is calculated and stored in an array along with the token itself. After that, in each
pass a number of tokens equal to the length of the first unprocessed tokens (suppose this
length is L) are taken and then the maximum length among these tokens is retrieved
(suppose the maximum length is MAX). Caesar algorithm is applied with a shift of the
maximum length (MAX) to the first L tokens. In the next pass the number of tokens to
be applied by Caesar is equal to the length of the first token followed by the last one
processed by Caesar in the previous pass, and so on. Suppose the following example:

Plaintext: the quick brown lion stands beside the big lazy dog

The following array is created. It contains the tokens and the length of each one:

the | quick | brown | lion | stands | beside | the | big | lazy | dog
3 5 5 4 6 6 3 3 4 3

In the first pass, L = 3, the length of the first token (the) and MAX = 5, the
maximum length between the first 3 tokens (the, quick, brown). Caesar algorithm is
applied to the first 3 tokens with a shift of 5. The result is:

The | quick | brown lion | stands | beside | the | big | lazy | dog
Ymj | vznhp | gwtbs lion | stands | beside | the | big | lazy | dog

In the second pass, L is equal to the length of the first unprocessed token. In the
example, the token is lion and L = 4. The maximum length among the first 4
unprocessed tokens (lion, stands, beside, the) is MAX = 6. Caesar algorithm is applied to
these 4 tokens with a shift of 6. The result is:

the | quick | brown | lion | stands | beside the | big | lazy | dog
ymj | vznhp | gwtbs | rout | yzgtjy | hkyojk | znk | big | lazy | dog

In the final pass, L is equal to the length of the big token. So L = 3 and MAX =4,
Caesar algorithm is applied to the following 3 unprocessed tokens (big, lazy, dog) with a
shift of 4. The result is:
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is applied on the produced array. In the final step, formatting textual data using ASCII
code is applied to produce the cipher text. The decryption process is performed in the
same way but in a reversed order.

Related Works

Following are some of the previous studies that introduce new approaches in

encryption or improve old ones. However, our system uses a different approach and new
ideas:

Dennie Van Tassel adopts, for computer usage, a number of well-known
substitution cryptographic techniques including the Caesar, Bilinear, Homophonic,
Vigenere, and Playfair method. An example of each method and the relative
security acquired by it is discussed [2].

Jinn-Ke Jan and Yuh-Min Tseng show that the transposition encryptions that
proposed by Alexopoulos, Bourbakis and loannou can easily be broken with a pair
of plain-image and cipher-sequential data. They provide some suggestions for the 2-
D image transposition encryption [3].

Kaoru Kurosawa and Yvo Desmedt show that a key encapsulation mechanism
(KEM) does not have to be IND-CCA secure in the construction of hybrid
encryption schemes, as was previously believed. They introduce a more efficient
hybrid encryption scheme than Shoup by using a KEM which is not necessarily
IND-CCA secure. Nevertheless, their scheme is secure in the sense of IND-CCA
under the DDH assumption in the standard model [4].

Louis Granboulan compares the two published RSA-based hybrid encryption
schemes that have linear reduction in their security proof: RSA-KEM with DEM1
and RSA-REACT. While the performance of RSA-REACT is worse than the
performance of RSA-KEM+DEM1, a complete proof of its security has already
been published. He demonstrates that the security result for RSA-KEM+DEM1 has
a small gap. He provides a complete proof of the security of RSA-KEM+DEML1. He
also proposes some changes to RSA-REACT to improve its efficiency without
changing its security, and concludes that this new RSA-REACT is a generalisation
of RSA-KEM+DEM1, with almost the same security, and with possibly worse
performance. Therefore he shows that RSA-KEM+DEM1 should be preferred to
RSA-REACT [5].

Mark G. Simkin discusses five encryption techniques: transposition ciphers, cyclic
substitution ciphers, Vigenere ciphers, exclusive OR ciphers, and permutation
ciphers. Along with these discussions are explanations of how instructors can
demonstrate these techniques with spreadsheet models [6].

K. Verma, Mayank Dave and R. C. Joshi present a cryptanalysis method based on
Genetic Algorithm and Tabu Search to break a Mono-Alphabetic Substitution
Cipher in Adhoc networks. They also compare and analyze the performance of
these algorithms in automated attacks on a Mono-alphabetic Substitution Cipher.
As a result they conclude that the use of Tabu search is largely an unexplored area
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Abstract

Cryptographic algorithms exist to protect information by, first transforming the data into a
form that is meaningless to peoples and second by performing certain manipulations to these
transformed data so that even a specially designed machine cannot recover the original text unless
provided with a secret key. This paper is intended to introduce a new hybrid approach for
encryption. It uses a variety of terminologies and algorithms to encrypt text in a way that makes it
unbreakable. It uses nested Caesar algorithm, a revised transposition cipher, a revised RSA
algorithm, and the ASCII code for formatting textual data. The conclusions of this paper indicate
the efficiency of the hybrid system according to the security and time performance.

Keywords: Nested Caesar Algorithm; Transposition Cipher; RSA Algorithm; ASCII
Code; Formatting Textual Data.

Introduction

Encryption is the conversion of data into a form, called a cipher, that cannot be
understood by unauthorized people. Decryption is the process of converting encrypted
data back into its original form so that it can be understood. Encryption and decryption
should not be confused with encoding and decoding, in which data is converted from one
form to another but is not deliberately altered so as to conceal its content. A cipher is any
method of encrypting text to conceal its readability and meaning. Its source is the Arabic
sifr, meaning empty or zero. Some ciphers work by simply realigning the alphabet or
otherwise manipulating the text in some consistent pattern. However, almost all serious
ciphers use both a key (a variable that is combined in some way with the unencrypted
text) and an algorithm (a formula for combining the key with the text). Plaintext is what
is there before encryption, and ciphertext is the encrypted result [1].

Hybrid encryption is a common technique that combines different cryptographic
functions such as block cipher, SIG, HMAC and X.509. With hybrid encryption one can
encrypt data, sign it or add a MAC and send it in one secure object (as a string or file)
over an insecure communication channel (without a key agreement between two parties).

In our hybrid cipher system, the plaintext is divided into tokens. Then, the length of
each token is calculated. The tokens and their lengths are stored in an array. After that,
the suggested nested Caesar algorithm is applied. The produced text is stored in n by m
array, A. Then the transpose of this array, A", is calculated using our revised version of
transposition cipher to solve the sequencing problem. Next, our revised RSA algorithm
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If the student reserves much earlier, the reservation will be canceled say 15 minutes
after time to go, although he will be charged nothing for the reservation. In such a case,
the student can be informed of the cancelation.

SMS messages (wireless text messages) can be sent from our proposed system to
GSM mobile phones of the student informing him of the number of students waiting
ahead of him in the queue of a certain direction if the student requests this service. In a
similar way, an email can be sent to the student. The message will be something like:
"Expected waiting time is 43 minutes. Please be there at 3:27 P.M. Your reservation will
be canceled at 3:42 P.M.".

A voice interface can also be used in our system to call students to the bus of the
correct direction.

Concluding Remarks

Most of our university students suffer every day from the long periods of time they
spend on the public transportations. The need for an efficient system to process such
overwhelming numbers of students is not just a luxury, but a necessity. To improve
student satisfaction and alleviate congestion, many students wish that getting into the bus
is accomplished in a civilized and organized fashion. The main contribution of this paper
is the construction of a real-time bus queuing and monitoring system. We propose a
model which removes some of the burdens placed upon our students when they use the
public transportation network. We have demonstrated how the proposed system is able
to minimize the actual waiting time of students by choosing the most queuing principle
and using available tools to monitor waiting in real time. It minimizes the perceived
waiting time by engaging students in an active waiting like filling the waiting time with
activities that reduce the perceived waiting time and hence enhance the waiting
experience.
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Example 3

Figure 7 shows some of the updates that can be applied to the database schema of
Figure 5 using the structured query language (SQL), where U1 is used to add a freshman

to the STUDENT table. U2 is used to update the balance of a student, while U3 is used
to remove a retired bus from the database.

U1: INSERTINTQ STUDENT
VALUES {('Marwan Mufeed', '20108");

U2: UPDATE BALANCE
SET Amount = 16.77
WHERE Student_no = 20078 ;

U3 DELETEFROM BUS
WHERE Plate_no ='878':
Figure (7): Some of SQL updates that can be applied to the database
schema of Figure 5.

Example 4

We can get the values of RTT, B, N, and M of Example 2 using the SQL queries Q1,
Q2, Q3, and Q4 given in Figure 8, respectively.
Q1: SELECT RTT

FROM BUS
WHERE Direction = 'Downtown’;

Q2: SELECT COUNT (¥
FROM BUS
WHERE Direction = 'Downtown’;

Q3: SELECT COUNT (%)
FROM RESERVATION
WHERE Direction = 'Downtown’;

Q4: SELECT No_of seats
FROM BUS
WHERE  Direction = 'Downtown’;

Figure (8): Some SQL queries on the database schema of Figure 5.

Some Practical Considerations

In this section we talk about some of the practical issues that should be considered
to complement the proposed real-time bus queuing and monitoring system. One of the
assumptions we made previously was that all the passengers are students. Non-student

passengers are also allowed to book using our system, they can be given temporary IDs
and placed in the proper queue.

70



Design and Analysis of a Real-Time Bus Queuing and Monitoring System

STUDENT

- Number
t

RESERVATION

‘Sludent no ‘ %‘M ‘ Expected_dept_time | Facult:.r_cude‘ Bus _plale_nu|

BALANCE

| Student no | Amount | Expiration_date |

BUS

‘ Plate_no ‘ Direction ‘ No_of_seats | RTT ‘ Available?

FACULTY

| Name | Code | Time_to_gate |

Figure (5): The relational database schema of the real-time bus queuing
and monitoring database.

STUDENT BUS
Name Number Plate_no | Direction | No_of seats RTT Available?
Mohammad Sami 20081 123 |Amman 50 240 minutes | Yes
Ali Saeed 20082 234 | Downtawn 20 50 minutes No
RESERVATION
Student_no | Date | Time | Expected_dept_time | Faculty_code | Bus_plate_no
20087 10-6 ] 2:20 2:53 ABC 123
20083 10-8 | 2:21 3:10 DEG 345
BALANCE FACULTY
Student_no | Amount | Expiration_date Name Code Time_to_gate
20093 10.7¢ 20-11-2012 Hijjiawi ABC 10 minutes
20078 17.02 01-D6-2011 BCD 4 minutes

Information Technology

Figure (6): One possible database state for the real-time bus queuing
and monitoring database.
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Figure (4): The Entity-Relationship (ER) diagram of the real-time bus queuing and
monitoring database.

The extension, or a database state [17] is a populated database, that is a database
loaded with actual data. Figure 6 shows one possible database state for the real-time bus
queuing and monitoring system. In any valid database state, tuples (rows) are added to
the RESERVATION table when the student books (checking in) and deleted when she
checks out, the BALANCE amount is then updated automatically. STUDENT tuples are
inserted every new semester if there are freshmen, and deleted at the end of the semester
when they graduate. Every time a new bus comes to service is added to the BUS table
and is deleted when it retires.
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The server gets as inputs the students who check in and out as well as the buses
which check in and out. With this vital information available at the server, it can
calculate the number of available buses in addition to the number of students currently
booking for a certain direction, and estimate the expected waiting time if the student
makes a request at the moment using the equations given in Section 4. This information
is fed as output to all the display units, providing students with up-to-date information
throughout the day long.

The Database

The database that the server maintains is illustrated by the Entity-Relationship (ER)
diagram [17] shown in Figure 4. The main entity in our database is the student who has a
name and a unique ID (or university number). Students make reservations (bookings).
Every reservation that the student makes is identified by a date and a time. For each
reservation, the student expected departure time can be computed. Reservations made by
students use buses. A bus is identified by its plate number and has a direction (final
destination) and a maximum number of seats. At any given time, a bus may or may not
be available (ready for service). The bus is analogous to the server in the queuing
terminology, which could be free or already serving customers. A certain reservation is
made from one of the university faculties. Each faculty has a name, is identified by a
unique code, and is requires a certain amount of time to get walking from there to the
gate, where the buses park. In order for the student to make a reservation, he should have
a positive amount in his account balance, which has an expiration date.

The ER diagram of Figure 4 could be possibly mapped into the relational database
schema [17] shown in Figure 5. Our database consists of five relations (tables):
STUDENT, RESERVATION, BALANCE, BUS, and FACULTY. The STUDENT
relation has the Name and Number attributes, with the Number being the primary key.
The STUDENT relation has no foreign keys. The RESERVATION relation has the
attributes Student number, Date, Time, Expected departure time, Faculty code, and Bus
plate number, where the primary key is composite and consists of the simple attributes
Student number, Date, and Time. Faculty code and Bus plate number are two foreign
keys for the RESERVATION relation.

The BALANCE relation has the attributes Student number, Amount, and Expiration
date, where the primary key is composite and consists of the simple attributes Student
number (which is also a foreign key), and Amount. The BUS relation has the Plate
Number, Direction, Number of seats, and Available attributes, with the Plate number
being the primary key. There are no foreign keys. Finally, the FACULTY relation has
the Name, Code, and Time to gate attributes, with Code being the primary key and no
foreign keys.
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Figure (3): The real-time bus queuing and monitoring system.

A display panel is mounted at an open place in each of the university faculties that
enables students to get current information about different directions at any time of the
day (Figure 1). In addition to that, ticket printers are also provided. To deal with the
problem of knowing the number of students in the queue, we propose using smart card
readers/scanners. In this context, the student ID can be used to buy tickets, where it can
be charged with different amounts of money (JD 1, JD 2, JD 5, JD 10, JD 20, etc.). If the
balance goes down, the student can recharge the card again automatically. When the
student checks in, at the time of requesting the service inside the campus, he is added to
the tail of the queue. When he checks out, at the time he gets in the bus, he is removed
from the head of the queue. The student is charged the exact amount of payment only
when he checks out. The use of such smart cards has other merits like releasing the
student from having the appropriate change, he is charged the exact amount, it is very
convenient. Other means like finger prints or retinal scans can also be employed.

To know the number of available buses, the bus driver may also have a smart card,
so that he checks in upon arrival and checks out at departure; or a radio frequency
identification (RFID [16]) can be fixed at the bus, where it can be identified upon arrival
and departure. The assumptions used in our work are listed in Table 3. These
assumptions have been chosen to be as close as possible to reality. In this table, the
dispatching discipline is the way students are treated where we use the first in, first out
(FIFO), also known as first-come, first-served (FCFS) dispatching discipline.

Table (3): Summary of assumptions used in the proposed system.

e  Dispatching discipline is FIFO.

e  After joining the queue, students are infinitely patient; no balking or reneging.
*  Service times are fixed.

e  Arrivals are Poisson distributed.

e  All buses to the same destination have the same capacity.

e  All buses to the same destination have the same roundtrip time.

e  All passengers are students.
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case, the student decides before joining the line weather to wait or not, since a summary
of the system is provided to students at different locations inside the campus. Once a
student elects to wait in queue, we assume that he would never abandon thereafter since
he needs to go home.

The expected waiting time for an individual student can be roughly calculated
utilizing the available information as follows:

N
Tiw = o x BIAT, (6)
where,
BIAT = %, @)

and X is the floor function of x; the maximum integer less than X.

Example 2

Suppose that a student wishes to go in a certain direction, where the total number of
buses going to that direction is 10, the maximum bus capacity is 20 passengers, and the
bus roundtrip time is 50 minutes. How long has that student to wait before she can get in
the bus if she finds out that 234 students are ahead of her in the line?

BIAT = % =30, 5 minutes,
Tw = N BIAT = 234 x5 =55 minutes.
M 20

The Proposed Queuing and Monitoring System

To improve student satisfaction and enhance the waiting experience, our proposed
system transforms a physical queue into a virtual one [15], which is a fictious queue that
enables waiting customers do useful work other than just waiting in a real line while
preserving the right order of waiting customers. Looking at Figure 1, we see that the
most challenging problem is knowing the number of students waiting in the line and the
number of available buses. To this end, our proposed queuing and monitoring system
consists of many components as illustrated in Figure 3. A server is used to store the
database (see Section 6) and to process transactions.

65



Hussein R. Al-Zoubi, Mahmood A. Al-Khassaweneh and Shadi A. Alboon

Example 1

Returning back to the example given in Table 1, we said that u =240

students/hour =1 student/15 seconds. During the period 2:00 P.M. to 5:00 P.M., we see
that the server (buses) is full almost all of the time. If A =239 students/hour, then

p:i:&:@_ggsgl
M 240
1 1 1 .

T, = — = ——hour = — minutes = 15seconds.
Mu 240 4

o°  _ 0.995837

w= = =119 students ,
2(1-p0) 2(1-0.99583)

T = AT _ (0.99583)(0.25min.)
Y21 -p) 2(1-0.99583)

=29.875 minutes,

and

29.875

=————xIn((10)(0.99583) ) = 68.952 minutes.
0.99583 (( X ))

m; (90) = %Wx In(10p)

This means that, at any moment between 2:00 P.M. and 5:00 P.M., 119 students in
average every day will be waiting for service doing no useful work, a typical student will
wait about half an hour (29.875 minutes) every day, and that 10% of the students will
wait for more than an hour (68.952 minutes) every day. This example illustrates the
urgent need for occupying the actual waiting time of students with a useful work to
reduce the perceived waiting time and to increase their productivity.

Although equations (1)-(5) are very useful in summarizing the queue state
especially for administrative purposes, students are much concerned about the actual
expected waiting time that they will spend in the queue (the fourth column of Figure 1).
The work of Whitt [10], [11] and Jouini et al. [12] for anticipating delays at call centers
is close to the problem at hand but with some major differences. Although Whitt [10]
used the number of customers in the system ahead of the current in the prediction of the
customer's expected waiting time, he assumed different classes of customers and service
agents, besides his assumption of exponential service time. In our case we assume one
class of customers (students) and servers (buses), and that the service time is fixed.

Jouini et al. [12] have used identical service times by assuming a similar content of
different types of calls, but the estimated virtual delays they provided with and without
reneging considered two classes of calls according to the level of priority of the
customer. Again, in our case we assume a single class of clients. Finally, in [11] the
author addressed a similar problem for a call center model with a single class of
impatient customers. He proposed a model incorporating announcements by assuming
that a new customer who finds all servers busy balks with a given probability. In our
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Thus the model M/D/1 could be used to describe our queuing model, where we
have Poisson arrival rate, fixed service time (e.g. 200 students per 50 minutes), and one
server (assuming that the same destination buses are working as one server). Many
useful formulas have been developed in the literature [3]-[7] for describing different
queuing systems. Among many others, the following equations are of the most interest to
us, where the M/D/1 queue is assumed. The notations used in the analysis are

summarized in Table 2. The average number of students waiting for service is:
2

0
= . &
2(1-p)
where,
A
p==, (2
u
and
1
T, =—. 3)
u
The mean waiting time is:
— pTS (4)
Yo2-p)
and the yth percentile is:
Tw 1000
m =—xIn —— . 5
)= 2 o )

Table (2): Summary of notations used in the analysis of the proposed system.

Symbol Meaning
A Arrival rate; mean number of arrivals per second
Ts Mean service time
0 Mean number of students served per second
p Utilization; fraction of time server is busy
w Mean number of students waiting to be served
Tw Mean waiting time
m,(y) yth percentile; that value of y below which X occurs y percent of time
Tiw Expected waiting time for an individual student
N Number of students ahead of me
M Maximum bus capacity
BIAT Bus interarrival time
RTT Individual bus roundtrip time
B Total number of buses going to the same direction
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Whitt [10] investigated the possibility of predicting each customer's waiting time in
queue before starting service in a multiserver service system with the first-come first-
served service discipline by exploiting information about system state, including the
number of customers in the system ahead of the current customer, and by classifying
customers and the service agents to which they are assigned. He used a predicted
waiting-time distribution in addition to a summary statistic such as the mean or the 90th
percentile to the customer upon arrival and possibly thereafter in order to improve
customer satisfaction.

In the other paper of Whitt [11], he studied the effect upon performance in a service
system, such as a telephone call center, of giving waiting customers state information.
He distinguished two phenomena experienced by customers: balking, which is the
abandonment immediately upon arrival, and reneging that is to abandon after waiting
some time. He studied two M/M/s/r queuing models and showed that customers are
more likely to balk when all servers are busy than reneging if the service provider
announces anticipated delays to customers.

Jouini et al. [12] studied the problem of announcing delays to customers upon their
arrival to multi-class call center. Two classes of customers with different priorities were
considered. They developed a method based on Markov chains in order to estimate
expected delays of new arrivals. The estimated delay was given firstly to a model
without reneging. Then, they took into account the change in customer behavior when
delay information is communicated to him. In that case they replaced customer reneging
by balking that depends on the state of the system. In [13], Acharya and Ravindran
discussed the application of queuing theory to library and information fields with
examples related to counter service and circulation of books.

Many commercial products have come to the market recently for the purpose of
queuing management [18], [19]. These products are usually seen in banks and post
offices to enhance queuing experience. Such products have had good impact on both
customers and business managers by alleviating the effect of long waiting times,
managing the available serving agents effectively, and increasing the overall customer
satisfaction.

Background, Notation, and Examples

A standard notation, called Kendall's notation [14], has been devised for describing
and summarizing the properties of a queuing system. The notation is A/B/C, where A
specifies the distribution of interarrival times. B refers to the distribution of service
times, and C specifies the number of servers. The following abbreviations denote the
most common distributions:

M: exponential distribution, M comes from memoryless (independent and identically
distributed)

D: deterministic arrivals (fixed-length service)

G: general distribution
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Many students wish that getting into the bus is accomplished in a civilized and
organized fashion and that not much of their valuable time is wasted in vain. Thus,
improving student satisfaction and alleviating congestion is the ultimate goal of our
work, where in this paper we propose a system that is capable of placing students in
appropriate queues, reducing the time spent waiting by the student, and producing a
positive impact on the service experience.

Literature Review

Queuing theory is a branch of applied mathematics utilizing concepts from the field
of stochastic processes to study the waiting line phenomena [4]. Customer (or client),
server, service time, and waiting time are some basic terms used in Queuing analysis.
Figure 2 depicts a simple Queuing system. In our work, customers are students (or
passengers), buses are the servers, service time is the bus roundtrip time, and waiting
time is the time spent by students waiting in the line to be served. The importance of
Queuing analysis in our daily life has led to a continually growing literature. [5] covers
Queuing theory and many applications in computers and communications. [6] is an
introductory textbook to Queuing theory with a number of worked-out examples. [7] has
a good treatment of Queuing networks, which are several interconnected queues.

Waiting customers
Waiting time

Arrivals Departures
— Ul Q00— sorer ——

Waiting line (queue)

Service time

Figure (2): Queuing system structure

In his paper [8], Maister talked about some psychological considerations involved
in managing customers' acceptance of waiting time. He presented eight propositions
about the psychology of queues. In summary, Maister says that unoccupied time feels
longer than occupied time, pre-process waits feel longer than in-process waits, anxiety
makes waits seem longer, uncertain waits are longer than known, finite waits,
unexplained waits are longer than explained waits, unfair waits are longer than equitable
waits, the more valuable the service, the longer I will wait, and that solo waiting feels
longer than group waiting. Each of Maister's propositions was considered in our work to
influence the students' satisfaction about bus waiting experience.

In his paper [9] Delbrouck proposed a procedure to approximate the main
congestion functions associated with peaky and smooth teletraffic utilizing the
parametric similarities between the predictive value of Pascal and Bernoulli
distributions, and busy-idle state probabilities in lost-call cleared systems, to Poisson and
Gaussian distributions.
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Time No. of Arriving Students No. of Served Students Backlog
3:00P.M. 170 20 180
3:05P.M. 190 20 350
3:10P.M. 0 20 330
3:15P.M. 0 20 310
3:20P.M. 0 20 290
3:25P.M. 10 20 280
3:30P.M. 0 20 260
3:35P.M. 40 20 280
3:40P.M. 0 20 260
3:45P.M. 0 20 240
3:50P.M. 0 20 220
3:55P.M. 0 20 200
4:00P.M. 60 20 240
4:05P.M. 30 20 250
4:10P.M. 0 20 230
4:15P.M. 0 20 210
4:20P.M. 0 20 190
4:25P.M. 0 20 170
4:30P.M. 5 20 155
4:35P.M. 0 20 135
4:40P.M. 0 20 115
4:45P.M. 0 20 95

In this example, we consider a number of practical (or close to practical)
assumptions. The total number of buses going to a particular direction is assumed to be
10. The round trip time for one bus is approximately 50 minutes. The arrival of buses is
of stochastic nature, that is, two or three buses may arrive at the same time, or the
students may wait for 10 minutes before a bus comes. But we are pretty sure that during
the 50 minutes period all the ten buses arrive, so for simplicity we assume that one bus
arrives every 5 minutes. The capacity of all the buses is assumed to be the same, that is
20 passengers. The filling time (the time for all the passengers to get into the bus) is
assumed to be 4 minutes, which is short enough before the arrival of the next bus. The
service rate is thus 200 students/50 minutes, or 240 students/hour, or 1 student/15
seconds.

As this example illustrates, with increasing student arrival rate, the utilization of the
system (the fraction of time the buses are busy serving students) increases and with it the
congestion becomes more severe, the queue becomes longer and the waiting time
increases. At full utilization, the system becomes saturated when all the buses are
working 100% of the time. In this case the departure rate remains constant (20 students/5
minutes), no matter how greater the arrival rate becomes.
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This paper is organized as follows: the following section talks about the problem
statement. A literature review is given in Section 3. Next, we give a short background
about the subject and illustrate some notations and examples. The proposed real-time bus
queuing and monitoring system is introduced in Section 5 and Section 6 talks about the
system database. Some practical considerations are given in Section 7, and finally
Section 8 concludes the paper.

Problem Statement

The need for an efficient system to process such overwhelming numbers of students
leaving the university after finishing their classes is not just a luxury but a necessity.
Before getting into the details of the proposed queuing and monitoring system, let us
have a look at an example (adapted from [3]) that will give some feel of the topic.
Consider a group of buses having the same destination and capable of serving 200
students every 50 minutes. Now suppose that the average arrival rate of students is 170
student per hour, throughout the day in average, with some variability.

During any time of the day, there may be no students, or one, or multiple students.
For example, it is anticipated that the nature of student arrivals to be bursty especially at
the end of lecture times, when lots of students bunch up. At that case arriving students
enter a queue waiting to be served. During quiet times, there is a greater opportunity to
catch up and clear the queue. Table 1 gives an example of the behavior of such a system.
The entries in the table show the number of students who arrive at five-minute periods,
the number of students served during that time, and the number of outstanding requests
waiting in the line. Here, we focus on the segment of the day 2:00 P.M. - 4:45 P.M.,
which is the peak service period that we are the most concerned with since it is the most
congested time of the day. It should be pointed out that if the buses are idle (the number
of arriving students is less than the maximum bus capacity), the students must wait until
the bus is full and this case is not of interest to us.

Table (1): An example queue behavior for the period of the day 2:00 P.M. - 4:45 P.M.
assuming a service rate of 200 students per 50 minutes.

Time No. of Arriving Students No. of Served Students Backlog
2:00P.M. 100 20 80
2:05P.M. 100 20 160
2:10P.M. 70 20 210
2:15P.M. 0 20 190
2:20P.M. 0 20 170
2:25P.M. 0 20 150
2:30P.M. 0 20 130
2:35P.M. 0 20 110
2:40P.M. 0 20 90
2:45P.M. 0 20 70
2:50P.M. 0 20 50
2:55P.M. 0 20 30
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e  Achieving a controlled and balanced waiting time for all students.
e  Using the available tools to monitor student waiting in real time.
e  Minimizing the actual waiting time by choosing appropriate Queuing disciplines.

e  Minimizing the perceived waiting time by engaging students in active waiting. This
can be made possible by filling the waiting time with activities that reduce the
perceived waiting time and consequently enhance the waiting experience.

e Helping stakeholders to decide when to add additional service buses especially at
severely congested instances.

» Keeping statistics for later use: if data is gathered and stored, then stakeholder can
at any point in time use that data for evaluation purposes.

e Generating reports on student waiting times, where operational inefficiencies can be
identified and addressed through training and/or process changes.

One of the most important components of our proposed system, which we will talk
about in detail later, is the use of display panels at each of the university faculties and in
the library. The display panel is usually a plasma display panel (PDP) [1], or a liquid
crystal display (LCD) [2], which are lightweight flat screen display technologies. One
possible view that the student expect to see on the display panel is shown in Figure 1.
The existence of such display panels at different locations inside the university enables
students to plan ahead of time when is the right moment to book tickets according to
their situations. Furthermore, if the student finds out that he or she has to wait for, say an
hour, then that student can fill the waiting time with useful activities like studying at the
library, doing a homework, or surfing the Internet. When it is time to go, the student
leaves, where he or she finds the bus waiting.

Amman 1 28 o
natrag 1 6 o
Downtown o 278 B85 minutes
Nur;?;‘lr;nBus o 408 100 minutes
Suust‘hizlr:naus o 152 30 minutes
e e —

Figure (1): An example display panel, where at each instant of time and for any of the
desired destinations, the student will be able to know the number of available buses, the
number of students ahead of him, and how long he has to wait if he books at the moment
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Abstract

A significant portion of the student's time is wasted daily waiting for a bus and contending
for a seat upon the bus arrival. In this paper we propose a real-time bus Queuing and monitoring
system, which aims at increasing the productivity of the students by engaging them in an active
waiting; and at the same time enhancing the picture of our universities and the society overall. The
system is proposed for Yarmouk University as a case study, although it is general and can be used
anywhere.

Keywords: Queue; Congestion; Service Time; Actual Waiting Time; Perceived Waiting
Time; ER Diagram.

Introduction

Many students suffer every day from the long periods they spend waiting for public
buses. Upon the bus arrival, students struggle for getting a seat in those buses. If the
student misses a bus, he or she is involved in a similar contention when the next bus
arrives hoping a better luck, and the cycle is repeated. Unfortunately, this ugly scene
occurs every day and carries many catastrophic consequences. Firstly, a great amount of
every student's time is wasted, which has a very bad impact on the student's academic
achievements. Secondly, the waiting and contention on buses under bad weather
conditions result in an unpleasant effects on the student's health and psychology.
Thirdly, the scene of tens of students running after the bus and contending at the bus
door presents to the observer a bad picture about the society, since these students
represent the educated sector. Of course, there are many other bad consequences.

In an attempt to offer a practical solution to the aforementioned problem, we
propose a real-time bus Queuing and monitoring system. The use of the proposed system
comes with several benefits. Among many others, the list below outlines some of these
benefits:
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e As shown in [8] and [19]-[25], the results of this paper agree with the fact that
imposing stability constraints in the energy market dispatch process results in
changing the energy locational marginal prices, congestion cost (network rental),
production of each generator.

e The transaction level is higher for lower values of security and it decreases to yield
a larger loading margin and a reduction in congestion. The results obtained in the
paper are in accordance with results presented in [19]. As can be noticed from Figs.
4 and 8, the total transaction level (TSG or TSD) decreases as stability margin
increases as in [19] and [20].

e Same conclusion has been indirectly reached in the present paper compared to [8],
where imposing small voltage stability margin is accompanied by larger TSG or
TSD. If the loads in our test system were fixed (inelastic), than to restore a large
stability margin would require curtailment of loads. Reduction in spot market
generation in this paper is equivalent to curtailment of the inelastic loads.

e Even though in [23] no demand side bidding is considered, the results of our paper
supports the conclusion of this work that imposing stability constraints changes
generation dispatch from merit-order out-of-merit order. Our results also agree with
[23] that total system losses and LMPs change due to the stability constraints.

e As in the case of [25], our paper concludes that enhancement of voltage security
results in increase of production cost, voltage stability constraint has an impact on
the generation dispatch system, and including stability margin limits in the energy
market dispatch formulation improves the overall system security with relevant
costs associated with it.

Conclusions

This paper has explored the representation of the steady-state stability limit in the
energy market dispatch optimization process. It has investigated the influence of
considering the steady-state voltage stability limit, which is an indication of the system
security, on the optimal dispatch outcomes for both situation of existence and
nonexistence of bilateral contracts in the energy market.

The paper has shown that incorporating stability limits in system modeling tends to
reduce value of social-welfare function, increase energy prices, reduce system utilization
and may effectively decrease power transfer capability of the system, which can be
noticed from reduction in contracts feasibility. The paper has shown that existence of
bilateral contracts would affect degree of feasibility of preferred transactions of spot
market participant, as reflected by obtaining less total system generation when bilateral
contracts simultaneously coexist with spot market transactions.

The results support the claim that the economic dimension in restructured power
systems should not be the only focus of the dispatch decision process, but security and
reliability of the power system should be taken into consideration. We see that a
compromise between economics and degree of system reliability should be done by
system operators.
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The effect of a dynamic security constraint (DSC) on the LMPs and network rental
(congestion charges) in a restructured power system has been investigated in [23], where
the transient stability margin is represented as a function of nodal voltages and phase
angles and used as a constraint in an OPF formulation. However, in this work no demand
side bidding is considered. The test system was investigated for two cases; OPF without
the DSC and OPF with the DSC. It has been shown in this work that the generation
dispatch in the first case is according to the merit-order where the cheaper offers have
been dispatched before the more expensive ones, while for other case the generator
dispatch is out-of-merit order where the cheaper generations are not dispatched to the
previous level, while the expensive generations are partly dispatched. It has been shown
in this work that the total losses have been slightly increased and the LMPs have
changed when security constraint is considered in the dispatch problem.

In [24] the author presents a multi-objective OPF that evaluates effect of
incorporating constraints of voltage stability, security and reliability on pricing. The
model shows the effect of contingency and congestion on pricing and provides a solution
to maximize the social benefit as well as system loading margin (A). Voltage stability
constraint ensures the stability of the system by maintaining a minimum distance of the
operating point from the voltage collapse point. The congestion is estimated from the
available transfer capability, which is calculated by repeated power flow considering bus
voltage and line thermal limit.

In [25] the L-index is adapted into the OPF formulation as inequality constraints
with upper and lower limits to show the impact of incorporation of voltage security
constraint into optimal power flow formulation and to provide the optimal solution that
minimizes generation cost and ensures voltage security level. The closed-form L-index
rather than iterative method is incorporated into the OPF formulation. It has been shown
in [25] that enhancement of voltage security results in increase of production cost and
adding voltage stability constraint causes an impact on the generation dispatch system.
The paper concludes that including stability margin limits in OPF problem improves the
overall system security with relevant costs associated with it.

In this paper certain energy market outcomes have been considered which are
different from former studies. The effect of bilateral contracts on market outcomes,
which is investigated in this paper, is not considered in any of the previous studies. The
most important thing is that the previous investigations have used different stability limit
formulation or indices that are different from presented voltage stability index and have
focused on the solution methodology, costs associated with system security, and effects
of contingencies on energy market considering stability margin. Moreover, most of the
previous published work has used the conventional cost objective function or a multi-
objective function not the social welfare function as in the case of our paper.

Even though none of the few previous studies in the literature of energy markets has
considered the same formulation or energy market outcomes or input data as in this
present paper, the results of the paper generally agree with the results of the previous
reported works. We can summarize the comparison with other studies by the following
points:
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literature that indicate the proximity or margin of voltage collapse in a power system.
The indicators are used to obtain some useful information about system margin that
identifies the distance from the collapse point and predicts the risk of voltage collapse.
The closed-form L-indicator which is usually incorporated into the optimal power flow
(OPF) formulation has the advantage of indicating voltage instability proximity of
current operating without calculation of the information of the collapse point.

As related to energy markets dispatch, a variety of OPF-based models have been
used for addressing voltage stability issues in a competitive environment such as the
maximization of the loading parameter and incorporating the L-index in objective
function, as discussed in [8], [19]-[22].

A method to evaluate composite power system reliability indices incorporating the
voltage stability margin criteria is presented in [8]. In this paper a steady state voltage
stability margin constraint is added to the OPF computation algorithm to evaluate the
load curtailment. The curtailment value has been evaluated with and without the voltage
stability margin criteria. It has been shown in this work that the load curtailment
evaluation is effected by incorporating the voltage stability L-index into the OPF
algorithm. The amount of curtailment evaluated is observed to increase if more voltage
stability margin from a possible collapse is required in a system.

Reference [19] presented an approach for representing system security constraints
that include voltage stability limits in the operation of competitive electricity markets.
The market-clearing mathematical model is a voltage stability constrained OPF (VSC-
OPF) problem, while the distance to the closest critical power flow solution is
represented by means of a loading parameter (A) and evaluated using a continuation
power flow (CPF) technique. The objective is to maximize the social welfare while
maintaining a sufficient distance to a maximum loading condition associated with bus
voltage limits, equipment thermal limits, and/or the system voltage stability limits. The
OPF and the CPF steps are repeated until the maximum loading parameter is found to
give optimal solution that considers both proper market conditions and security margins.

A multi-objective optimization method for the OPF-based market representation
with voltage stability constraints has been proposed in [20]. In this method the social
benefit and the distance to a maximum loading condition are simultaneously maximized,
considering both elastic and inelastic demand bidding. The objective function explicitly
depends on the stability margin and on the weighting factors of the multi-objective
function, which are not known a priori.

The two methods presented in [19] and [20] use similar constraints. However, the
method presented in [19] allows controlling the values of the loading parameter, while
the algorithm in [20] does not. Reference [19] shows the total transaction level for the
test system as a function of the loading parameter obtained with the proposed technique
as well as those obtained with the multi-objective VSC-OPF method proposed [20]. In
both studies it has been shown that the transaction level is higher for lower values of
security, and it decreases as increases to yield a larger loading margin (reduce
congestion). Same conclusion has been reached in [22].
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may increase when other generators are dispatched back (see Fig. 6). This means that
profits may be transferred from a generator to another if stability constraints are
considered. In summary, when Fig.5 and Fig.6 are compared, we noticed that behavior
of each generator is different in both situations, where some generators make benefit of
considering stability limit in the optimal dispatch decision process.
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Figure (8): TSG, TSD, and TSL for situation 2
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Figure (9): Energy LMPs of selected buses for situation 2

Comparison with Other Studies

A number of voltage collapse indicators (indices) such as maximum system
loadability of composite power system and L-indicator have been proposed in recent
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The figures of LMPs for both situations indicate that energy LMPs change as
stability index changes, but changes in LMPs are more when bilateral contracts exist.
Existence of bilateral contracts may cause dramatic changes in LMPs when stability
index reaches a certain threshold value, as shown in Fig.9.

An interesting observation is reported regarding changes in generator outputs in
both situations, where a generator output either is kept constant or decreased when

L7* decreases for situation 1 (see Fig.2), while in situation 2 outputs of some generators
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Table (4): Generation in p.u. at each Bus ( Pg; )

Unconstrained 172 505 L™ =0.4 L7 =0.3

Busi | Sitl Sit.2 Sitd | Sit2 | Sitl | Sit2 | Sitl | Sit.2
1 2.000 | 1908 | 2.000 | 2.400 | 2.000 | 2.908 | 2.000 | 2.939
2 2.700 | 3.500 | 2.700 | 2.617 | 2.700 | 1.725 | 2.338 | 1.326
3 0.651 | 1.200 | 0.526 | 1.200 | 0.146 | 1.200 | 0.000 | 1.200
4 1364 | 2616 | 1.202 | 1.985 | 0.878 | 1.558 | 0.659 | 0.878
S 6.714 | 9.224 | 6.428 | 8.202 | 5.724 | 7.390 | 4.997 | 6.343

The findings from results of both situations for different cases can be summarized
as follows: (a) regardless of existence of bilateral contracts, requiring more stability
margin in the dispatch process leads to less utilization of power system (reduction in
TSD or TSG), and (b) it would be more beneficial for market participants to have
bilateral contracts if stability limits are to be considered in the dispatch process of spot
market.

For the stability-unconstrained cases, the stability index was found to be around 0.6
for some load buses, which indicates that the system is operating with very low voltage
stability margin under normal conditions. Impact of considering stability limits in the
range [0.25, 0.65] on each spot market generation, each spot market load, TSG, TSD,
TSL, and selected LMPs are shown, respectively, in Fig.2-Fig.5 for situation 1, and in
Fig.6-Fig.9 for situation 2. It is understood that in situation 1 all generations and loads
are due to spot market transactions as bilateral transactions do not exist in this situation.
Of course we can obtain more stability margin up to L™ =0 for situation 1 (case of no

bilateral contracts) but the TSD will shrink to be 0 for L7 =0, which means that the

system is unloaded. However, for situation 2, existence of bilateral contracts would
prevent system to have more stability margin as in the case of situation 1. For L >0.65

the curves in Fig.2-Fig.5 are constants at those values of L7* =0.65 .
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Bus I Pslpul | PS™ [pul | RS™ [pul a; [$IMW]
1 1.00 0 2.000 9.0
2 0.80 0 2.700 9.5
3 1.20 0 1.800 10.0
4 0.60 0 2.900 10.5
s 3.60
Table (2): Load data of the test system
Bus PD? [0.u] PSjmm [p.u] PSjmaX [.u] ﬁj [$/MW]
5 0.40 0.0 0.60 14.00
6 0.00 0.0 0.50 13.75
7 0.80 0.0 0.20 13.00
8 0.40 0.0 0.40 12.00
9 0.60 0.0 1.20 16.00
10 0.40 0.0 0.40 15.25
11 0.20 0.0 0.40 13.00
12 0.40 0.0 0.40 14.75
13 0.00 0.0 1.20 15.50
14 0.40 0.0 1.10 16.00
3 3.60
Table (3): Load at each bus ( PDj )
Unconstrained L'JT""X =05 L'JT""X =04 Lrjnax =0.3
Bus j Sit.1 Sit.2 Sit.1 Sit.2 Sit.1 Sit.2 Sit.1 Sit.2
5 0.600 1.000 0.600 | 1.000 | 0.600 | 1.000 | 0.600 | 1.000
6 0.500 0.500 0.500 | 0.291 | 0.500 | 0.000 | 0.500 | 0.000
7 0.200 1.000 0.200 | 1.000 | 0.200 | 1.000 | 0.200 | 0.800
8 0.400 0.400 0.400 | 0.400 | 0.400 | 0.400 | 0.400 | 0.400
9 1.200 1.800 1.200 | 1.800 | 1.200 | 1.800 | 1.200 | 1.737
10 0.400 0.800 0.400 | 0.800 | 0.400 | 0.800 | 0.400 | 0.800
11 0.400 0.404 0.400 | 0.237 | 0.400 | 0.283 | 0.400 | 0.200
12 0.400 0.400 0.302 | 0.400 | 0.222 | 0.400 | 0.102 | 0.400
13 0.852 0.813 0.742 | 0.637 | 0.507 | 0.448 | 0.291 | 0.085
14 1.041 1.069 1.031 | 0.845 | 0.798 | 0.620 | 0.544 | 0.400
> 5.993 8.186 5776 | 7.410 | 5.228 | 6.751 | 4.637 | 5.822
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results considering constraints of stability limits, where we assume that the L-index of
any load bus j lies in the range [0.25,1], i.e., 0.25< L; <10

Situation 2. Generators and loads are dispatched with bilateral contracts coexist
with the spot market transactions. This situation also includes dispatch results of the
following cases: the case without considering stability limit (base case of situation 2) and
the cases that consider constraints of stability limits, where again we assume that the L-
index of any load bus j lies in the range [0.25,1].

The total load at each bus j and the total generation at each bus i, which are

denoted, respectively, as PDJ. and PGi for both situations under study, in p.u., are given
in Tables 5 and 6. Table 5 gives the total load at each bus j for the two situations (Sit. 1

and Sit. 2), for the unconstrained case and for the constrained cases with LTaX =05,

L7™ =0.4, and L}™ =0.3. Table 6 depicts the total generation at each bus i for the
two situations (Sit. 1 and Sit. 2), for the unconstrained case and for the stability
constrained cases.

Fig.2-Fig.9 show more comprehensive results of the two situations that indicate
influence of considering stability limit constraints on energy market dispatch outcomes.
Fig.2-Fig.5 show the results of situation 1, while the rest of the figures are for situation
2. The results include generator outputs, loads, TSG, TSD, TSL, and LMPs of selected
buses.

As can be seen from Table 5, for situation 1 (Sit.1), the total demand honored (i.e.,
TSD) is 599.3 MW for the base case, while considering voltage stability limit constraints

would decrease this total demand to 577.6 MW forL(® =05, to 522.8 MW for
L7™ =04, and to 463.7 MW for L{™ =0.3. For situation 2 (Sit.2), the TSD is 818.6 MW
for the base case, while considering voltage stability limit constraints would decrease
this total demand to 741.0 MW for L™ = 0.5, to 675.1 MW for L7* =0.4, and to

582.2 MW for L™ =0.3. As can be seen from Table 6, similar trend has happened to

TSG, where impact of considering stability limits is also clear on values of winning
generator offers for both situations. The difference between TSG and TSD for each case
is due to system losses.

When the two situations are compared for the same case, we notice that the
TSG/TSD of situation 2 is larger than TSG/TSD of situation 1. For example, for the
unconstrained case we find that TSG is 922.4 MW for situation 2 and 671.4 MW for

situation 1. As another example, for the constrained case with L7 = 0.4, TSD is 675.1
MW for situation 2 and 522.8 MW for situation 1.
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of TSG and TSD can be used to indicate system utilization. The TSG, which will be
used in the paper, can be expressed as:

TSG= % Pg + Z PS, @7)

i S8 i sQ
As related to system usage, a dispatch becomes more preferred over other
dispatches if it has larger TSG value. In next section, we will show that the best dispatch,

in terms of TSG, is the dispatch of the stability-unconstrained case, which is also the
most economic dispatch.

Test System

Fig. 1 represents the IEEE 14-bus test system, with numberings of buses 4 and 10
are interchanged to fit L-index formulation given in (1)—(11). For this test system, bus 1
is the reference bus, and data and results are based on a 100 MVVA base. Voltage limits at

any bus i are assumed such that 0.90 <V; <1.1p.u.. Generator and load data for both

bilateral contracts and spot market bidding are given in Tables 3 and 4. Reactive power
minimum and maximum limits of each generator are considered as -1.2 and 1.2 p.u.,

respectively.
™= 13 -y-Ly- 14
9

11 v|_4
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Figure (1): The IEEE 14-bus test system
The results of this test system are shown for the following two situations:

Situation 1. Generators and loads are dispatched based on spot market transactions
only, i.e., we assume that the electricity market does not have bilateral contracts in this
situation. This situation includes dispatch results without considering stability limit
(stability-unconstrained case, which is the base case for this situation), and dispatch
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subject to
Nb
Fsi = Poi =V, va[gim €os(d; — dp) +y,sin(g, - 4,)] = 0 (13)
m=.
Nb
Qsi ~ Qpi —V, va[gim sin(d; = 9y,) — by, cos(d; = J,)] = 0 (14)
m=1
-B™ < B < R™ 1L, ]=12,., N, (15)
Ps™ <PS <PE™ i Sg (16)
giin SQes=Qe; i S 17)
PSmei" <P <P5™5§ Sp (18)
V<V V™ =12, N, (19)
LM <L <™ Sp (20)
where,
Pi =Vi’g; +VV;[g; cos(d; —9;) +by sin(d; —9;)] (21)
Ps =Ps+Py 50 Sg (22)
Poj = P5; + Plgj ] Sp (23)
Cai=a P S8 (24)
C|Saj :ﬂj Péj; i Sp (25)
Ng v (M +jN.)(cosd; + jsino;
Lj == L( ji J jl)( : -| J |) (26)
&V, (cosd; + jsind;)

At the end of this optimization process, the optimal schedules of generators and
demands, and energy locational prices are available. Then, congestion costs are
calculated based on optimal schedules and prices.

To compare degree of system utilization (usage) as L-index changes, we will use
the terms TSG, TSD, and TSL, which refer to Total System Generation, Total System
Demand Served, and Total System Loss, respectively. The TSG/TSD is the total
generation/demand in MW due to both spot and bilateral transactions. The TSG is the
summation of TSD and TSL. The TSL is usually small compared to TSG, therefore, any
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where S| is the set of load buses. By substituting the values of the complex
quantities in rectangular form in the last equation we can express the L-index as follows:

NGV (Mg + N o0; *+ jsing,
szl_z VI( ji J ]|)(COS| Jsin |) ;j S|_ (10)

= (cosd; + jsino;)

The L-index values lie in the range [0,1]. As L-index decreases towards zero the
stability margin increases and as it increases towards 1 the stability margin decreases,
where L; =1 indicates that stability limit at load bus j is reached, which in turn indicates

that the system is approaching point of voltage collapse. On the other hand, the index
L; =0 indicates maximum stability margin. Therefore, if the acceptable level of stability

index atbus j is L7™, then L; should be such that:

O<L; L™ (11)

Model of Energy Market

In this paper, we assume that the model for energy market involves both spot (pool)
transactions and firm (non-curtailable) bilateral contracts. In the following formulation,
the superscript refers to type of transaction, where () and (°) superscripts, respectively,
refer to spot and bilateral transactions. Subscripts are used to refer to bus number, and
the variables P /Qg, Py/Qp are used to refer to active/reactive powers of generations

and demands, respectively. We assume that generator (or seller) at bus i is producing an
amountPg to sell in the spot market and a fixed amount Pé’i to meet its
bilateral/multilateral contracts, and demand at bus j is consuming an amount Pg; from
the spot market and a fixed amount P,gj from bilateral/multilateral contracts. The double
subscript ij refers to the index of the line connecting buses i and j, N, is the number
of lines, N, is the number of buses, Cg; is the supplier cost function of the pool
generator at bus i, CE,J- is the consumer benefit function of the pool demand at bus |,

a.

i is the offer price of the pool generator at bus i, f; is the bid price of the pool

demand at bus j, Sp is the set of load buses of the pool transactions, Sg is the set of
generation buses of the pool transactions, SZ is the set of load buses of the bilateral

transactions, Sg is the set of generation buses of the bilateral transactions, and Sy is
the set of load buses.

The energy market optimal dispatch problem is formulated as:

Nd Ng
Max ZCIsDi(PDSi) _Zcéi(PGsi) (12)
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Steady-State Voltage Stability

Let N, be the number of generator buses, N, be the number of load buses, and

Vi=V; ¢, and V;=V; J,;be the complex voltages at buses i and j, respectively. Using
nodal analysis, the power system can be described by the equation:
I1=YV

where Y is bus admittance matrix, ¥ is vector of bus voltages, and I is vector of net
injected bus currents. If system buses are numbered such that the first N, buses are the
generator buses and the rest N, buses are the load buses, then (1) can be written as
[5, 6, 8]:

IG - YGG YGD VG (2)

ID YDG YDD VD

With some manipulations, the system of equations in (2) can be written in the
following hybrid from [5, 6, 8]:

VD _ ZDD FDG ID

= @)
IG KGD YGG VG
where,
Zpp :YDD_l 4
Fpg == Yop ' Yog ®)
Kop =Ygp YDD_l (6)
Yop =Yo6 ~Yop YDD_1YDG (7

The sub-matrix Fpg is the one that we will use for steady-state stability purposes.
This sub-matrix is a Ny x N, complex matrix, whose j" row refers to the j" load bus

and i" column refers to the i"" generator bus. If the ji"" complex entry of Fp is referred
to as FDGji , then this entry can be expressed in rectangular form as:

Fogy = M + JNj;
The steady-state voltage stability indicator (index) at bus load bus |, which is
referred toas L j» can be expressed as [6]:

Ng Foeji Vil
L =-Y—>—|;j S, 9)
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Energy prices are mainly dependent on loading levels and topology of transmission
network. In addition, degree of feasibility of transactions for both supply and demand
sides is directly related to available capability of transmission network. Earnings and
payments of electric market players in a specific time horizon depend on power system
transmission capability, security level adopted for the system, and whether or not
transmission is constrained.

In nutshell, in restructured power systems, the economic dimension is traditionally
the main focus of the dispatch decision process, where security dimension is practically
of less concern, which in turn may endanger reliability of the power system.

Voltage stability, which is strongly related to security and in turn to system
reliability of power systems, has been intensively investigated in literature [3]-[13].
Stability-constrained OPF and reactive power dispatch have been addressed in
[14]-[17]. However, a little attention is paid to its impotence or impact on restructured
power systems [18] —[25].

Even though traditional dispatch yields more economic dispatch outcomes,
however, excluding steady-state voltage stability limit [6] in the dispatch decision
process is usually accompanied by a less secure operation of the system, where ignoring
steady-state stability limits may give dispatch results that will make the power system
very close to the voltage collapse point, as can be measured by using an appropriate
steady-state voltage stability indicator. The voltage stability L-index was proposed as an
indicator to investigate the steady-state voltage stability margin of a power system [6].
Its value, which lies in the range [0,1], indicates how close the system to collapse point.

Most of the electric energy markets facilitate bilateral and multilateral contracts to
concurrently coexist with spot market transactions. Existence of bilateral contracts
would affect degree of feasibility of preferred transactions of spot market participants, as
reflected by obtaining less total system generation when bilateral contracts
simultaneously coexist with spot market transactions. Economically, the situation is
expected to be worse for spot market transactions if both bilateral contracts and stability
limits are to be considered in the dispatch process.

As a preventive action, it would be an advantage for electricity markets to consider
voltage stability margin in the social-welfare optimization process. Therefore, the main
objective of this paper is to incorporate voltage stability limit in the energy market
optimal dispatch determination process and to investigate its influence on bidding
results. The paper shows that ignoring stability limit would give more economic
schedules but less secure operation of the system. For both situations, with and without
bilateral contracts, the paper explores the consequences of taking stability limits into
consideration on social welfare, spot market transactions, energy prices, transmission
losses, and system utilization. Effects on spot market transactions are described by total
spot market generation or total spot market load, and changes of each single bidding
supply or demand. Effects on overall power system are described by total system
generation or total system load, total system loss, and locational marginal prices (LMPs).
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Abstract

In restructured power systems, it has been a common practice to maximize a social-welfare
function to find the optimal dispatch schedules of generators and loads. Voltage stability limit is
usually ignored in this dispatch decision process. Even though exclusion of voltage stability limits
from dispatch process may yield more economic schedules, this dispatch may lead to a less secure
operation of the system, where the system may operate very close to the voltage collapse point.
Therefore, this paper explores the representation of the steady-state stability limit in the social-
welfare optimization process of an energy market that involves both spot and bilateral contracts.
The paper investigates impacts of considering stability limit, with and without bilateral contracts,
on energy market outcomes such as social welfare, degree of fulfillment of spot market
transactions, energy prices, and total system generation or load. The paper shows that
incorporating stability limits in system modeling tends to decrease social welfare value, increase
energy prices, reduce system utilization, and may reduce feasibility of desired spot market
transactions.

Keywords: Bilateral Contracts; Restructured Power System; Voltage Stability Limit;
Social-Welfare; Spot Market.

Introduction

The electric power system should possess the fundamental task of conveying
electrical energy from generating resources to demands, while maintaining necessary
standards of system security, system reliability, and quality of power supply.

The restructuring of the electric power industry has been initiated in many places
throughout the world [1, 2]. In the restructured power system, market participants
provide system operator with their bids and offers for possible dispatch, then system
operator determines the winning bidders and their optimal schedules. In this decision
process, system operator respects bid and offer limits, and traditional power system
constraints. In addition to values of optimal schedules, the outcome of the dispatch
process includes energy prices at different system buses, which can be used to determine
payments of market participants, and congestion costs and charges.

© 2010 by Yarmouk University, Irbid, Jordan.
* Department of Electrical Power Engineering, Hijjawi Faculty for Engineering Technology Yarmouk
University, Jordan.
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Figure 15: Reliability for active and passive lateral earth pressure coefficients.
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Figure 3:

coefficient of active earth pressure (k,)
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Table 1: The coefficients of active and passive earth pressure (k, and kp).

DELTA = = Frlctlon%r;gle , phi o =
5° 0.3865 | 2.8335 | 0.3189 | 3.5052 | 0.2604 | 4.3914 | 0.2098 | 5.5930 | 0.1663 |7.2779
10° 0.3726 | 3.2852 | 0.3085 | 4.1433 | 0.2528 | 5.3088 | 0.2045 | 6.9461 | 0.1626 | 9.3456
15° 0.3631 | 3.8548 | 0.3014 | 4.9765 | 0.2478 | 6.5548 | 0.2010 | 8.8720 | 0.1604 [12.4661
20° 0.3574 | 4.5968 | 0.2973 | 6.1054 | 0.2450 | 8.3239 | 0.1994 | 11.7716 | 0.1596 [17.5393

Table 2: Coefficient of Variation (CV) of the coefficient of active earth pressure CV(k,)
and Coefficient of Variation (CV) of the coefficient of passive earth pressure CV/(k).

Wall friction angle = 0=5
Coefficient of Variation of (DELTA)=0.10

Soil friction angle = @°

CV(@)
25 30 35 40 45
0.05 0.0474 | 0.0542 | 0.0594 | 0.0681 | 0.0732 | 0.0844 |0.0896|0.1040|0.1093| 0.1283
0.10 0.0942 | 0.1049 | 0.1184 | 0.1324 | 0.1462 | 0.1645 |0.1789|0.2030 [0.2184 | 0.2506
0.20 0.1882 | 0.2080 | 0.2365 | 0.2628 | 0.2922 | 0.3268 |0.3577|0.4035 |0.4368 | 0.4980
0.40 0.3762 | 0.4152 | 0.4730 | 0.5247 | 0.5844 | 0.6526 |0.7154|0.8057 [0.8736| 0.9945

Bold values are for CV(K ;)

Table 3: Calculated values for Load Factor that can be used in the classical deterministic
approach for the active earth pressure coefficient at different levels of reliability.

Reliability Load Factor (LF)
0.99 1.37
0.995 1.44
0.999 1.59
0.9999 1.80
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Based on these calculations of the lateral earth pressure coefficient, the load factor
that can be used in the deterministic approach may be obtained by dividing the design
value of the lateral earth pressure coefficient by the mean value as follows (for the active
case)

LF :4:@:1_37

Additional values for the load factor LF obtained at different levels of reliability are
listed in Table 3. As can be seen from Table 3, there is a strong (nonlinear) relationship
between the load factor and the level of reliability selected for the design values; this
relationship for the example presented herein is shown in Fig. 16. In other words, the
load factor varies depending on the importance of the structure and the variations of the
design input values as contrasted to the constant value of load factor used in the
conventional deterministic approach.

Conclusions

This study investigates the influence of the mean values of the internal friction
angle ¢ and angle of the wall friction angle J and their variations on the active and

passive earth pressure coefficients utilizing a first order second moment Taylor’s series
expansion. Based on the results of this study, a strong nonlinear relationship between the
load factor utilized in the conventional deterministic approach and the level of reliability
can be established. The reliability based design approach for selecting the design values
for the active and passive earth pressure coefficients are simplified by using graphical
form for relatively wide ranges of soil friction angle ¢ and wall friction angle o .
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From Table 3 (or Figs. 4 and 5), k, = 0.3189 and k, = 3.5052
From Table 2, CV (k,)=0.1184 and CV (k,)=0.1324

Therefore,
o(k,)=0.1184*0.3189 = 0.0378

olk,)=0.1324*3.5052 = 0.4641

If the design value of k, is 0.50 and the design value of k, is 5.0, then the
reliability can be calculated as follows:

Rka = F(ka)
From Fig. 15(a) (or Eq. 19), Z,, = 0-50-03189 _ 4 7910 . then R, =0.9988.
0.0378
Therefore, P, =0.0012 .
Similarly, for k,,
Rkp = F(kp)
From Fig. 15(b) (or Eq. 21), Z,, = % =1.786, then R, =0.9910

Therefore, P, =0.0090 .

Example (2)

Consider the same values for @ = 30°, 0 =5°, CV(d) = CV (¢) = 0.10 asin
Example (1) what are the design values of k, and k , for a reliability of 0.99.

From Fig. 15 (or Eq. 19 and 21), with R 0f 0.99: Z,, =3.14 and Z,, =1.64.

From Example (1), o(k, )= 0.0378 and a(kp)z 0.4641.

a + Zkaaka

From Eq. 20: k, =k
k, =0.3189 +3.14*0.0378 = 0.4376

Similarly, for k ,
kp = E + kaakp
k, =3.5052 +1.64*0.4641 = 4.2663

From Eq. 22:
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Similarly, the reliability Rkp of a selected value of the passive earth pressure

coefficient kp may be given by the following expression

R = F(k;) =1~ EXp{— EXp(akp |.kp ~ Uy D} (16)
where,

1.282

ke = (17)
pa
= 0577

U, =kp+ (18)

akp

Normalizing k, and k, with respect to the mean and standard deviation, and
substituting in Eq. 13 and 16 yield the following

R., = Exp{- Exp(-1.282[z,, +0.450])} (19)
where,
7, =fa ks (20)
aka
R, =1- Exp}- Explt.282|z,, - 0.450|)} (21)
where,
k, -k,
Z,, =" (22)
Ty

The variation of the reliability Ry, is shown graphically in terms of Z, in Fig. 15(a)
and the variation of the reliability Ry, is shown graphically in terms of Z,, in Fig. 15(b).
Examples

Two examples are presented herein to demonstrate the use of the methodology
presented in this study for the following conditions: a =90° and 8 =0°.

Example (1)
Consider the following properties for the soil and seismic coefficient ¢ =30°,
J=5°, CV(J) =CV(g) =0.10. The design values for k, and k, are 0.50 and 5.0,

respectively. What are the reliabilities of these design values? What is the probability of
failure for each case?
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based on past experience with structures that failed or those structures that remained
stable under certain loading conditions. These arbitrarily selected factors of safety may
be very high resulting in uneconomical designs or may be too low producing unsafe
designs. Selecting a minimum factor of safety for a structure may depend on the mean
values of input parameters (including the properties of the structure and the loading
conditions) as well as on their variations that could in many cases be very high. In such
cases probabilistic techniques may provide a better and valuable design method that
takes the mean input values and their variations into considerations.

In this study, the following assumptions are made in order to evaluate the design
coefficient of the lateral earth pressure acting on retaining walls taking into account the
wall friction effects,: (A) the design input values are independent random variables, (B)

extreme type (I) the active earth pressure coefficient ka is assumed to have extreme
(maxima) type (1) probability distribution function, and (C) the passive earth pressure
coefficient kp is assumed to have extreme (minima) type (I) probability distribution

function. The extreme type (I) distribution function has been widely used in many
structural designs [18].

The reliability R of a design can be defined as follows:
R=P(X £x) (11)
In other words, the reliability R is the probability that the random variable X is

less than or equal to a given selected value X. Alternatively, the probability of failure
can be defined as follows:

P, =1-R=1-P(X £x) (12)

It can be observed that if the distribution of the value X is known (i.e., f, (X) is
known) then the reliability R can be determined as shown in Fig. 12.

Since the active earth pressure coefficient (k,) is assumed to have type (I) maxima,
then the reliability Ry, of a selected value of k, can be given by the following expression

R = F(k,) = Exp{— Exp(— Qva [ka B uka])} (13
where,
1.282
ka — a_ka (14)
U, = Ra - M (15)
aka
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2
aY
o= o o,
X
Bars are used over the terms to indicate their mean values and o is the variance.

This method of estimating the mean and variance of the random variable has proven
to be effective (within 10 %) for actual values, especially when the independent random
variables have relatively small coefficients of variation (CV <30%) and well behaved
functions near the mean [16].

The variance of the active (or passive) earth pressure coefficient can be obtained in
term of the variation of the values of the mean and variance of ¢ and J using the
following expression

2 2

ok ok

Hence, the coefficient of variation of the active or passive earth pressure coefficient

may be obtained from the following expression

CV(k )= % (10)

Utilizing the mathematical analysis described above, a computer program was
established taking into account Eqgs. 3 and 4 and their derivatives with respect to ¢ and

O to give design solutions for the conditions mentioned earlier (i.e., @ =90, £=0).

Relatively wide ranges for the internal friction angle of granular (sand) soil (25 to 45
degrees) and for the angle of wall friction (5 to 20 degrees) were considered. The
coefficient of variation for both angles was considered to vary from 5 to 40 %.

The results of the computer program for the active and passive earth pressure
coefficients are listed in Table 1 for typical ¢ and O values whereas their coefficients

of variation are provided in Table 2 for a specific condition where J = 5° and
CV (9)=0.10 while @ varies from 25 to 45 degrees and CV (¢) varies from 5 to 40
%. However, all the results of the coefficients of variation are represented graphically as
shown in Figs. 6 through 9 for the active lateral earth pressure and as shown in Figs. 10
through 13 for the passive lateral earth pressure. These graphs can be used in order to
evaluate the coefficients of variation of the active and passive lateral earth pressure
coefficients as will be demonstrated later in this paper.

Probabilistic Analysis and Reliability of Earth Pressure Coefficients

The main goal of any engineering project is to select the most economical and safe
design. In the conventional deterministic design approach of selecting a design value for
the coefficient of lateral earth pressure, a minimum factor of safety is selected arbitrarily
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where @ is the soil internal friction angle, J is the friction angle between the wall and
soil, B is the angle of inclination of the backfill behind the wall, & is the angle of
inclination of the back face of the wall.

For simplicity, the study presented herein has been performed for o =90° and
£ =0°. The relationship between the active and passive earth pressure coefficients can

be expressed as follows:

Ky _ Jcosd +sin(p + d)sin(p) i (5)

K, ~ Jcosd —Jsin(¢+ J)sin(p)

Graphical representation of Eq. 5 is shown in Fig. 3 for different values of internal
friction angle, ¢, and wall friction,. It is of interest to point out that, for a given value of

friction angle, ¢, the passive lateral earth pressure coefficient increases drastically with

the increase of the angle of wall friction, J, without any significant changes in active
lateral earth pressure coefficient.

The variations of the coefficients of the active and passive lateral earth pressure
with the soil friction angle ¢ and wall friction angle J are demonstrated in Figs. 4 and

5. Figure 4(a) shows that the ka value decreases drastically with the soil friction angle
@ for any given value of the wall friction angle 0 whereas Figure 4(b) shows that the
ka value decreases slightly with the wall friction angle 0 for any given value of the
soil friction angle @ . Figures 5(a) and 5(b) show that the kp value increases drastically

with the soil friction angle ¢ for any given value of the wall friction angle 0 as well as
with the wall friction angle J for any given value of the soil friction angle ¢ .

Design Equations and Charts for Evaluating the Variations of K o, and k b

In order to assess the variation of the active or passive lateral earth pressure
coefficient, k, or k; (the dependent variable) utilizing the variations of the design input

values of soil friction angle ¢ and wall friction angle J (the independent variables), a
first order second moment Taylor’s series expansion about the mean is used [18]. An
explanation of the technique can be illustrated as follows:

Consider the following equation for the dependent variable Y as a function of the
independent variables X; :

Y = f(xl,xz,...,xn)

Taking the Taylor series expansion about the mean will yield:
Y = f(xl,xz,...,x

n
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to use probabilistic analysis where uncertainty in the design parameters is considered in
a mathematical framework because the main advantage of the probabilistic approach is a
direct linkage between uncertainty in the design parameters and probability of failure or
reliability. Reliability-based designs and probabilistic approach have been the subject of
numerous studies over the past few decades (e.g., [4] — [16]). The general purpose of this
study is to suggest a design method based on a predetermined reliability (or probability
of failure) for selecting both the active and passive lateral earth pressure coefficients.
These coefficients are evaluated using Coulomb Theory that takes into consideration the
wall friction [17]. Values of the load factors that can be used in the conventional
deterministic approach are obtained at different levels of reliability that takes into
account the mean and variance of the independent input variables as well as the
distribution function of the dependent variable.

In this study, a first order second moment Taylor’s series expansion was used to
evaluate the variations in the lateral earth pressure coefficients and the concept of
extreme value distributions (maxima and minima) is utilized in order to evaluate the
reliability of these coefficients [18]. The design method based on the reliability of these
coefficients is illustrated by two examples. A strong nonlinear relationship between the
load factor utilized in the conventional deterministic approach and the reliability level is
established.

Mathematical Formulation

Figures 1 and 2 show the forces acting on the soil failure wedge on the retaining
wall with a granular backfill for the case of active and passive lateral earth pressures,
respectively, taking into account the forces due to wall friction. The active and passive
forces per unit length of the wall can, according to Craig [19], be given as follows

1
P — l||2|:
a 2 a ()

F’p :%}/szp (2)

where k, and k;, are the active and passive earth pressure coefficients, respectively, and
can be given by the following expressions according to Coulomb Theory [1].

sin(a+¢) 3)

k, = 2
e sin(p+ J)sin(¢ - B)
sin (a)sm(a 5) 1+\/sin(a—5)8in(a+ﬁ)
kp = SInZ(a ¢) 2 (4)
sin?(a)sin(a +9) 1- \/Sln(¢+5 nlp+ /)
sin(a+0 +5)
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Abstract

This study is concerned with the use of the Coulomb theory of active and passive lateral
earth pressure against retaining walls taking into considerations the variations of both the soil
strength represented by the soil friction angle, ¢, and the wall friction represented by the wall
friction angle, 0 . The procedure adopted in this study, basically involves the computation of the
active and passive earth pressure coefficients, k, and k;, and their coefficients of variation, CV(ka)
and CV(ky). A first order second moment Taylor’s series expansion was used to evaluate the
variations in these coefficients; the results are presented in graphical forms for a wide range of
granular soils. The concept of extreme value distributions (maxima and minima) is utilized in
order to evaluate the reliability of the active and passive lateral earth pressure coefficients.
Examples to illustrate the design method based on the reliability of these coefficients are
presented. Values of load factor utilized in the conventional deterministic approach are correlated
with reliability levels.

Keywords: Retaining Walls; Active and Passive Earth Pressure; Seismic Coefficient;
Reliability; Probabilistic; Granular Soils.

Introduction

Lateral earth pressure is the most important component in the design of rigid
retaining walls, which are widely used in engineering practice. There are several types of
rigid retaining walls in common use: 1) cantilever, 2) counterfort or buttressed walls, and
3) gravity. The magnitude of the earth pressure exerted by the soil on the retaining wall
mainly depends on the physical properties of the soil, wall friction, the loads conditions
and their variations [1]. Due to the large variations encountered in soil properties and
loading conditions, probabilistic techniques adopted in this study may provide an
alternative design approach for selecting the coefficients of lateral earth pressure as
contrasted to the conventional deterministic approach in which the concept of load factor
(or factor of safety) is utilized. According to Duncan [2] and Whitman [3] the factor of
safety alone is not a sufficient measure for risk assessment and it is hard to evaluate how
much safer a retaining wall becomes as the factor of safety increases. Babu and Basha
[4] emphasized that the alternative to the conventional approach of using safety factor is

© 2010 by Yarmouk University, Irbid, Jordan.
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and,
1 .
m,, =—sink.d
21 Zf fYf

For N layers the overall characteristic matrix, M, is given by

N COS(Jm) Ln(d'")
M; = Yn =

m

" iyn,sin(d,) cos(J,)

ml1 m12
m 21 m 22

No Nt Ng

v

Figure (10): Stack film consisting of one layer
b
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and,
- jkedy Jkydy
e e
E, _ ] T, Al6
= kil plkids ! i, atz=d, (AL6)
Hy 7 - 7 r,Te
f f

Using Equations (A15) and (A16), the field components at z =0 could be written in
terms of those at z = d; as

cosk,d jZ,sink,d
E.(0) _ y e T UE () (A17)
H,(0) Z—sinkfdf cosk,d, H,(d;)

f

The ratio between the amplitude of the left going wave and the amplitude of the
right going wave at z = 0 interface is defined as the reflection coefficient, r. Also another
equally important coefficient is the transmission coefficient, t. It is defined as the ratio of
the amplitude of the right going wave in the substrate region evaluated at z = d; and the
amplitude of the right going wave in the incident medium region at z=0. These two
coefficients are given respectively by

B0 (A19)
E, (0)
and,
E.(d _
= =00 ) =T, Te (A19)
E, 0)

Rearranging the matrix given in Equation (A17) and reformulating in terms of the
boundary conditions to arrive at

- jksdy
E,(1+1) M, T,T,Eqe o (A20)
EoYolt-T7) Y,T,T,E,e 1%

Here, Yj's represent the wave admittances and M; is the ABCD characteristic matrix
written generally as

my jmy,

M; = .
Jmy My,

(A21)

For the special case of single layer, the entries of this matrix are given by
m,, =m,, =cosk,d
m, =Z, sink,d,
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T, E g M9
1 0

, ejkf(z_df)
Zy
For z > d

Transmitted waves
E.=4,T, (T1 E, e /N )e‘jks le-a:)
< T, E,e
z

o k(e-d)

S

(A8)

(A9)

(A10)

where k; and Z; (the subscript i = 0, f, s) are the wavenumbers and the wave impedances
in the incident, film, and substrate media, respectively. I''s and T's are the intermediate
Fresnel reflection and transmission coefficients between adjacent media. The amplitudes
appear in Equations (A1-A10) are related via the boundary conditions; i.e., the tangential
components of the electric and magnetic fields should be continuous at each interface.

The employment of these conditions at z = 0 yields
1+, =T, 1+, e /%)

and,

1 T -j2kd
—1-T :71(1_reJ fv)
Lar)=Lfir,

0 f

Similarly at z = d; we have

Te MY @+r,) =T, T,e M
and,
T, Hid 4= T, T ko
Z 207
f S

(A11)

(A12)

(A13)

(Al4)

The field components at the left and right sides of the film are related through T; and

Ty e_j2kfdf as
1
T].

F eIk atz=0
271

1
1 1
’ Z; Z

13

(A15)
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Appendix A: Characteristic Matrix Derivation
Consider a single film of refractive index ns and physical thickness d; deposited on a
substrate of index ng as shown in Fig. 10. A normal z-directed uniform plane wave with
an electric field, E , varying according to &, E,e”*? is incident from a homogeneous

medium of index ng to the interface at z = 0. Here, E, and k, =2/]—’Tn0 are respectively

the amplitude and the wavenumber of the incident wave; A being the wavelength in free
space, and @, is a unit vector in the x-direction. When the wave encounters the

boundary at z = 0, it splits into two waves: a reflected wave, propagating back in the z <
0 medium, and a transmitted, or refracted, wave, which proceeds into the film layer. The
same scenario will take place at the substrate interface. By properly defining the
reflection and transmission coefficients at each interface we can write the field
components in each region as follows

Forz<0

Incident waves

E =4, E e’ (A1)
- ~ E i
Hi =4, —>e oz (A2)

E.r = é\'x (rlEo)ejkuz (A3)
ﬁrz_éy rE, plko? (Ad)
ZO
For0<z<ds
Transmitted waves
Etf =4, (TlEo) e (A5)
Hy =4, TEe g (A6)
Zf

Reflected waves from the boundary at z = d

E, =4, (T, E ek etk o) (A7)
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Impulse response
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Figure (9): Impulse response

Conclusions

The spectral response of a nonabsorbing multistack dielectric thin film has been
shown for various cases. These include the number of layers, the angle of incidence and
the step between two consecutive refractive indices. An important issue of reconstructing
the phase from the reflectance has been addressed and compared with the original phase
and an excellent agreement has been achieved. This enables finding the impulse
response of the filter, which got some real-life applications. The continuous counterpart
refractive index profile can be a subject of further investigations in order to treat the
most general fiber corrugations with multitude of interesting applications.
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Reconstructed phase

o

'
[y
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0.5
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Figure (7): Reconstructed phase

Fig. 7 illustrates the reconstructed phase which is in agreement with the actual
phase. To verify this, both phases are plotted on the same graph as shown in Fig. 8.

original phase
6 :

|| ===== Reconstructed phase
Original phase

Phase (rads)

Wavwelength (nm) x 10°
Figure (8): Original and reconstructed phases

By taking the inverse Fourier transform of |H(w)| % exp (j ¢(@w)min), the impulse
response is obtained, it is shown in Figure 9.
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d,=2 (@)a; (11)
n=0,.., N-1.

5. The ¢ (Q) sine series coefficients ¢, are calculated using Wiener-Lee transform
Cn= - dny; (12)
n=1,.,N-1

6. The ¢(Q) sine series are passed to the ¢(£2) Fourier exponential series, obtaining the
coefficients (by) ,. These coefficients are pure imaginary

(by), = ¥ sign (n) ci; (13)
N=-N,..,N-1

The Inverse Fast Fourier transform (IFFT) is applied to get the phase response of
the equivalent discrete system. This phase response function is an odd function

(Q) = FFT[(by),]; (14)
Q [-x, #]

The previous algorithm is applied to reconstruct the phase from its reflectivity and a
good agreement with [11] was obtained. Fig. 6 shows the transfer function of the
reconstructed phase.

3

Reconstructed phasetransfer function

Figure (6): Reconstructed phase transfer function.

7. A slope cancellation is carried out and the inverse frequency translation. So, the
minimum phase response is obtained corresponding to the starting magnitude
response

9(w); o [0, w7 (15)
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Reflectivity vs Wawelength
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Figure (5): Reflectivity for ny/n, = 1.3/2 and 2/1.3

Whenever ny/n, is greater than one, the reflectivity gets stronger. This is expected

since the mismatch between adjacent layers increases.

Phase Reconstruction

To have a complete characterization of an optical filter, both the magnitude and

phase of the complex reflection coefficient are required. In most real world
measurements only the magnitude of the reflection coefficient can be obtained. The
phase response is important in order to be able to determine the actual structure
producing such a response. This is essential in inverse scattering and in nondestructive
evaluation applications. Here an algorithm, to reconstruct the phase, is given. The steps
of this algorithm can be summarized as,

1.

A set of N samples of the transfer function magnitude |H(w)| is taken in a
wavelength range [w1, ;]

A frequency translation is performed to form an equivalent discrete system, so
|[H(€2)| is obtained, then the discrete attenuation function (<) is calculated, which
is an even function

o (9Q) = - In (JHQ))); 9)
Q [-z, ] 2N points.

The Fast Fourier Transform (FFT) of the attenuation function is taken to derive the
attenuation Fourier coefficients which are pure real;

(@n)o = FFT [a(Q)]; (10)
n=-N,.., N-1Q[-x, 7].

From the relation between the exponential series and cosine series, a(£) cosine
series coefficients d, is computed,
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Phase change on Reflection vs WWavelength
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Figure (3): Change versus wavelength for N = 10 and 20.

Considering now the incident angle, Fig. 4 shows the details of the stopband for
different angles. It is clear that increasing the incident angle, shifts the spectrum of the

magnitude response to the left, i.e., the center of the stopband wavelength decreases, as
well as the reflectivity increases.

Reflectivity vs Wavelength

0.98
0.96
0.94
092

09
0.88
0.86

0.84F------ — R D e e

850 900 950 1000
Wavelength (nm)

Reflectivity (%)

Figure (4): Stopbands of reflectivity for different incident angles (6, = 50°, 60° and 70°).

It is also worth to consider ni/n, ratio. This factor influences on the width and the
sharpness of the filter bandgap. As this ratio increases, the width of the bandgap

increases. Fig. 5 shows the magnitude response when the ratio is greater than one and
when it is smaller than one.
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Reflectivity vs Wavelength
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(b) N = 40

Figure (2): Reflectivity for different number of layers.

Fig. 2 suggests that increasing the number of layers, N, enhances the reflectivity.
Also, as the number of layers increases the bandwidth decreases, i.e., the filter becomes
more selective. Having more layers giving rise to more reflections to occur at various
interfaces, i.e., the number of ripples increases but their level grows up especially those
adjacent to the stopband. The phase response is also affected as shown in Fig. 3.
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The reflectance, transmittance and phase changes on reflection are then given,
respectively, by

_yn.B-c| ©)
YnB+C
o Ay, @
WmB+CF
YnB-C
Y= _ 8
a9 YnB+C ( )

where ny is the refractive index of the incidence medium, taken here as the free space.

Simulations

In this section, three parameters affecting the magnitude and phase responses will
be considered. These are the number of layers, the angle of incidence, and the ratio
between the refraction indices of adjacent layers. A schematic of the structure composed
of many layers is shown in Fig. 1. The incidence medium, assumed to be free space, has
refractive index ng = 1. The two alternating media are n; = 2.5, n, = 2.21, and the
substrate index is ny = 2.5. Different cases are investigated. To show the effect of number
of layers on reflectivity, Fig. 2 gives the reflectivity for N = 20 and N = 40, for the case
of normal incident.

II.IlII.II.l].l]

-

Figure (1): Thin film filter structure
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considers the forward path of the problem, i.e., analysis of thin-film filters and addresses
the reverse path by finding out the impulse response of the filter. This was accomplished
by relying upon information about the amplitude of the reflectance of the filer. This
requires predicting the phase response in order to be able to perform inverse Fourier
transform [11]. The later scenario got practical applications especially in medical
applications [12, 13].

In this paper, the two dimensional case of the structure has been considered. It can
give an insight on the more general case of three dimensional fiber-optic case, where
important applications like add-drop filters and dispersion compensation may mentioned.
The network ABCD or transmission matrix method is adopted to find the spectral
response of the filter.

The paper is organized as follows. Section Il reviews the transmission matrix
method and stating the basic equations of reflectance and transmittance. Section 111
shows results of computer simulations. In Section I11 an algorithm for reconstructing the
phase response from the power reflection coefficient is presented. Section IV concludes
the paper by summarizing up the findings.

Methodology

The ABCD, or the transfer matrix method (TMM), is used to analyze the multilayer
structure. For the m™ layer the characteristic matrix, My, is given by
_ cosd,, (isind,)/Yn, (1)
- iYn,sind cosd,,
where &y, is the phase change of the beam of electromagnetic radiation on traversing the
m™ layer, n., is the refractive index of the m™ layer, and Y is known as the characteristic

optical admittance and it can be represented by the ratio of the magnetic field, H, to the
electric field, E, i.e.,

Y= HI/E )

The overall characteristic matrix, M+, of a structure consisting of N layers is given
by

=jsin(d,)
cos(d,,) ——
MT = H ( m) Ynm = M Mo (3)
m=1 my,; m
in,sin(d,) cos(d,) 22

A derivation of the matrix is given in Appendix A. After finding out the total
characteristic matrix, by applying equation (3), B and C can be determined as [12],

B= m;+m;,Yng, 4)

C = m21+m22Ynsub (5)
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Abstract

In this paper, the spectral response of multilayer dielectric thin film is studied. Various cases
have been addressed. These include the number of layers, the step between refractive indices of
adjacent layers, and the angle of incidence. The optical thickness of each layer is taken to be a
quarter—wavelength. The resonance condition is forced to be satisfied so as to place the center of
the stopband at a desired wavelength. The transfer matrix method, known in network theory, is
used as a method of analysis. This will lead to total reflection whenever the Bragg condition
(resonance condition) is satisfied. An alternative method of finding the filter’s spectral response
has been presented; this was possible by finding the filter's impulse response. Reconstructing the
phase in order to find the inverse Fourier transform of the power reflection coefficient was
essential in this regard. An algorithm has been successfully used to accomplish this aim.

Keywords: Thin Film Filters; Transfer Matrix Method; Phase Reconstruction; Impulse
Response.

Introduction

Studies have been made on multilayer thin films and found out that they have high
efficiencies. Applications of these structures include; biomedical, analytical
instrumentation, and advanced laser system [1]. These filters can also be used as
antireflection coatings [2], edge filters and beam splitters [3].

The periodic structure of thin films resembles the multisectional quarter-wave
transforms found in transmission lines used for matching purposes [4]. Methods used for
analysis and synthesis can be beneficial in the area of the current investigation [5]. In
some applications, it is rather desirable to have continuous variation of the refractive
index especially in rugate filters [6, 7]. The two eminent methods of analysis of these
structures are the coupled mode theory (CMT) [7] and the transmission matrix method
(TMM) [8].

The coupled mode theory has been extended and verified by comparing with the
transmission matrix method in [9]. In addition to conventional methods used in synthesis
[5], recent evolutionary algorithms have been applied to these filters [10]. This paper

© 2010 by Yarmouk University, Irbid, Jordan.
* Communication Engineering Department, Hijjawi Faculty for Engineering Technology Yarmouk University,
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